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Foreword

As pat of a continuing effort to enhance
ingpection quality, the Office of Independent
Oversight and Performance Assurance (OA) has
prepared the Classified Matter Protection and
Control Inspectors Guide. OA inspectors guides
include guidance used by the U.S. Department of
Energy (DOE) and experience-based inspection

data to ad inspectors in evauating the
effectiveness of safeguards and security
protection programs. Operations office personnel
may also wish to use these guides to augment
their survey programs. OA selected a loose-leaf
format so inspectors can remove and copy
sections for ready reference.
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Definitions

1. ACCESSAUTHORIZATION OR SECURITY CLEARANCE. An administrative determination
that an individua who is either a DOE employee, applicant for employment, consultant, assignee,
other federal department or agency employee, DOE contractor or subcontractor employee, or the
person designated by the Secretary is eligible for access to classified information or specia nuclear
material. Clearances granted by the Department are designated as L or Q. (See DOE 472 series.)

2. ACCOUNTABILITY STATION. An organizationa unit (or individual) designated by a transfer
and accountability station to act as Secret document control point secondary to the transfer and
accountability station.

3. AUTHENTICATING OFFICIAL. An official who has received specific authorization to classify
information as Top Secret (an authorized Top Secret Classifier).

4. AUTHORIZED CLASSIFIER.

a. Origina Classfier. One authorized to classify Nationa Security Information by an original
determination based on Executive Order 12356, where no specific guidance exists.

b. Authorized Derivative Classifier (ADC). One authorized to classify documents or materia as
Restricted Data (RD), Formerly Restricted Data (FRD), or National Security Information (NSI)
only in accordance with existing guidance.

c. Authorized Derivative Declassifier (ADD). One authorized to declassify documents or material
in accordance with their assigned level of authority and in accordance with existing guidance.

5. AUTHENTICATION. Certification that a document contains Top Secret information.

6. AUTOMATIC DATA PROCESSING (ADP). Data processing performed by a system of electronic
or eectrical machines including input, processing, and output operations.

7. AUTOMATIC DATA PROCESSING CENTER. One or more rooms or a building containing the
main elements of an ADP system.

8. AUTOMATIC DATA PROCESSING SYSTEM. A system composed of procedures, processes,
methods, personnel, and ADP equipment to perform a series of data processing operations either
manually or automatically.

9. BOUND DOCUMENTS. Documents whose pages are permanently fastened together in a manner
by which no one or more pages may be removed without leaving evidence that it was done. This
excludes methods such as brads, spira binders, or smilar commercia fasteners commonly used.

10. CLASSIFICATION. Classfication isameans of identifying information concerning the national
defense and foreign relations of the United States that requires protection against unauthorized
disclosure.

11. CLASSIFICATION CATEGORY. One of three kinds of classified information: Restricted Data,
Formerly Restricted Data, or Nationa Security Information.
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21

23.

24.

CLASSIFICATION LEVEL. One of the three classification levels in descending order: Top Secret
(TS), Secret (S), and Confidentia (C).

CLASSIFIED CONTROL OFFICER. A person appointed to control and account for classified
matter within DOE or DOE contractor or subcontractor organizations or alevel of organization.

CLASSIFIED DOCUMENT. Any document containing classified information.

CLASSIFIED INFORMATION. Certain information requiring protection against unauthorized
disclosure in the interests of national defense and security or foreign relations of the United States
pursuant to federal statute or executive order. The term includes Restricted Data, Formerly
Restricted Data, or National Security Information. The potential damage to the national security of
each is denoted by the classification levels Top Secret, Secret, or Confidential.

CLASSIFIED MAILING ADDRESS. An authorized postal mail address including ZIP code, where
procedures for classified mail deliveries have been approved. Normally a classified mailing address
will be listed with specific approved mail services, such as “ Registered Mail Only.”

CLASSIFIED MATTER. Documents and/or material containing classified information or which are
classified in and of themselves.

CLASSIFIED MATERIAL.

a. Chemica compounds, metals, fabricated or processed items, machinery, €l ectronic equipment,
and equipment or any combination thereof that has been assigned a classification level and
classfication category.

b. Any combination of documents, products, substances, or materia that has been assigned a
classification either individualy or as a group.

CODE WORD. One or more unclassified words, symboals, letters, numbers, or a combination
thereof, assigned a special meaning for the safeguarding of classified information. (Nicknames,
chemical symbals, abbreviations, and short letters are not considered code words.)

COMPROMISE. Disclosure of classified information to persons not authorized to receive such
information.

CONFIDENTIAL. A classfication level that is applied to classfied information, the unauthorized
disclosure of which reasonably could be expected to cause damage to the national security.

CONTIGUOUS UNITED STATES. The adjoining 48 states, and the District of Columbia,
excluding Alaska and Hawaii.

CONTRACTOR. An agency or person who contracts directly or indirectly to supply goods or
servicesto the DOE. This includes subcontractors of any tier, consultants, agents, grantees, and
cooperative agreement participants.

COURIER. A DOE employee or member of the Armed Forces assigned to and performing duties
under the direction and control of the DOE, who is specifically designated for armed protection in

viii
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transit of Top Secret or other matter that, in the opinion of the responsible Head of a Department
Element, requires such protection. Couriers are required to carry credential identification.

25. CUSTODIAN. Any person having assigned responsibility for the control and accountability of
classified matter.

26. CUSTODIAN OF RECORD. All authorized Top Secret classifiers, origina or derivative, and other
permanent holders of Top Secret documents.

27. DECLASSIFICATION.

a. A determination by appropriate authority that information no longer requires classification
protection;

b. A determination by appropriate authority in accordance with approved classification policy or
guidance that a previoudy classified document or materia is no longer classified; or

c. Theremoval of classification markings from a document or material in accordance with a
declassification notice from an appropriate authority.

28. DECLASSIFIED DOCUMENT. A previoudly classified document that has been declassified by

appropriate authority in accordance with approved declassification procedures and from which the
classification markings have been removed or defaced.

29. DERIVATIVE CLASSIFICATION.

a. Redtricted Data (RD) or Formerly Restricted Data (FRD). A determination made by an
authorized classifier other than the origina classifier in accordance with approved classification

guidance or source documents that a document or materia contains Restricted Data or Formerly
Restricted Data.

b. National Security Information (NSI). A determination made by an authorized classifier other
than the original classifier in accordance with approved classification guidance, source
documents, or other instructions from an origina classifier that a document or materia contains
National Security Information.

30. DEVIATION. An dternate or equivalent means of providing adequate safeguards and security that

may be proposed to meet a specific requirement of safeguard and security directives. Deviations consist
of:

a. Variances. An approved condition that technically varies from a safeguard and security
requirement, but afford equivalent levels of protection without compensatory measures.
Variances may be approved for an indefinite period of time.

b. Waivers. Approved nonstandard conditions, not to exceed two years, that deviate from a
safeguard and security directive's requirements, which if uncompensated would create a
potentia or real safeguards and security vulnerability.

c. Exception. Written approval by an authorized DOE officia that relieves or modifies the need for
meeting specific provisions of safeguards and security requirements contained in DOE orders.
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32.

37.

DIRECTOR CENTRAL INTELLIGENCE (DCI) AUTHORIZED CONTROL MARKINGS. The
Six cavests approved for use with other security markings:

a. ORCON. Dissemination and extraction of information controlled by Originator.
b. PROPIN. Caution—proprietary information involved.

c. NOFORN. Not releasable to foreign nationals.

d. REL TO. Authorized for release to (country).

DOCUMENT. Any record of information regardless of physical form or characteristics, including,
without limitation, written or printed matter, data processing cards, tapes, charts, maps, paintings,
photographic prints, motion pictures, exposed or developed film, drawings, engravings, sketches,
working notes and papers; reproductions of such things by any means or process; and sound, voice,
magnetic or electric recordings in any form.

DOCUMENTATION. An annotation, on the face of a classified document, such as; the number of
pages of a document, the series designation for the particular set of copies, and number of each copy
within the set.

DOWNGRADING. Lowering the classification level of information, documents, or material. (Does
not include declassification.)

FACILITY. Aneducationa ingtitution, manufacturing plant, laboratory, or office building utilized
by the Department or its contractors or subcontractors for the performance of work for the
Department.

FOREIGN GOVERNMENT INFORMATION.

a. Information provided by aforeign government or governments, an international organization of
governments, or any element thereof with the expectation, expressed or implied, that the
information, the source of the information, or both, are to be held in confidence; or

b. Information produced by the United States pursuant to or as aresult of ajoint arrangement with a
foreign government or governments or an international organization of governments, or any
elements thereof, requiring that the information, the arrangement, or both, areto be held in
confidence.

FORMERLY RESTRICTED DATA (FRD). Classified information jointly determined by DOE and
the Department of Defense (DoD) to be related primarily to the military utilization of atomic
weapons, and removed by DOE from the Restricted Data category pursuant to section 142(d) of the
Atomic Energy Act, as amended, and safeguarded as National Security Information subject to the
restrictions of transmission to other countries and regional defense organizations that apply to
Restricted Data.

GOVERNMENT AGENCY. Any executive department, commission, independent establishment,
or corporation, wholly or partly owned by the United States of America and which isan
instrumentality of the United States, or any board, bureau, division, service, office, officer, authority,
administration, or other establishment in the executive branch of the Government.
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39. INFORMATION. Any data, document, or material, regardless of its physical form or
characteristics, that is owned by, produced by or for, or under the control of the United States
Government.

40. INFORMATION SECURITY OVERSIGHT OFFICE. An organization of the Genera Services
Adminigtration authorized by Executive Order 12356 to oversee Government implementation of that
Executive order.

41. INFRACTION. An act or omission involving failure to comply with DOE safeguards and security
directives.

42. INTELLIGENCE INFORMATION AND RELATED MATERIALS.

a. Foreign Intelligence. Information relating to the capabilities, intentions, and activities of foreign
powers, organizations, or persons.

b. Related Materials. Information describing U.S. foreign intelligence and counterintelligence
activities, sources, methods, equipment, and methodology used for the acquisition, processing, or

exploitation of such intelligence; photography or recordings resulting from U.S. collection
efforts.

43. INVENTORY.

a. A complete, detailed, descriptive record of classified document holdings with the capability of
making it consistent or compatible with documents on hand (reconciliation).

b. The act of comparing documents to records of holdings.

44. LIMITED AREA. A security areafor the protection of classified matter where guards, security
police officers, or other internal controls can prevent access by unauthorized persons to classified
matter.

45. MASTER COPIES FOR REPRODUCTION. Master copies are such items as ditto stencils,
photostatic negatives, Multilith plates, and other reproduction master copies that are used for large-
scale reproduction.

46. MATTER. Information in tangible form (i.e., materia or documents).

47. MESSAGE. A document transmitted by teletype, telegraph, facsimile, or other electrical means.

48. MICROFICHE/MICROFILM. Film, photo card, or flat negative containing micro-images.

49. NATIONAL SECURITY. The nationa defense or foreign relations of the United States.

50. NATIONAL SECURITY INFORMATION. Information that has been determined pursuant to
Executive Order 12356, “Nationa Security Information,” or any predecessor order to require
protection against unauthorized disclosure and that is so designated.

51. NEED-TO-KNOW. A determination, by persons having responsibility for classfied information or
matter, that a proposed recipient’ s access to such classified information or matter is necessary in the
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52.

57.

50.

61.

62.

performance of officia or contractual duties of employment under the cognizance of the Department
of Energy.

OFFICIAL USE ONLY (OUO) INFORMATION. Official information that has not been given a
security classification pursuant to the criteria of a statute or Executive Order, but may be withheld
from public disclosure under the criteria of the Freedom of Information Act.

ORIGINAL CLASSIFICATION. Theinitial determination by an origina classifier that information
requires protection as NSI under the provisions of Executive Order 12356. Includesthe
specification of a classification level and the classification duration.

PROTECT ASRESTRICTED DATA (PARD). The PARD designation is assigned to computer
generated numerical data or related information for which it is not operationally feasible to establish
a security classification because detailed knowledge of weapon design or other significant
information is essentia for determination or because of the high volume of output and low density of
potentidly classified data

PORTION MARKING. The application of NSl classification markings to individua portions of a
document to indicate their specific classification level.

PRINTOUT. A printed listing of the contents of an automatic data processing storage device or
selected parts of it.

PRODUCTION RATE INFORMATION. Information relating to the capacity to produce or actual
production of:

a. Weapons or weapon components,

b. Putonium, tritium, or enriched lithium-6;
¢. Uranium enriched in the isotope-235; or
d. Uranium-233.

RECONCILIATION. The verification of the validity between supporting documents and a control
document.

RESEARCH AND DEVELOPMENT REPORT. See“Scientific and Technical Reports.”

RESTRICTED DATA. All data concerning design, manufacture, or utilization of atomic weapons,
the production of specia nuclear materia, or the use of specia nuclear material in the production of
energy, but shall not include data declassified or removed from the Restricted Data category
pursuant to section 142 of the Atomic Energy Act of 1954, as amended.

SANITIZING. Physicd removd of al classified information from a classified document.

SCIENTIFIC AND TECHNICAL REPORTS. Scientific and technical reports are documents that
contain results from or pertain to scientific and technical information first used, cumulated, or
developed during work supported by DOE or during work carried out for others at DOE facilities.
These documents report on research, development, or demonstration and take the form of technical

Xii

June 2002



Classified Matter Protection and
Control Inspectors Guide Definitions

reports (formal, topical, or progress), journa articles, reprints, theses or dissertations, scientific or
technical conference and symposium proceedings, or trandations.

63. SECRET. The classfication level applied to information, the unauthorized disclosure of which
reasonably could be expected to cause serious damage to the national security.

64. SECRETARY. The Secretary of the Department of Energy as provided by Section 102 of the
Energy Reorganization Act of 1974.

65. SECURITY AREA. A physicaly defined space containing classified documents, information, or
materia and subject to physical protection and personnel access controls that include the
requirement for escort of uncleared visitors.

66. SECURITY INTEREST. A security interest consists of any of the following that requires special
protection: classified matter, specia nuclear material, security shipments, secure communications
center, sensitive compartmented information facilities, automatic data processing centers, or other
systems including classified information, or Departmenta property.

67. SENIOR OFFICIAL OF THE INTELLIGENCE COMMUNITY. The senior officid from a
Department/Agency of the intelligence community charged with implementing DCI policy and
directives within his or her organization. Within DOE, the Secretary is the Senior Official of the
Intelligence Community.

68. SENSITIVE COMPARTMENTED INFORMATION (SCI). All classified information and
materials bearing intelligence community special access controls formally limiting access and
dissemination. SCI does not include Restricted Data as defined in the Atomic Energy Act of 1954,
as amended.

69. SENSITIVE COMPARTMENTED INFORMATION FACILITY (SCIF). An accredited area,
room, group of rooms, or installations where sensitive compartmented information may be stored,
used, and/or electronically processed.

70. SENSITIVE NUCLEAR MATERIAL PRODUCTION INFORMATION.

a. Classfied production rate or stockpile quantity information relating to plutonium, tritium,
enriched lithium-6 and uranium-235 and -233.

b. Laser separation technology.

71. SOURCE DOCUMENT. A document, other than a classification guide, from which information is
extracted for inclusion in another document. The term “ source document” is used in the context that
the classification of information extracted from the document is determined by the classification
specified in the source document for the information extracted.

72. SPECIAL ACCESS PROGRAM. Any program imposing need-to-know or access controls beyond
those normally provided for access to Confidential, Secret, or Top Secret information. Such a
program may include, but is not limited to, specia clearance, adjudication, or investigative
requirements, special delegations of officials authorized to determine need-to-know, or specid lists
of persons determined to have a need-to-know.
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73.

74.

75.

76.

78.

79.

8L

82.

SPECIAL MESSENGER. A DOE employee, or member of the armed forces, assigned to and
performing duties under the direction and control of the DOE, who is authorized to routinely
transport Secret and Confidential matter.

TEMPEST (COMPROMISING EMANATIONS). Unintentiona data-related or intelligence-
bearing signals, that, if intercepted and analyzed, disclose classified informeation being transmitted,
received, handled, or otherwise processed by any information processing equipment.

TOP SECRET. The classification level applied to information, the unauthorized disclosure of which
could reasonably be expected to cause exceptionaly grave damage to the national security.

TOP SECRET CLASSIFIER. Anindividua who has received specific authorization to classify
information as Top Secret.

TRANSCLASSIFICATION. The removal of information from one classification category to
another. Thisterm is normally used to describe the remova of information from the Restricted Data
category to the category of Formerly Restricted Data.

TRANSFER AND ACCOUNTABILITY STATION. An organizationa unit that (or individual
who) controls the origination, receipt, transmission, and disposition of classified scientific and
technical reports, and Secret and Confidential weapon data reports.

TRUSTED AGENT (TA). Technicaly knowledgeable individuals from an inspected operations
office or facility who act as neutral partiesto assist in planning and conducting a performance test.
(For amore detailed discussion of Trusted Agents and their responsibilities, see “Guiddines and
Procedures for OSE Protective Force Performance Tests,” May 1990.)

UNAUTHORIZED DISCLOSURE. A communication or physical transfer of classified information
to an unauthorized recipient.

UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION (UCNI). Unclassified information
whose unauthorized dissemination is prohibited under section 148 of the Atomic Energy Act.

UPGRADING. Raising the classification level of information, documents, or materia. (Also
applied to the marking of a classified document or materid that was initially improperly issued as
unclassified.)

VIOLATION. Alleged, suspected, or actua crimina breach of federal laws involving a national or
Departmental security interest. Such federa laws include, but are not limited to:

a. The Atomic Energy Act of 1954, as amended (42 U.S.C. 2011 et seq.).

b. The Internal Security Act of 1950, as amended (50 U.S.C. 781 et seq.) when related to DOE
activities (e.g., sections 781 and 784).

c. Title18, U.S.C. asit pertainsto:
1) Espionage (sections 791-798);

2) Sabotage (sections 2151-2156);

Xiv
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3) Treason and subversive activity (sections 238-285);
4) Madlicious mischief (sections 1361-1363);
5) Actua or threatened use of explosives against persons or property (sections 841-848);
6) Destruction of Government property;
7) Embezzlement and theft (sections 641 and 6619);
8) Extortion and threats (sections 876-878);
9) Civil disorders (section 231);
10) Riots (section 2101).
d. Executive Order 12356.

84. VISUAL MATERIALS. Photographs, motion pictures, dides, article concepts, engineering
drawings, plant layouts, plot plans, maps, viewgraphs, videotapes, flip charts, etc.

85. WEAPON DATA. Restricted Data or Formerly Restricted Data concerning the design,
manufacture, or utilization (including theory, development, storage, characteristics, performance,
and effects) of nuclear weapons or nuclear weapon components, including information incorporated
in or related to nuclear explosive devices.

86. WORK-FOR-OTHERS. Reimbursable work completed by DOE organizations or DOE contractors
and subcontractors for other government agencies.

87. WORKSHEETS.

a. Notes, work papers, preliminary copies of pages of a document, and additional or revised pages
prior to incorporation into fina copy;

b. Reptitive forms used to collect data, or
c. Inthefidd of telecommunications, worksheets additionaly include manua or machine-produced

page copies and carbons (clear text or encrypted), perforated and printed tapes, and magnetic
tape media produced by communications centers.
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Purpose Section 1 — Introduction

The Classified Matter Protection and Control
(CMPC) Inspectors Guide provides guidance,
procedures, and inspection tools that enable
ingpectors to prepare for, conduct, and report the
results of an inspection of the CMPC topic. The
guide serves to promote consistency and assure
thoroughness. Further, it serves to enhance the
quality of the ingpection process developed by the
U.S. Department of Energy (DOE) Office of
Independent Oversight and  Performance
Assurance (OA).

The guide is useful for both the novice and the
experienced inspector. For the experienced
inspector, the organization of information alows
easy reference and serves as a reminder during
the conduct of ingpection activities. For the
novice inspector, the information serves as a
valuable training tool. With the ad of an
experienced inspector, the novice can use the
tools and reference materials for collecting data
more efficiently.

Organization

The guide is organized as follows:

Section 2 — Program Management

Section 3 — Control of Secret and Confidential
Documents

Section 4 — Control of Top Secret Documents
Section 5 — Control of Classified Materids
Section 6 — Special Programs

Section 7 — Interfaces

Section 8 — Analyzing Data and Interpreting
Results

Appendix A — Performance Tests

Appendix B — Forms and Worksheets.

The introductory section (Section 1) provides
genera guidelines, details on organization of the
guide, and explanations of the inspection tools
and their use. The section also describesthetopic
and the methods commonly used for inspecting
CMPC. The fina part of the section covers the
method of identifying and selecting sample sizes
and configurations for document reviews and
interviews.

Sections 2 through 6 provide detailed guidance
for inspecting the CMPC subtopics:

Section 2, Program Management, includes:
Organization and Planning; aspects of the
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Foreign Ownership, Control, or Influence
(FOCI) program, the Security Infraction
Program; and the Operations Security
(OPSEC) program.

Section 3, Control of Secret and Confidential
Documents, includes: Generation, Review and
Use, Accountability, Receipt and Transmittal,
Reproduction, Destruction, and Physica
Protection and Storage.

Section 4, Control of Top Secret Documents,
includes. Top Secret Classifiers, Top Secret
Markings and Forms, Top Secret Control

Systems, Receipt and  Transmittal,
Reproduction, Destruction, and Physica
Protection and Storage.

Section 5, Control of Classified Materids,
includes. Markings, Accountability, and
Physical Protection and Storage.

Section 6, Specia Programs, includes: Work
for Others (WFO), Sensitive Compartmented
Information (SCh) and Sengitive
Compartmented Information Fecilities
(SCIFs), Specia Access Programs (SAPs),
and Communications Security (COMSEC)
and Cryptographic (CRYPTO) Materials and
Fecilities.

Section 7, Interfaces, contains guidelines for
insgpectors to ad in coordinating ther
activities both within the CMPC topic team
and with other topic teams. The section
provides information on the OA integration
process that alows topic team members to
dign their efforts and benefit from the
knowledge and experience of other topic team
members. The section provides some of the
common areas of interface for the CMPC
team and explains how integration contributes
to the qudity and validity of ingpection
results.

Section 8, Analyzing Data and Interpreting
Results, contains guidelines on how inspectors
organize and analyze information gathered
during inspection activities. These guiddines
include possble impacts of gpecific

information on other topics or subtopics.
They dso include  experience-based
information on the interpretation of potentia
deficiencies.

Appendix A, Performance Tests, provides a
set of commonly used performance test
scenarios, as well as several variations of
those scenarios that inspectors may adjust to
meet Site-specific conditions.

Appendix B, Forms and Worksheets, contains

forms, lists, and supplemental materia
frequently useful to inspectors when
ingpecting the CMPC topic.

General Considerations

The guide contains tools and information that
inspectors frequently need. It is designed as a
reference manual, for use at the inspector’'s
discretion. Typicaly, inspectors select the tools
that are most useful on an inspection-specific
basis. Generdly, the guide presents information
according to safeguards and security subtopics, so
inspectors can easily locate specific subjects.
Although the guidelines cover a variety of
ingpection activities, they do not and cannot
address al protection program variaions and
systems used a DOE facilities. The tools may
have to be modified or adapted to meet
inspection-specific  needs, and sometimes
ingpectors may have to design new tools or
activities to collect information not specificaly
covered in the guide.

The guide does not repeat word for word the
detailed information in DOE orders or manuals.
Rather, it is intended to complement the orders
and manuals by providing practica guidance for
planning the inspection and collecting and
andyzing inspection data  One purpose in
developing the guide was to capture the collective
knowledge of OA’s most experienced inspectors.
Inspectors should refer to the guide as well as to
DOE orders and manuals at al stages of the
inspection process.

Every attempt has been made to develop specific
guiddines tha offer maximum utility to
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inspectors. In addition to gquiddines for
collecting information, guiddines are provided
for prioritizing and selecting activities, then
andlyzing and interpreting the results. These
guidelines should be viewed as suggestions rather
than dogma, and should be interpreted
considering inspection-specific and site-specific
factors.

Using the Topic-Specific Tools

The CMPC subtopics are further divided into a
standard format:

References

Generd Information

Common Deficiencies/Potential Concerns
Panning Activities

Performance Tests

Data Collection Activities.

References

The references identify DOE orders and sections
of DOE manuas that apply to the subtopic.
Executive Orders, Site Safeguards and Security
Plans (SSSPs), Site Security Plans (SSPs),
implementation memoranda, memoranda of
agreement, procedura guides, and certain
manuals are noted in the References section.
Inspectors use the references as the basis for
evauating the inspected program and for
assigning findings. It is useful to refer to the
applicable orders and manuals during interviews
and toursto assure that al relevant information is
covered.

General Information

The general information section defines the scope
of the subtopic. It includes background
information, guiddines, and commonly used
terms intended to help inspectors focus on the
unique features and problems associated with the
subtopic. It identifies the different approaches
that a facility might use to accomplish an
objective and, when possible, provides typica
examples.

Common Deficiencies/
Potential Concerns

This section discusses common deficiencies and
concernsthat OA has noted on previousinspections.
The information in this section is intended to help
theingpector further focusingpection activities. By
reviewing the list of @mmon deficiencies and
potentia concerns prior to gathering data, inspectors
can be dert for these elements at the inspected
facility during interviews, tours, and other data-
gathering activities. Also, where appropriate,
general guidelines are provided to help theinspector
identify Site-gpecific factorsthat may show whether
aparticular deficiency islikely to be present.

Planning Activities

This section identifies activiies normally
conducted during inspection planning. These
activities include document reviews and
interviews with the facility physica security
systems managers. The detailed information in
the planning activities section is intended to help
ensure systematic data collection, and ensure that
critical elements are not overlooked. The
thoroughness of planning will have a direct
impact on the success of the inspection.

Performance Tests

Generd guiddliines are provided to help the
ingpector identify Ste-specific factors that may
indicate which performance tests may be
particularly important. Appendix A provides a
set of commonly used performance test scenarios
that may be used directly or modified to address
Ste-specific conditions. The tests may provide
information useful in evaluating other CMPC
subtopics. For example, during the back check
performance tests on accountable documents,
ingpectors typicaly gather information relevant to
the accountability system, physica protection,
document generation, and document
reproduction.
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Data Collection Activities

This section identifies activities that inspectors
may choose to perform during data collection.
The information is intended to be reasonably
comprehensive, athough it is recognized that it
will not address every conceivable variation.
Typicaly, these activities are organized by
functional eement or by the type of system used
to provide protection. Activities include tours,
interviews, observations, and performance tests.

Inspectors do not normally perform every activity
on every inspection. Specific activities and
performance tests are normally selected during
the ingpection planning phase. The activities are
those that are most often conducted and reflect as
much OA data collection experience and
expertise as possible. Also, they are identified by
aphabetical letter for easy reference.

Using the Tools in Each
Inspection Phase

The ingpection tools are intended to be useful
during dl phases of the ingpection, including
planning, conduct of the inspection, and closure.
The following summarizes the use of the
inspection tools at each phase:

In the planning phase, inspectors:

Use the Generd Information section under
each subtopic to characterize the program and
focus the review.

Perform the activities identified under
Planning Activities to gather the information
necessary to further characterize the program
and focus the review.

Review Common  Deficiencies/Potential
Concerns to determine whether any of the
deficiencies are apparent and to identify site-
specific features that may indicate that more
emphasis should be placed on sdected
activities.

Assign specific tasks to individud inspectors
(or smal teams of inspectors) by selecting

performance tests and specific items from the
Data Collection Activities section.  The
assgnments should be made to optimize
efficiency and to ensure that al high-priority
activities are accomplished.

The guidelines under Section 7 (Interfaces) of
the guide should be consdered during
planning to ensure that efforts are not
duplicated.

Review Section 8 (Andyzing Data and
Interpreting Results) after  completing
planning activities to aid in evduation and
analysis of the data and to determine whether
additional planning data is needed to evaluate
the program.

Prioritize and schedule data collection
activities to optimize efficiency and to ensure
that high-priority activities are conducted
early in the process. A careful prioritization
of these activities provides the opportunity to
determine whether the available personnd
resources and inspection time periods are
sufficient to evaluate the inspected topic
adequately.

Review the applicable policy supplements to
ensure that they are current with al applicable
policy revisions, updates, and clarifications.

In the conduct phase, inspectors:

Use the detalled information in the Data
Collection Activities section to guide
interviews and tours. Inspectors may choose
to make notes directly on photocopies of the
applicable sections.

Review  Common  Deficiencies/Potentia
Concerns after completing each data
collection activity to determine whether any of
the identified deficiencies are apparent at the
facility. If so, ingpectors should then
determine whether subsequent activities
should be reprioritized.

Review Section 8 (Anayzing Data and
Interpreting Results) after completing each
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data collection activity to aid in evauation and
analysis of the data and to determine whether
additional data are needed to evauate the
program. If additiona activities are needed,
ingpectors should then determine whether
subsequent activities should be re-prioritized.

In the closur e phase, inspectors:

Use the Anadyzing Data and Interpreting
Results section to help analyze the collected
data and identify the impacts of identified
deficiencies. This will aid in determining the
dgnificance of findings, if any, and assst
ingpectors in writing the analysis section of
the inspection report.

Validation

Validation is the process of confirming with site
representatives the accuracy of the information
that OA inspectors have gathered. Whenever
possible, inspectors should confine validation to
factss, not conclusons. However, dte
representatives should also understand the
potential impact of the facts that are validated.
The OA validation procedure, discussed in detail
in the OA Appraisal Process Protocols, includes
on-the-spot  validations, daily vdidetions, and
summary validations. Onthe-spot validations
confirm data at the time of collection; they are
particularly important during performance testing,
because severa people may be present and they
are often difficult to reassemble for the daily and
summary validations. Daily validations normaly
take place at the end of the day during the data
collection phase of the inspection. Team
members must keep records of the information
covered in on-the-spot and daily vaidations for
reference during the summary validation.

Characterization of the Classified
Matter Protection and Control Topic

Sendtive information, both tangible and
intangible, must be protected from unauthorized
disclosure, which might adversdy impact
national security. The DOE, to fulfill its misson
to protect such information, has established
forma requirements for classified matter

protection and control programs in orders and
other official communications.

In the past, DOE required strict accountability
controls and records for the CMPC program. In
February 1991, the Department decided that strict
accountability was no longer required for most
classified documents. DOE developed a forma
process for adopting modified accountability
procedures for classified matter. As DOE
organizations adopted these procedures, the OA
inspection focus for CMPC changed from close
atention to accountability records and front
check performance tests to emphasis on physical
protection of classified matter, access control, and
need-to-know. OA'’s current approach to the
CMPC topic retains many aspects of past
inspection methodologies for the control of
classified documents and materia; for example,
marking of matter, user and custodian knowledge,
FOCI determinations, destruction, reproduction,
control of Top Secret documents, and specid
access programs.

The CMPC topic is made up of several subtopics
and special programs. This divison facilitates
program management and is used by DOE to
communicate policy and guidance, and by OA to
organize inspection activities. One or more of
these subtopics or special programs are included
whenever OA inspects CMPC. The
determination as to which subtopics or specia
programs will be inspected is based on various
factors, including: the facility’s misson, facility
CMPC program documentation, discussions with
program managers, and results of previous
reviews at the facility.

The CMPC topic team uses five basic methods of
data collection: document reviews, observation,
interviews, knowledge tests, and performance
tests.

Document Reviews

All CMPC programs rely on detaled
documentation to ensure that the facility program
is properly administered and effective in
safeguarding senditive information. The lack of
well-developed and comprehensive policies and
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procedures is often the first sign of an ineffective
CMPC program. Reviewing documentation
therefore serves three purposes: 1) it determines
whether written policies and procedures are
consistent with DOE requirements, 2) it provides
inspection team members with a baseline picture
of the way the program operates at the site to be
inspected, and 3) it may reveal weaknesses in
policies or procedures that need to be further
explored using other data collection tools and
techniques.

All required documents from the Site being
ingpected may not be available during the planning
meeting. The team may request that certain
information be made available by the site and
ready for team use at the beginning of inspection
conduct. Reviewing documentation continues
throughout the inspection data collection phase.
Often, the inspector must request additional
documents during the data-gathering phase to
develop a complete picture of the facility CMPC
program and how it functions. Requests for
additional documentation should be made to the
facility topic point of contact. If difficulties are
encountered in obtaining required information,
then a follow-up request should be made by the
OA Ingpection Chief directly to facility or
operations management.

Documents of interest (see Appendix B) usualy
consist of two categories. 1) policy documents,
which provide information on how the CMPC
program is supposed to function; and 2) records,
which indicate whether the facility program is
complying with requirements. Policy documents
normdly include, but are not limited to, plans,
policies, and procedural guides. Records of
interest can include such items as administrative
records, document control records, classfied
material  (parts) inventory records, records
indicating completion of required reviews or
actions, training records, security infraction
reports, OPSEC assessments, FOCI approvals, and
technica surveillance countermeasures (TSCM)
equipment records.

Observation

Observation alows inspectors to see how site
personnel actually do their jobs, and inspectors can
evauate them under normal, non-staged, non-
controlled conditions. This provides the best data
on whether they follow established proceduresand
properly operate the equipment for which they are
responsible.

Idedlly, observations should be made at as many
key pointsinthe CMPC program aspractical. Not
al observations need be scheduled inspection
activities. Observing security personnel at work is
an opportunity for adding to the data points being
gathered or helping to vaidate data already
collected.

Although observation of personnd actualy
performing their duties would seem an idedl
ingpection toal, it is not a Smple process.

Firg, a conscious decison must be made by
topic team members concerning the amount of
time that can be alocated for observation: Will
an hour spent watching a specific task yield an
hour's worth of usable data? In many
instances, the answer is “no,” since not al
activities associated with the CMPC program
occur on any predictable schedule (for
example, the receipt of classified documents).

Second, the mere presence of an inspector may
influence behavior and produce erroneous data

Third, the results of observations, frequently
being subjective, may be hard to validate. This
can lead to disagreement between the
ingpection team and facility personnd on what
was actually observed.
For these reasons, observations are generaly
confined to certain CMPC duties that occur on a
routine bass, or are used to round out the
ingpection team’s overal picture of the ste's
CMPC program and for evauating performance
in specific areas.
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Interviews

Interviews are an excellent way to collect a
variety of information. Interviews actualy begin
during te planning phase, when inspectors ask
personned and points of contact to provide
information about al aspects of the CMPC
program. Interviews continue during the
inspection conduct and provide an important
source of information about the program.

Virtualy any person associated with the program
is a potential interview candidate. Although
interviews can be used to round out the
inspector's  knowledge, their more important
function is to hep determine an individud’'s
knowledge and understanding of poalicies,
procedures, and duties.

Both forma and informal interview techniques
are employed by OA. Topic teams prepare a
series of forma questions based on their initial
review of facility documents during the planning
phase. These questions are normally aganized
and presented to the site representatives assigned
as points of contact during the planning phase.

Usudly the facility points of contact can provide
immediate answers to many of the questions
during the planning meeting. When a question
cannot be answered immediately, the dte
representative is expected to address the question
during the interval between the planning meeting
and the beginning of onsite data collection, and to
provide answers either during this interva or
when the inspection team arrives on site.

Informal questions are those that arise out of the
interaction between inspection team members and
ste personnel.  Whether information is obtained
through a scheduled interview or an incidental
conversation, inspectors should be attentive and
follow up on items of interest as they arise. For
example, a comment made by a document
custodian during the inspection may suggest a
lack of understanding or a program weskness.
The inspector should be prepared to follow up the
comment with additional questions.

Since important issues may arise by chance,
inspection team members should be cautious
about questioning site personnel in the absence of
an assigned point of contact.  Information
obtained when a point of contact is not present
may prove difficult to vaidate. By the same
token, ingpectors should be wary of attempts by
points of contact to coach or otherwise influence
the individuals being interviewed.

Knowledge Tests

Job knowledge is an essentia element of any
CMPC program. The key to a successful
program is how well personnel know and perform
their duties. Job knowledge is normally assessed
more quickly by interviewing CMPC personnel
during the ingpection.

There is a certain body of knowledge, some
Departmental and some site-specific, that people
associated with CMPC must have. Knowledge
tests are a means of determining whether
personnel possess this knowledge. Inspectors use
a variety of tedts, including ord, written, or a
combination of the two. OA uses interactive
video technology for some topics.

When forma knowledge tests are given, a
representative sample of the available test
population should be tested. Questions and
answers should be carefully vaidated with
representatives of the inspected operations office
or facility before the test is administered.
Inspectors should understand that knowledge tests
indicate only whether a person knows certain
policies and methods, not whether he or she can
apply that knowledge or perform arelated duty.

Performance Tests

Performance testing is one of the most valuable
data collection methods used to inspect a CMPC
program. Performance testing can determine
whether personnel have the skills and abilities to
perform their duties, whether procedures work,
and whether equipment is functiond and
appropriate. A performancetestisatest inwhich
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elements of the program, whether they be
personnel, procedures, or equipment, actualy
perform what is required of them.

Virtudly any skill, duty, procedure, or item of
equipment can be performance tested.
Performance tests may vary in complexity from
the simple duplication of a classified document to
more complicated and elaborate tests involving
the integration of multiple topic interests. The
necessity for integrated performance testing has
increesed with the beginning of modified
accountability. Some tests can be conducted
under completely norma conditions, where the
subject isunaware of thetesting. Other tests must
be conducted under artificia conditions, athough
maximum redism is aways a primary planning
consderation. OA has established forma
protocols for planning and conducting certain
performance tests, including safety procedures
and other requirements.

The actual conduct of each performance test is
the most importat part of the performance
testing process. However, before conducting any
performance test, final coordination of all test
activities should be made with the dte
representatives.  Test participants should be
briefed in detail about the actions that will be
expected of them. Topic team members
responsible for a given performance test should
exercise careful control of al activities for the
duration of the test, and test results should be
informally validated as soon as possible after the
test is concluded.

A peformance test plan format has been
developed that provides a convenient way to
describe proposed tests in planning documents,
and also servesasaquick reference for inspectors
during the actual conduct of the test. Sample
perfformance test plans ae included in
Appendix A. The format is flexible and may be
adapted to fit test application requirements at
varying levels of complexity. The most complex
format contains the following sections:

Objective — Identifies the parts of the CMPC
program the test is to measure and briefly

describes what the test is designed to
accomplish.

System Description — Provides a succinct
description of the system. This helps team
members understand system parameters and
serves as a quick refresher they can review
immediately before beginning the test.

Sampling Technique — Explains how the
sample to be tested will be selected and
handled. It aso serves as a record of these
actions for future reference.

- Scenario — Describes how the performance test
will be conducted. The test scenario may
include specific points that must be covered to
serve as a reminder to personnel performing
the test.  Freguently, for less complex
performance test applications, system
descriptions and sampling techniques are
discussed under this heading instead of under
separate sections.

Evauation Criteria — Provides the applicable
references used to determine whether the
facility is meeting requirements.

Safety Plan — Requires adetailed safety plan if
the performance test has safety implications.
Normaly CMPC performance tests do not
impact safety, and consequently, this
requirement would not apply.

Although this format has been provided, it should
not be considered mandatory. Inspectors may
modify it to meet their requirements. Whatever
format is used, it should provide sufficient detall
for planning and conducting the test and serve as
an higtorical record of what was accomplished.

Inspection Goal

The ingpection goa is to determine whether the
CMPC program is adequately protecting the
sengitive information entrusted to DOE and to
report the results. To achieve this goal, the topic
team must determine the current status of a
facilitys CMPC program and develop a
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comprehensive understanding of how the
program functions. Such understanding allows a
detalled analysis of the system and permits
assessment of how well the system can meet
protection requirements.

Identifying and Selecting Sample
Size and Configuration

Sample sze and configuration are important
planning elements that nust be determined for
many data collection activities. It is normally
impractical to review every document in an
accountability system or interview every
custodian. Inspectors must therefore examine a
sample of the population applicable to each data
collection event and extrapolate the results to
form conclusions about the entire population
under review. A detailed description of a
sanpling methodology is included in
Appendix B, Forms and Worksheets.

It is important that the samples tested be large
enough to provide a reasonable indication of the
entire population under review. Smilarly, it is
just as important that the sample being tested is
representative of the total population and of the
system involved. The sample to be tested must
have quaifications or conditions in common.

Planning for each data collection activity should
include a determination of how many items will
be tested (reviewed, examined), and how they
will be selected. When possible, it is usudly best
to identify the sample before arrival at the
facility, dthough in certain tests the identity of
the samples themselves cannot be provided to the
facility in order to maintain objectivity of the
performance test. See Appendix B for an
expanded discussion of sampling.

Integrated Security Management

In the environment, safety, and hedth (ES&H)
arena, DOE uses an approach called integrated
safety management (ISM) that has helped to
improve management of ES&H programs. As
part of the ISM approach, DOE has delineated
guiding principles and core functions of safety

management that establish the framework for
ISM.

The seven ES&H guiding principles of ISM are:

Line management responsibility

Clear roles and responsbilities

Competence commensurate with
responsibilities

Baanced priorities

Identification of standards and requirements
Hazard controls taillored to work being
performed

Operations authorization.

The five ES& H core functions of ISM are:

Define work

Anayze vulnerabilities

Identify and implement controls
Perform work within controls
Feedback and improvement.

The use of ISM concepts can be a useful
approach for diagnosing the root causes of
identified weaknesses and thus can benefit the
dgtes by organizing ingpection results in a
manner that highlights root causes.

In view of the potentia benefits of integrated
security management, OA has taken a proactive
approach to designing this CMPC Inspectors
Guide to reflect certain aspects of the integrated
security management concept. Specifically, OA
has organized the relevant section of the CMPC
Ingpectors Guide (i.e.,, Section 2.1, Organization
and Planning, which is in Section 2, Program
Management) to parallel certain aspects of the
ISM principles and core functions. Also,
Section 8, Analyzing Data and Interpreting
Results, includes a brief discussion of the use of
integrated security management concepts as an
andytica tool.

For the purposes of this CMPC Inspectors
Guide, OA has edablished four generd
categories that encompass the concepts
embodied in the guiding principles and core
functions of 1SM:
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Line Management Responsibility for
Safeguards and Security. This category
encompasses the corresponding ISM guiding
principles that relate to management
responsibilities  (i.e, line management
responsibility for safety, clear rdes and
responsibilities, and balanced priorities).

Personnel Competenceand Training. This
category encompasses the ISM guiding
principle related to competence of personnel
(i.e, competence commensurate with
responsibilities). It aso encompasses as
DOE requirements related to ensuring
personnel  performing safeguards and
security duties are properly trained and
qudified, and the need for sufficient
resources and an appropriate skill mix.

Comprehensive Requirements.  This
category encompasses the corresponding
ISM guiding principles and core functions
that relate to policies, requirements, and
implementation  of  requirements  (i.e,

programmatic activities, operations
authorizetion, defining work, andyzing
vulnerabilities, identifying and

implementing controls, and performing
work within controls).

Feedback and Improvement. This
category encompasses the corresponding
ISM core function (i.e, feedback and
improvement) and DOE requirements
related to DOE line management oversight
and contractor sdlf -assessments.

It is important to note that these categories are
only used to organize information in the
Inspectors Guide in a way that will help
inspectors gather data about management
performance in a structured and consistent
manner. OA will not use the guiding principles
or core functions as a basis for the ratings, and
will not cite them as the basis for findings
(unless a formad policy is promulgated).
Further, OA has only identified generd
categories of information that would be expected
to be in an integrated security management
program. OA has not attempted to specifically
define guiding principles for the safeguards and
security arena because the development of such
policies is the responsibility and prerogative of
the Office of Security (SO).
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Section 2

PROGRAM MANAGEMENT

Contents

2.1 Organization and Planning.............ccccceeevieeennnen.
2.2 Foreign Ownership, Control, or Influence...........
2.3 Security Infraction Program............cccceeviveennnen.
2.4 Operations Security Program............ccccceeeeennnee..

This section addresses dements of program
management as they apply to the CMPC
program. The organization and planning eement
encompasses the traditional aspects of
management, including developing  godls,
objectives, and responsibilities; developing and
implementing procedures, providing adequate
resources to meet program requirements;
performing management oversight activities;
monitoring the status of programs and policy
implementation; and ensuring that corrective
actions are implemented in atimely and efficient
manner. The FOCI element addresses measures
that must be taken to protect against any undue
risk that may result when contractors or
subcontractors controlled or influenced by

Foregn  governments,  organizations,  or
individuals are dlowed access to classfied
information. The Security Infraction Program
element encompasses all aspects of security
incident  programs, including  detecting,
investigeting, and reporting infractions.  All
organizations that ded with classified matter in
any form are required to have a security incident
program. Lastly, the OPSEC program element
addresses the protection of sensitive information.
In addition to providing general information, this
section discusses the common
deficiencies/potential concerns, planning
activities, data collection activities, and
performance tests, if applicable, associated with
each element.
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Section 2.1

Organization and Planning

Contents

Planning ACHVILIES.........oovviiiiiieeiee e
PerformanCe TERS......ov vt
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General Information

The organization and planning eement of the
Program Management subtopic encompasses the
traditional aspects of management as they apply
to the CMPC program.  Successful CMPC
programs achieve and maintain full compliance
with all aspects of DOE CMPC policy.
Management has the responsibility to ensure that
this goal is met. In order to meet this
responsibility, management performs a number of
activities, including:

Developing plans that include godls,
objectives, and responsbilities for every
aspect of the CMPC program

Developing and implementing procedures and
policies, consdering Ste-specific conditions,
that fulfill DOE requirements

Providing adequate resources to include
personnd (plus training), equipment, and

fecilities to meet the requirements contained
in the procedures and policies

Defining  organizationd and  individud
responghbilities (including accountability for
performance)

Performing management oversight activities
such as self -assessments to identify areas that
do not meet DOE policy requirements

Monitoring the status of programs and policy
implementation

Correcting al areas of non-compliance in a
timely and efficient manner.

Organization and planning make up one of the
most important components of afacility’s CMPC
program. This is true because organization and
planning form the basis for the success or failure
of the program. Significant deficiencies in these
important areas usualy indicate that one or more
elements of the CMPC program is deficient.

Usualy, OA ingpects each major organization
that holds classified matter at a site. In some
cases, OA reports and rates the results for the
local DOE operations office and prime operating
contractor separately. If additional prime
contractors (for example, the protective force
contractor) are present on site, the status of their
programs is aso reported and rated separately.
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The progran management subtopic is not
normally assigned a separate rating, nor is
management eval uated as adequate or inadequate.
Rather, the results of the review of the facility’s
CMPC management are considered along with all
other CMPC inspection results, and a single
rating is assigned to each organization.

The CMPC programs at DOE facilities range
from very large to very small. Large programs
often have thousands or millions of items of
classified matter that are used by hundreds or
thousands of individuas. A smal program might
have only one or two document accounts, very
few documents on hand, and very few users. A
corresponding  variety is found in the
management systems. Very smal programs
typicaly do not have extensve management
documentation (such as written program plans or
forma traning  programs), and the
responsibilities for CMPC functions tend to be
concentrated in afew individuals. Large CMPC
programs generdly have more complex
management systems. In most moderate to large
programs,  security  responshbilities  are
decentralized. Frequently, the security
department is responsible for issuing security
policies and providing technica advice and
oversght, and the operating or production
departments are responsible for implementing
most CMPC functions. In very large programs,
the security department frequently has a number
of specidists, each with separate areas of

respongibility.

The CMPC topic team should dedicate adequate
resources to inspect each organization's CMPC
management program. A good rule of thumb is
that it will take one person one or two days to
review management for each program being
inspected and rated (the actua time required
depends on the size and complexity of the
inspected program). The team may want to
schedule the review of management for the latter
part of the onsite visit so they can focus on the
management problems identified during earlier
stages of the inspection; for example, Wednesday

and Thursday if data is to be gathered during a
one-week period.

Interviews with various managers make up one of
the most important methods of gathering
information about CMPC. Consequently,
inspectors can gather much of the information
discussed in the data collection activities sections
by interviewing key managers. Experience has
shown that an efficient way to organize the
ingpection interviews is to start with the persons
who have immediate supervisory authority for the
various aspects of the CMPC program. In very
large programs with numerous first-line
supervisors, it may be necessary to select a
representative sample to interview. Inspectors
should then interview individuals at successively
higher management levels, up to and including
the manager with overdl responsbility for the
safeguards and security program. Managers in
the operations and production departments should
adso be interviewed, since most of the
regponsbility  for  implementing  classfied
document control procedures rests with the line
organizations. In some cases, based on
information learned from interviews and other
ingpection activities, it may be desrable to
interview managers at levels above the overal
safeguards and security managers as well. An
organized interview schedule, in which the
ingpectors cover a variety of subjects with each
manager, is essentid for maximizing the
efficiency of the data collection process and
minimizing the impact on facility managers.

Common Deficiencies/
Potential Concerns

Line Management Responsibility
for Safeguards and Security

Insufficient Management  Support or
Oversight.  Frequently, DOE and facility
operations and production managers place a high
priority on meeting production or operational
goas, and are reluctant to implement security
measures that are inconvenient or that would
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impact production. While such reluctance is
understandable, compliance with the minimum
requirements of DOE orders must be met, and an
gopropriate  balance between security and
operations and production must be maintained.
Without the support of senior managers, the
Security  organization may be unable to
adequately enforce DOE orders, resulting in a
failure to implement required security measures.
Additiondly, a lack of support may result in
security programs that do not have sufficient
resources to operate effectively. It isincumbent
on senior managers and personnd responsible for
oversight activities to assure that a lack of
management upport does not adversely impact
the effectiveness of security programs.

Lack of a Suitable Organizational Structure.
Occasionally,  inspectors  encounter  an
organizational structure where the person or
group responsble for CMPC policy and
procedures is not positioned high enough in the
organization to ensure compliance. This problem
often occurs when one organizational element is
responsible for policy, but the document
custodians and other persons who actudly
implement the policy work for different elements.
The situation gets worse when the management
element common to the two groups is at too high
an organizationa level to ded with day-to-day
issues effectively. Similarly, inspectors may
encounter  gSituations where the  security
organization has little control or influence over
the CMPC activities of the operations and
production personnel. In such cases, the
operations and production managers may place
low priority on security issues and, in extreme
cases, smply ignore the security organization’s
policies or procedures.

Responsibilities Not Specifically Assigned.
Frequently, facilities fail to document the
organizations and persons responsible for
various aspects of the CMPC program. Less
commonly, they may fail to assgn responsbility
for some aspects of the program at all. Not
documenting responsibility assgnments
inevitably results in some aspects of the CMPC

program  “faling through the cracks”
Responsibility for every aspect of the program
should be specificaly assigned in writing first to
an organization, and then to a specific position
or person within that group.

Headquarters Guidance and Directives Not
Distributed to Working Level. DOE
Headquartersand NNSA haveissued hasissued a
large number of memos and policy directives
clarifying and modifying various aspects of
CMPC. Thisinformation is sent to the local DOE
operations offices, and they are supposed to
forward them to the appropriate contractor
managers. The contractor managers arerequired
to implement the applicable directives or verify
that their programs are in compliance with
policies as clarified. For this process to be
effective, responsible individuas must distribute
the relevant information to the working level in a
timely manner. Also, the written procedures must
be updated to incorporate the new guidance.
Frequently, the flow of information is interrupted
at some point before it gets to the working leve,
S0 the information may not be implemented and
incorporated into written procedures. These
interruptions in policy flow are often more
frequent when the documents to be protected are
compartmented or under special access
limitations. This is a common problem a al
DOE and contractor organization, regardless of
sze.

Personnel Competence and
Training

Inadequate Training for Classified Matter
Custodians and Key Personnel. Many
sgnificant CMPC-related deficiencies found in
DOE are dttributable to inadequate training.
Some organizations do not provide any formal
traning. They rely instead on an unstructured
form of on-the-job training. They expect persons
with classfied matter responsibilities to learn
from other, more experienced individuas. Often,
however, the experienced individuas themselves
lack adequate training, so improper practices
continue. In some cases, organizations make
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attempts at training, but develop and administer it
using individuas unfamiliar with proper training
techniques.  This practice aso results in
inadequately trained persons performing key
duties. Few organizations evauate the
competence of individuas with classified matter
responsibilities before alowing them to assume
their assigned tasks. Even people who have
completed a well-designed training program may
not have adequately learned all aspects of ther
duties. Many facilities rely solely on genera
awareness training, which frequently is not
specific enough or designed to cover details
required for classified custodians. If a training
program exists, ingpectors should focus on
reviewing its effectiveness. If no training
program exists, inspectors should devote
additiona atention to activities designed to
determine the knowledge level of individuals who
peform CMPC functions (for example,
interviews or knowledge tests).

Inadequate Staffing. Some facilities Smply do
not have enough staff to accomplish CMPC
functions. A related problem occurs when a
facility’'s CMPC managers cannot effectively
manage the program, either because they
supervise too many people (excessive span of
control), or because they have other duties that
deflect their attention from their document
protection responsibilities.

Comprehensive Requirements

Inconsistency in CMPC Procedures and
Practices.  This problem is prevdent in
organizations with decentralized responsbility
for CMPC, or where the authority of the central
CMPC group isweak. Lower-level organizations
may develop their own procedures and practices.
Even where organization-wide procedures exit,
inspectors may find inconsistencies in the way
organizationa eements implement procedures.
Different procedures within an organization are
not in themselves a problem but may increase the
potential for deficiencies.  When inspecting

organizations with several lower-level dements
that develop separate procedures, inspectors
should pay particular attention to determine
whether they are consistent and follow DOE
policy. Thisis aso true of organizations that do
not have a strong central program element to
ensure consistent compliance with organization-
wide procedures.

Lack of Documented Assessments.
Frequently, Sites possessing large quantities of
classified parts, such as weapons components,
will often store these parts in DOE-defined
“non-standard” open storage. Open storage is
consdered non-standard when the storage
location (i.e, the storage building) is not fully
equipped with both perimeter and interior darm
sensors, and therefore not considered a vault or
vault-type room. For such storage to be used,
the dte must firss have implemented
compensatory measures that include protective
force patrols that are sufficient to prevent
adversaries from successfully accessing and
removing the parts, and that must be based on
documented, approved assessments that consider
the time needed to remove the parts, the parts
value, and the consequences to national security
of the parts remova. Most often, such
assessments have either not been conducted,
have not been conducted for dl locations on
non-standard storage, or have been completed
using ingppropriate assumptions, resulting in
inadequate protection for the parts.

Feedback and Improvement

I nadequate Self-Assessment Process. Notdl
facilities have implemented a comprehensive self -
assessment program. Otherslack the expertiseto
implement such a program effectively.
Therefore, they rely on periodic security surveys
to provide data for salf-assessment of the local
CMPC program. The lack of an effective sdlf-
assessment program can result in deficiencies
going undetected and uncorrected for extended
periods.
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Inadequate Corrective Action Plans. Thisis
aso a very common and potentialy serious
deficiency that can result in deficiencies not
being corrected. Organizations frequently fail to
effectively accomplish one or more of the
following actions: (1) anayze (root cause and
cost effectiveness) and prioritize deficiencies so
that resources can be used to correct the most
serious firdt, (2) establish a corrective action
schedule with milestones so progress can be
monitored and dippages identified early, (3)
assign responshility for completion to specific
organizations and individuads, (4) continualy
update the plan as known deficiencies are
corrected and new ones are identified, and
(5) ensure that adequate resources are applied to
correcting  deficiencies.  Frequently, facility
managers devote their resources to “putting out
brush fires’ (that is, correcting the most recently
identified deficiency instead of the most serious,
and habitually correcting symptoms rather than
the root causes of systemic deficiencies).

Incompleteor | nadequate Deficiency Tracking
Systems. Tracking system inadequecy is a
common and potentially serious deficiency often
found in the management area. Problems in the
tracking system can result in not correcting
deficiencies in atimely manner, or not correcting
them a al. The two most common problems
found in tracking systems are incompleteness and
inaccuracy. Often, the system is incomplete
because supervisors or operators fail to list all

deficiencies. They areinaccurate when corrective
actions are shown as compl ete when they are not,
or the problem has not been dedt with
adequately. Occasionaly, inappropriate
corrective action based on inaccurate tracking
data creates new problems.

No Root Cause Analysis of Deficiencies.
Another common and potentidly serious
management deficiency is the falure of
organizations to determine the underlying cause
of deficiencies. This usualy results in the same
deficiencies recurring. Many times, the
organization corrects the surface problem or
symptom rather than identifying and correcting

the underlying cause—the root cause. For
example, if an ingpection or sdlf-assessment
identifies widespread and dSgnificant marking
errors on classified documents, merely instituting
a program to re-mark al exising documents
would not necessarily solve the problem. If
performed correctly, a root cause analysis may
reveal that persons generating classified
documents are not familiar enough with marking
requirements and require training.  In this
example, a complete corrective action plan would
include actions to correct the markings plus
provide the necessary training. Unless
management accurately determinesthe root cause
of identified deficiencies, it is likely that smilar
deficiencies will recur.

Planning Activities

During the planning meeting, inspectors
interview points of contact and review available
documentation (for example, SSSP, CMPC
procedures, self -assessments, survey reports, and
other pertinent documents) to characterize the
program. Inspectors should:

Determine the CMPC program organizational
structure, including whether a central group
establishes and monitors compliance with
procedures. If not, determine how many
separate points of authority for the program
exis among the various organizationa
elements with CMPC interests.

Review organizational charts and determine
the names of dl persons with CMPC
supervisory and management authority.

Determine how CMPC policy and procedures
are promulgated and distributed.

Determine how the sdlf-assessment program
functions, including the frequency of sdf-
assessments, who has overal authority for the
program, and who actualy performs the self-
assessments.  Focus on determining whether
the sdf-assessment program  provides
independent oversight of all classified matter
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(including CMPC interests in SCIFs, SAPs
and classified WFO programs), or whether it
is conducted by the same persons who operate
the programs being assessed.

Appendix B contains a list of generic
documents that should be reviewed during the
planning and conduct phases of the inspection.
This lig should be talored to the CMPC
program of the site and operations office.

Once inspectors understand the structure of the
CMPC management program, they should
determine which organizations and program
elements will be reviewed in more depth and
which individuas will be interviewed. At large
fecilities, it is not practicd to inspect dl
organizations in the same depth or to interview all
individuas who perform document protection
duties. In such cases, arepresentative sample may
be selected for evauation. Typically, inspectors
will be covering other CMPC subtopics aswell as
the program management subtopic for reasons of
efficiency. Consequently, a variety of factors
should be considered when selecting organizations
toreview. Itisusualy advisabletointerview first-
line managers with responsbility for the same
accounts as custodians selected for document
accountability performancetests. Thisensuresthat
the impact of any deficienciesidentified during the
reviews can be covered with managers during the
management  interviews. Frequently, the
information gathered during the first few days of
the ingpection will influence the selection of
managersto beinterviewed. Asprogram strengths
and weaknesses are noted, the inspectors should
modify their planned activities appropriately.

Performance Tests

Performance tests are not normally conducted
specificaly to evaluate the organization and
planing element. However, the results of
performance tests in other CMPC inspection
areas should be considered because strengths and
weaknesses in the implementation of the program
are often attributable to management issues. The
performance test results should serve as astarting

point for examining how management handles the
CMPC program and for determining, whenever
possible, the root causes for identified
deficiencies.

Data Collection Activities

Line Management Responsibility for
Safeguards and Security

A. Inspectors should review the applicable
planning documents that cover the CMPC
program (for example, SSSPs or other planning
documents). Inspectors should devote particular
attention to determining whether the planning
documents are current; whether they
gppropriately identify the gods, objectives,
responsibilities, and overdl policies for dl
aspects of their organization's CMPC program;
and whether they address all applicable security
interests.  Any specia conditions or unique
features of the sitethat are covered by exceptions
or dternative approaches should be reviewed to
determine whether the facility has documented
the justification for the exceptions.

B. Interview security managers, including the
CMPC manager and the Special Security Officer
(a an SCIF), and review resource plans and
budget documents. Elements to cover include:

Whether goals and objectives are clearly
defined

Whether needs identified in the corrective
action plan and dtrategic plan (if one exists)
arereflected in budget documents

How the CMPC program budgeting process
functions

Whether there is consistency between staffing
plans and budget requests.

C. Inspectors should determine whether the
organizational structure facilitates  efficient
communication and positive  working
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relationships between the various organizational
eements, and between persons who deal with
classfied matter. It is important that the
functional relaionships between the CMPC
program group and the various other
organizational elements that have classfied
meatter be clearly defined, formally documented,
communicated, and understood by al persons
who are in a pogtion to work with classified
matter, or who manage those that do. One
method useful for investigating the adequacy of
the communications and interactions between
organizationa elements is to determine how the
CMPC organization interacts with other
organizations (for example, protective force and
physical security) when facility conditions change
(for example, when a new repository is put in
use). Inthiscase, inspectors could review records
to determine when a repository was put in use,
when the physical security group was informed of
the possible need for additional alarm sensors,
when protective force management wasinformed
of the new repository, and when the protective
force supervisors began to implement the
required repository checks and patrols.

D. Inspectors should determine whether the
persons responsible for the CMPC program arein
a postion to ensure compliance. This may
involve reviewing the facility's policies and
procedures to determine whether the safeguards
and security manager has the authority to enforce
compliance and resolve issues identified during
sf-assessments or other smilar  activities.
Additiondly, managersin the security department
and operations and production departments
should be interviewed to determine whether the
security organization has any problems getting
the operations or production personne to
implement required procedures. If initia
interviews indicate questions about the operations
or production organization's commitment to
implementing  required  security  measures,
ingpectors may elect to conduct more detailed
interviews (i.e., with individua managers) and
document reviewsto determine whether problems
exist.  This detaled review may involve
examining findings identified in saif -assessments,

surveys, and inspections to determine whether
corrective actions were implemented in a timely
manner, or whether repeated memoranda from
the security organization were necessary before
the operations or production personnel took
action. Other indicators of problems include a
pattern of repeated deficiencies at the same
location and “backdiding” (that is, implementing
corrective actions after a deficiency isidentified,
and then discontinuing the corrective measures
|ater, after the “heat is off”).

E. Inspectors should determine how management
communicates its goads and objectives and
stresses the importance of CMPC. Inspectors
should determine what incentives are used to
encourage good performance and what programs
are used to maintain an appropriate level of
Security awareness.

F. Inspectors may elect to review a sample of
postion descriptions of specific individuas who
have responghilities for the CMPC program to
verify that responsibilities are actually reflected at
the individua’s level. Inspectors can aso review
individual position descriptions and performance
goals of custodians or other persons in the
operations and production departments that use or
generate classified documents to determine
whether individuals are held accountable for their
performance in the CMPC program and whether
good performance in CMPC-related areas is
included.

G. Inspectors should review actud versus
authorized staffing levels for CMPC positions to
determine whether the program is operating
short-handed.  Ingpectors must be especially
watchful for non-CMPC responshilities being
assigned to key program personnel, detracting
from their ability to perform their CMPC duties.

Personnel Competence and
Training

H. Training for the personnel who generate, use,
and maintain control systemsfor classified matter
is the most important aspect of human resources.
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Experience has shown that most deficiencies
identified during past OA CMPC inspections can
be attributed to inadequate or non-existent
training programs. Inspectors should interview
security managers responsible for the facility’s
training programs to determine whether the
programs are complete and effective. Aspectsto
cover include whether the training programs are
formal, are based on needs and job task analyses,
have written lesson plans, and mandate that tests
certifying competence be given to custodians and
other persons with key roles in working with
classfied matter. Training for users is equaly
important.  Further, inspectors should examine
the site programs for ensuring the appropriate
level of genera security awareness, as well as
CMPC awareness.

I. If aforma programisin place, the inspectors
may elect to review a sample of training records
or certifications to verify that personnel receive
the training. If possible, inspectors should attend
a training session to determine whether the
training covers relevant information and is
appropriately tailored to the needs of the
audience.

J. Inspectors should interview  selected
operations and production managers, custodians,
and users to determine their level of satisfaction
with the available training programs. Elementsto
cover include whether the training programs are
relevant to the needs of the users and whether
enough classes are offered to provide training to
persons who require it, or whether there are long
waiting lists.  Ingpectors should determine
whether the security organization has been
responsive to requests by operations and
production managers for more training (or for
changes in training programs). |f operations and
production personnd indicate dissatisfaction with
the qudity or availability of training, inspectors
should follow up those concerns with security
managers to gather their views. In some cases,
inspectors may find that the security managersare
not able to offer more training classes because of
lack of resources or qualified training staff.

Comprehensive Requirements

K. Inspectors should review selected procedures
for compliance with DOE policy, including
whether they incorporate the most current DOE
Headquarters guidance memos.  Inspectors
should check to ensure that procedures are current
with the present organizationd and dte
configuration. Where individud organizationa
elements have their own procedures, inspectors
should review procedures of a variety of these
elements, paying paticular atention to
determining whether each element’s procedures
accurately reflect site policies and DOE orders.

L. Inspectors should interview  security
managers to determine how the facility updates
and distributes procedures to personnel who must
implement them. In conjunction with the review
of the other CMPC elements (for example,
generation and destruction), inspectors should
interview selected personnel who perform CMPC
functionsto determine how procedures are issued
to them and how they are informed about
revisons and updates. Inspectors  should
determine whether procedures (including updates
and revisions) are being distributed to those who
need them. Inspectors should also compare the
results of the interviews with security managers
to those with the users to determine whether the
distribution mechanisms are functioning as
intended.

M. Inspectors should determine whether policy
updates and directives issued by DOE
Headquarters are appropriately distributed.

Feedback and Improvement

N. Most organizations have some type of
centra, integrated system to identify and follow
the status of deficiencies identified during self-
assessments, operations office surveys, and
ingpections.  Inspectors should determine what
system or systems are being used. Sometimes it
is a comprehensve system that includes dll
safeguards and security-related deficiencies.

2-10

June 2002



Classified Matter Protection and
Control Inspectors Guide

Section 2—Program Management

Other times, each area, including CMPC, has a
separate tracking system.

O. Inspectors should review the self -assessment
program in detal. They should determine
whether sdlf -assessments are performed at least
annually as required by DOE policy and whether
they review al aspects of the organization's
CMPC program. Selected self -assessment reports
should be reviewed to determine whether root
causes are identified when deficiencies are found.
It is helpful to compare the results of facility self-
assessments to ingpection findings or other audit
results to learn whether the self-assessments are
equally effective.

P. Inspectors should determine who actualy
performs the self-assessments. At the operations
officethis may bethe security survey staff asthey
perform the annua survey. If the persons who
actudly work with classified matter conduct the
self-assessments, there should be some form of
independent verification or evauation of the
results.  Inspectors should determine whether
deficienciesidentified during self-assessments are
entered into a tracking system, and how
corrective actions are selected and achieved.

Q. Inspectors should determine whether an
organization has a tracking system and how it
operates. In conjunction with the survey program
topic team, they should determine whether the
tracking systems have a means of monitoring the
dsatus of dl inspections, surveys, sdf-
assessments, and other similar activities. Also,
inspectors should determine whether there is a
formal system to independently verify that
corrective actions have been completed and that

the originad problem has been effectively
resolved. Inspectors may elect to select asample
of CMPC-related deficiencies from severa
sources and determine whether they were entered
into the tracking system. Findly, they can select
a sample of CMPC-related deficiencies indicated
as closed to verify that they have in fact been
adequately corrected.

R. Inspectors should determine  whether
corrective action plans exist for deficiencies and
whether deficiencies are analyzed and prioritized.
They should determine whether schedules and
milestones have been established and whether
specific responsihilities to ensure completion
have been assigned down to the individud leve.
Inspectors should aso determine whether root
cause andyses are performed. If so, the
inspectors should request documentation on root
cause analyses for significant deficiencies listed
in the tracking system and the rationde for the
particular course of corrective actionschosen. As
arelated activity, inspectors may elect to review
how resources required for corrective actions are
introduced into the budget process.

S. At contractor facilities, inspectors should
review the role of DOE oversight by interviewing
selected DOE security or survey managers to
determine how DOE implements ther
responsibilities. Specific items to cover include
how DOE reviews the CMPC management
programn on surveys, how DOE tracks the
program status, and how DOE and the facility
interact on a day-to-day bass. Additiondly, key
facility managers should be interviewed to gather
their views on the same subjects.
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Foreign Ownership, Control, or Influence

Contents
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References

DOE Order 470.1, Chapter V, VI, and IX

General Information

DOE has established policies and procedures
designed to protect against any undue risk that
may result when contractors or subcontractors
controlled or influenced by foreign governments,
organizations, or individuas are alowed access
to classfied information. These procedures
require that bidders and contractors needing
access to classfied information for the
performance of proposed work submit FOCI
information  statements  or  certifications
[Department of Energy Acquisition Regulation
(DEAR) 952.204-73] to DOE, in accordancewith
the provisionary clause required to be included in
applicable solicitations.

If FOCI certification submittals contain only
negative responses, the respective DOE
operations office or Headquarters element may
make a pogtive determination based upon te
submittal and award the proposed contract. If,
however, the FOCI certification contains positive
information that FOCI does exi<t, the certification
and supporting FOCI information are required to
be submitted to the Headquarters eement
responsible for FOCI. In coordination with
representatives from that element, reviews of the
information will be conducted to determine the
degree and extent of FOCI in each case. Upon

completion of this review, a written response and
recommendation is provided to the originating
DOE organization. On occasion, Headquarters
may recommend that restrictions be placed on the
contractor for reasons of FOCI and will suggest
that a written plan be submitted by the subject
contractor delineating actions the contractor will
take to avoid or mitigate the FOCI. In these
cases, Headquarters reviews the plan of action to
determine  acceptability. If  acceptable,
Headquarters normally recommends to the
responsible DOE organization that the plan of
action be made part of the contract requirements.
If unacceptable, Headquarters recommends that
the bidder not be considered for contract award or
that the affected existing contracts with that
contractor beterminated. In some extreme cases,
where the particular services of a foreign
company cannot be obtained esewhere,
Headquarters may require that a proxy company
be esablished. This company will have a
Headquarters-appointed board of U.S. citizens to
serve as the company directors and to provide a
separate method of controlling the FOCI.

Common Deficiencies/
Potential Concerns

Contracts  requiring access to classfied
information are, a times, awarded without prior
receipt of required FOCI certifications from the
contractor, without prior receipt of FOCI
determinations or recommendations  from
Headquarters, or without coordination between
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the cognizant contracting officer and the
Safeguards and Security Director. Any of these
conditions could cause the unauthorized
placement of classified information or specia
nuclear material (SNM) within an organization
that lacks appropriate DOE approva for the
receipt of such information or materia, or is
owned, controlled, or influenced by foreign
interests. The placement of classified information
at risk negates much of the assurance that
classified matter is properly protected by other
aspects of the classified matter protection and
control program.

Planning Activities

If a large number of site subcontractors or
individuals are involved when reviewing FOCI,
inspectors may choose to select a representative
sample for evaluation. Typicaly, a sdection
would include the prime management and
operation contractors, as well as a number of
subcontractors providing support to those prime
contractors.

CMPC inspectors should review the applicable
planning documents to gain an understanding of
the facility’s organizationa FOCI responsibilities

and the documentation used to record FOCI
activities. They should dso be prepared to
conduct interviews with FOCI points of contact.

Data Collection Activities

Interviews with cognizant DOE security and
contracting office personne and a review of
applicable documentation for the contractor and
subcontractor ~ organizations  selected  for
ingpection should be conducted.  Inspectors
should determine whether FOCI certifications or
determinations have been executed. Facility
approva files should be reviewed to ensure that
authorization for access to classified information
was granted only after the completion of a FOCI
determination.  Particular attention should be
given to FOCI determinations that have been
awaiting approval for an extended period. In
these instances, further inquiry is warranted to
ensure that the company has not been alowed
access to classfied information before the
determination has been made. If reviews identify
concerns relating to the sample organizations,
additional contractor FOCI files should be
reviewed to determine the status of the overall
FOCI program.

2-14

June 2002



Classified Matter Protection and
Control Inspectors Guide

Section 2—Program Management

Section 2.3

Security Infraction Program

Contents

Planning ACHVILIES.........oovviiiiiieeiee e
PerformanCe TERS......ov vt
Data Collection ACHVITIES......ccvveeeieieee e

References

DOE Order 471.2A, Chapter I, I11, and IV
DOE Order 470.1

DOE Manual 471.2-1C

DOE Notice 471.3

DOE Manua 471.2-1B, Chapter IV

General Information

All organizations that deal with classified matter
in any form are required to have a security
incident program.  This inspection subject
encompasses al aspects of incident programs,
including detecting, investigating, and reporting
infractions. It dso includes disciplining
offenders, andlyzing root causes, and initiating
comprehensive corrective actions to prevent
recurrence.

Responghility for the security infraction program
may be centralized in the group with overdl
responsibility for the CMPC program, or each
suborganization may have an autonomous
program. Generdly, the more decentralized the
incident program responsbilities are, the more
likely that deficiencies exidt.

Common Deficiencies/
Potential Concerns

No Program To Detect
Security Infractions

Occasionaly, inspectors encounter organizations
that indicate that they have had no security
infractions in  years. However, closer
examination often reveals that the reason is that
no one (protective force or staff) routinely checks
for the most common problems that result in
infractions (for example, classified documents
left unsecured, repositories left unlocked).
Additionaly, many staff are not aware of their
responsibility to check their work areas and report
infractions if problems are encountered. They
mistakenly think that this is solely a protective
force respongbility. Such a Situation indicates a
deficient security awareness and indoctrination
program and requires further investigation. The
CMPC topic team should coordinate with the
protection program management and personnel
security topic teams for more data on the
inspected organization’s training and security
awareness programs.
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Inadequate Inquiry and Reporting

When examining security infraction reports,
inspectors frequently find that some organizations
either do not complete infraction report forms as
required, or do not keep them on file. DOE
requires that infraction reports be placed in the
employee’s personnel security files.  When
reports are available for review, inspectors often
find that the required investigation of each
security infraction is either not performed, or is
performed in a cursory manner.

No Documented Program
of Disciplinary Action

Another common problem is that some
organizations do not have a documented program
of disciplinary action for persons committing
infractions. There have been caseswhere persons
received multiple infractions in a 12-month
period with no action taken by management. One
purpose of an infraction program is to hold
persons working with classfied matter
individually accountable for their actions.
Without a documented and consistently applied
progran of disciplinary action, individua
accountability cannot be effectively enforced.

No Trend Analysis at Organization
or Operations Office Level

Contractors are required to submit infractions to
the DOE operations office. The operations office
in turn submits infraction reports for themselves
and dl their contractors to DOE Headquarters.
Sometimes these reporting requirements are not
met. Even when the reports are submitted,
contractors and operations offices rardy do
anything more than compile data and forward the
reports. They do not analyze the data in the
reports to identify trends. An analysis may reveal
the need for systemic corrective action, additional
policy guidance, or a revison to DOE policy. If
trends and systemic deficiencies are not
identified, the corrective actions necessary to

address root causes will not be taken, and
deficiencies are likely to persist.

Planning Activities

During the planning meeting, inspectors
interview points of contact and review
documentation—for example, SSSP or dte
security plan (SSP), CMPC program plan (if one
exists), security infraction procedures, and
others—to characterize the security incident
program. Inspectors should cover the following
information:

Suborganization and the position and person
responsible for administering the incident
program, and their podtion within the
safeguards and security organization and
within the overdl organization

Procedures for security and staff members to
report infractions

Procedures followed when an infraction is
reported

Schedule of disciplinary action

Procedures for trend anaysis of monthly
reports.

Performance Tests

The Interior Patrol and Observation tests
frequently conducted by the protective force topic
team are applicable to providing data relating to
the security incident program. These tests will
initiste tracking an infraction from identification
to filing. Also, the CMPC inspectors may electto
conduct the Repository Check test described in
Appendix A.
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Detecting Security Infractions

A. Inspectors should review protective force
procedures and post orders (during planning if
possible) to determine whether the protective force
performs routine checks of classified areas to
discover infractions, and, if so, whether al
appropriate areas are covered. Inspectorsmay be
able to verify that the protective force checks an
area by reviewing patrol records or logs. These
actionsmay be accomplished through coordination
with the protective force topic team.

B. Inspectors should interview operations and
production staff to determine whether they are
aware of their responsihility to report infractions.

Reporting and Investigating
Infractions

C. Inspectors should review a sample of
infraction reports to determine:

Whether the reports contain al the information
required by DOE orders, including a
description of the incident; date, time, and
place; and the name of the individual(s)
involved. In addition, ingpectors should
determine whether the reason or cause of the
infraction contained on the report indicates that
a thorough analyss was peformed to
determine the root cause, and whether the
corrective action indicates that systemic
corrections were considered when appropriate.

Whether the reports are sent to the person with
responsibility for the organization involved and
not just theimmediate supervisor. Theintentis
to keep al management aware of infractions
when they occur, as wel as first-leve
Supervisors.

Disciplining Offenders

D. Inspectors should determine whether the
organization has documented personnel procedures
to ded with persons who commit infractions. If
conditions warrant, such as an unusual number of
infractions by one or more persons, inspectors may
also elect to review actual personnel records for
such persons to determine whether disciplinary
procedures were applied. Usually, this is best
accomplished by the personnel security topic team.

Analyzing Root Causes and
Instituting Corrective Actions

E. Inspectors should review infraction reports
and other documents for evidence of thorough
analyses of root causes and appropriate corrective
actions. Inspectors should interview persons
responsible for conducting investigations and
selecting corrective actions to determine how
thorough their analyses are and how they select
appropriate actions.  Inspectors should aso
determine whether persons performing the
investigations and selecting corrective actions are
looking beyond the obvious surface causes for the
infractions and considering the need for systemic
corrections that will preclude recurrence even
when individud diligence lapses. An example of
this type of corrective action for an infraction
where a classified document repository was left
open at the end of the work day would be: (1)
counsel the employee who | eft the repository open
and take appropriate disciplinary action according
to procedures (many infraction programs stop
here); (2) implement a procedure whereby all
persons who have repositoriesin their work areas
check their individual areas before leaving them
unattended, and the last person to leave thefloor or
building for the day checks al work areas. This
type of thorough, systematic approach to
corrective action provides multiple levels of
backup and prevents single-point failures.
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General Information

An OPSEC program must be in place to help
ensure that sendtive information is protected
from compromise and secured against
unauthorized disclosure. The program must be
structured to provide program management with
the necessary information required for sound
risk management decisons concerning the
protection of sensitive information.

Common Deficiencies/
Potential Concerns

Lack of Basic
Program Elements

Often encountered ae OPSEC programs that lack
e o svad o the besc dements nesdd for the
pogan to fundion efedivdy. Fundamentd
OPSEC plans procedures and program files mugt be
mananed, an OPSEC maneger mudt be gopainted;
ad an adive woking group thet is represntative of
the vaious dte organizaions must be edablised ad
met on a regda beds  Addtiondly, the locd
OPSEC threst mugt be defined, and the dte mugt
have edddided stegadfic Gitcd Sandtive
Infometion Ligs (CSL9 ad atendat Essantid
Hemats o Fiedy Infometion (commonly cdled
Indicators).

Lack of Relevant OPSEC
Assessments and Reviews

Pertinent, site-specific OPSEC assessments and
reviews are sometimes lacking. While the site
may fulfill its obligation to conduct either
“programmatic” or “facility” assessments at the
required intervals, as described in DOE Order
471.2A, and thereby satisfy minimum OPSEC
reporting requirements, the site may not have
taken into congderation the most relevant, most
sensitive, or highest-value programs or facilities.
Moreover, due consideration may not have been
given to the site's established CSILg/Indicators
when deciding what assessments should be
performed.

Likewise, OPSEC reviews may not have been
performed for new classified facilities/programs
or for facilities/programs that have undergone
significant changes relevant to introduction of
classfied or otherwise sengtive activities. |If
such facilities or programs go unidentified and
therefore not subject to a review, potentia
OPSEC concerns involving some of a dte's
most sensitive assets may remain unaddressed.

Finaly, the amount ¢ detail provided in ether
OPSEC assessment or review reports is often
limited to “boilerplate” information. This
indicates that a program or facility study was
lacking in depth and was not comprehensive and
detailed enough to provide management with the
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information needed to implement appropriate
countermeasures.

Planning Activities

Interview the OPSEC Program Manager and/or
the OPSEC Working Group Leader relevant to:

Documentation that can be supplied on
program plans and procedures that indicate
goals and milestones

Working group documentation indicating
membership, scheduled mestings, topics
discussed, and meeting minutes

The formal OPSEC Pan indicating the
threat statement(s) and detailed and relevant
CSIL¢/Indicators

Copies of dl OPSEC assessments and
reviews for the past six years

Documentation on OPSEC awareness
training and staff attendance.

Data Collection Activities

Through reviews of the above documentation,
interviews with  both OPSEC  program
management and various random facility staff,
and observations throughout the site, review the
following:

Indications that the OPSEC program staff
and the working group have been active in
identifying and addressing the site€’'s most
valuable/sengitive assets.

Documentation that assessment and review
reports have been timely, relevant to the
Ste-specific threat, and detailed enough to
be of use in determining any applicable and
necessary countermeasures.

Evidence that OPSEC awareness training for
the ordinary “rank and file’ staff has been
administered to al daff, has been ongoing
every year, and has been timely and
comprehensive.

Indications that the site has conducted initial
and/or follow-up OPSEC-related studies to
identify al ongoing and planned classified
or sendtive unclassified activities for their
susceptibility to exploitation.

Evidence that liaison has occurred between
OPSEC daff and various site organizations,
particularly those having WFO programs
and those involved in counterintelligence,
and among other fidd dements and locd
agencies, as applicable.

Observations that a practical, common-sense
approach to OPSEC is prevaent throughout
the ste. Examples would be to preclude
senstive asset identification from public
view or from overhead (satellite) imagery,
or avoidance of placards/signs to identify
buildingsrooms as containing sendtive
assets.

Affirmation that the site's OPSEC program
status has been reported annualy to the
DOE Office of Safeguards and Security.
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General Information

One of the most significant policy changes in
DOE regarding the CMPC topic has been the
reestablisnment of document accountability,
including that for Top Secret. Accountability
appliesfor:

Top Secret matter

Secret matter that is maintained outsde a
limited or exclusion area

Any matter that requires accountability by
national (National Security Agency [NSA]
documents), internaional, or programmatic
requirements, classified computer equipment
and media supporting Nuclear Emergency
Search Team and Accident Response Group
operations, national requirements such as
CRYPTO and designated COMSEC,
international requirements such as North
Atlantic Treaty Organization (NATO)
ATOMAL, designated United Kingdom
documents, Foreign Government Information
designated in international agreements,

classified WFO programs, SAPs, and other
Federal agency-generated documents.

Weapons data designated as Sigma 14.

Electronic storage media containing Sigmas
1, 2, 14, and 15 or a combination of nuclear
weapons design/testing media.

During planning for an ingpection, documentation
from the site should be reviewed to assess the
facility's totd posture in the area of protection
and control of Secret and Confidential matter.
The CMPC topic team should take a broad,
systematic approach in assessing the protection
program afforded to classfied matter by
evaluating the life cycle of the classified matter.
The interfaces discussed in Section 7 will assist
inspectors in determining how concerns noted by
other inspection teams impact on the CMPC
topic.

In the absence of accountability requirements for
most classified matter, the physical protection and
access to classified matter become more critical
(see Section 3.7). Specid attention should be paid
to the physical security systems used to control
access to limited areas or exclusion areas. The
following questions may help the data collection
regarding the physical security system used by
the CMPC program:
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Do the systems function as intended?
— Are system tests conducted as required?

— Who is responsible for conducting the
system checks?

— Who is responsible for maintenance of the
physical security systems?

— Are tests conducted on the “entire” system
to measure total system effectiveness, or
ae sysems tested individudly (for
example, darms on an interna door as
opposed to the entire pathway)?

Do the physical security systems employed
by the site meet DOE requirements?

— Do the systems in place meet the
requirements for alimited area?

— Are the systems used for the limited area
appropriate?

— Do the systems in place meet the
requirements for an exclusion area?

— Arethe systemsin place appropriate for an
excluson area?

Complementing the physical systems that protect
classfied matter is the human edement of
protection. With the absence of accountability,
access controls are of greater importance.
Employees need to exhibit the appropriate level
of awarenessto ensure that access is controlled:

Are employees aware of the access control
requirements in their functional area?

|'s access controlled in aformalized manner?

How are access violations investigated,
followed up, and validated for closure?

In addition to physical protection and access
controls afforded the classified matter, inspectors
may evauate thefacility approva system to ensure
that the facility is approved for the security
interestsit maintains. The approval process ensures
that al facilities eligible to receive, process,
reproduce, store, transmit, or use SNM or
classfied matter have been granted facility
approva. The approval is based on a validated,
satisfactory safeguards and security system before
permitting classified matter or classified and
unclassified SNM on the premises.
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General Information

The Generation subtopic includes the specific
requirements pertaining to classified document
preparation:

Pagination

Marking

Classfication review and classification
Accountability, when required.

DOE requirements for generating classified
documents extend beyond initid document
preparation. All classified matter must meet
DOE standards for proper marking. Additional
requirements are imposed for any holdings
remaining in accountability. This includes, but
isnot limited to, SAPs.

DOE routinely generates a large volume and
wide variety of classified documents. Included
in the definition of classfied documents are dl
records of information that require protection
against unauthorized disclosure, regardiess of
physica form or characteristics.  Classified
documents are found in a variety of forms,
ranging from handwritten notes to final

manuscripts.  Many have unique marking or
handling reguirements, and al types must be
grictly controlled in accordance with current
orders. The most common forms of classified
matter held by DOE are:

Regular |etters and reports

Files, folders, and groups of documents
Memoranda and letters of transmittal
Blueprints and viewgraphs

Photographic dides, negatives, and prints
Charts, maps, and drawings

Materia (parts, metals, machinery, chemica
compounds, etc.)

Motion picture film

Videotapes

Microfilm reels, negatives, and prints
Aperture cards

Punch cards

Data processing software

Printouts

Recordings (magnetic media, eg., video,
audio, computer tapes)

Disks (floppy and removable hard disks)
Microfiche

Containers

Drafts and worksheets

Documents pending review

M essages/cables

Typewriter and printer ribbons

Printer cartridges.

June 2002

3-3



Section 3—Control of Secret and
Confidential Documents

Classified Matter Protection and
Control Inspectors Guide

Responshility for the proper preparation of
classified documents  varies between
organizations. Some specifically assign
document preparation responsbilities (at least for
the most common types of documents), while
others leave such responsibilities to subordinate
organizations or even the originators.

Common Deficiencies/
Potential Concerns

Lack of Specific Written
Procedures Assigning
Responsibilities

The lack of local, specific written procedures and
respongbilities for al required eements of
classified document preparation may indicate a
lack of firm control over such preparation. In
such cases, inspectors should consider taking a
close look at preparation practices and originator
knowledge of DOE requirements. Additional
information on the significance of a lack of
written procedures is provided in Section 2,
Program Management.

Draft Documents Not
Properly Marked

Thisisacommon concern when documentsarein
the early stages of preparation, such as
handwritten manuscripts, notes, sketches, or
computations. Often, such documents are in the
custody of the originator, either in the originator’s
own safe or in the originator’s file folder in an
organizational safe.

Documents Not Reviewed
for Classification

The originators of classified documents are
sdldom origind or derivative classfiers.
Consequently, two common problems are
encountered. Firgt, the originator may wait until a
document is in its final form before having it
reviewed and classfied by an authorized
classfier. Meanwhile, they may incorrectly mark
and protect the document on the basis of their

own estimate of its classification level, category,
and classfication duration. The second problem
is that once marked by the originator, the
document may never be reviewed by a proper
classification authority.

Incorrect or Missing Markings

Incorrect and missing markings are commonly
encountered on al types of documents. The most
frequent errors include:

Backs of documents are not marked with the
classfication level (dl types of documents,
including specid documents).

Required specia markings are omitted.

Document title is not marked with the proper
classification.

Classifier and declassification information are
omitted.

Markings for diskettes and covers are
incomplete.

Excessive Number of
Document Copies

Often, more copies are generated than required
for file and distribution. This can occur with any
type of document, but it is more common with
letters, reports, viewgraph transparencies, and
photographic prints. Inspectors can easily detect
when multiple copies of a particular document are
filed together, multiple copies of older documents
are on hand, or excessive copies are in storage.

Improper Declassification or
Change of Classification Level

This problem is not encountered often, but neither
is it rare. It is generally evident in Secret
documents changed to Confidentid, or
Confidential documents changed to Unclassified,
with no explanation, date, authority, or other
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required information. Since inspectors do not
normaly examine unclassified files, it is only by
chance that inspectors encounter documents
changed to Unclassified. However, inspectors
may encounter declassified documents during the
back check performance test.

The review of upgrading notices is more
important than declassification notices, especially
when a document is being upgraded from an
unclassified status. There must be assurance that
al unclassified copies are prompitly retrieved and
upgraded. There should be a record that all
copies of the unclassfied document were
upgraded or a certification that the copies were
either destroyed or could not be found.

Files and Folders Improperly Marked

Documents of al kinds are often temporarily or
permanently placed in folders. At somefacilities,
all documents placed in safes are kept in folders.
Often these folders are not marked as required, or
are not adequately marked. For example, ared or
pink folder may be marked (stamped) with red
ink, which is not visble or legible without close
scrutiny.

Classified Cover Sheets Not Used

Often, cover sheets are not attached to
handwritten or other preliminary drafts in the
possession of the originator. Documents are not
required to have cover sheets while in storage in
repositories. If documents within a safe do not
have cover sheets, inspectors should expect to
find a supply of the appropriate cover sheets in,
on, or near the safe.

Typewriter and Printer Ribbons
Not Marked or Improperly Stored

This problem is most prevalent for ribbons and
cartridges that are occasionally used, or are in
use, to produce classified information. Such
items often lack proper marking or are improperly
sored. This is most likely to occur with
typewriters that are occasionaly used for

classfied work; for example, those used to type
combinations on form SF 700, Security Container
Information.

Planning Activities

During the planning meeting, inspectors
interview points of contact and review available
documentation (for example, SSSP, CMPC
procedures, and other pertinent documents) to
characterize the document generation program.
Elements to cover include:

The type of accountability system in operation
a thefacility

The types of documents originated at the
fecility (including dl types listed previoudy in
this section)

Which organizations or individuals create
those documents (consider dl types listed
previoudy in this section)

The established procedures and
responsibilities for the various elements of
document preparation (for example, marking,
classification, and accountability)

Approved exceptions to requirements (for
example, marking of specia documents and
use of cover sheets).

If many organizations or individuas are involved,
inspectors should select a representative sample
for evauation. Typicaly, for efficiency,
inspectors cover other CMPC areas in addition to
document generation. Consequently, a variety of
factors should be considered when selecting
individuals and accounts to review. It is usualy
more efficient to use the same individuals and
accounts selected for “document review and use’
when looking at document generation, rather than
selecting a separate sample.  Also, it is usudly
advisable to select accounts that cover the size
and complexity range at the facility (from the
largest centralized accounts to small, loca
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accounts). If the facility assigns responsibility for
document generation and marking to severa
different individuals or eements (for example,
originators, secretaries, and the central document
gation), it is advisable to ensure that the accounts
selected include these different categories. If the
facility generates speciad documents (for
example, photographs or aperture cards),
inspectors should review the preparation of those
documents, even if other inspection activities do
not include those specific items.

Performance Tests

The following standard performance tests yield
data applicable to this element:

Document generation

Document marking

Document accountability front check
Document accountability back check.

Sample scenarios for such performance tests are
provided in Appendix A.

In the absence of accountability, performance
tests other than front and back checks must be
used to ensure that the required control and
protection exists. Sites may have procedures that
require maintaining logs for handling classfied
documents by individua custodian or storage
area. Ingpectors should use such records to
conduct performance tests to help determine
whether the proper controls are in effect.

Data Collection Activities

Reviews of Individual Accounts

A. Inspectors should interview selected
personnel specificaly responsible  for
administering document generation. They should
also interview other staff and tour workspaces to
determine whether site-specific policies are
understood and  effectively  implemented.
Inspectors should determine  whether the
individuas  understand  locd document
preparation procedures and their responsibilities.

If specific local procedures have not been
published, individuals should be asked to explan
all aspects of how they prepare documents.
Inspectors should aso check for availability of
necessary procedures, references, rubber stamps,
and cover sheets. Inspectors may choose to ask
the cugtodian or responsble individua to
demonstrate the procedures.

B. To supplement information provided by
routine document holders, inspectors should
interview sdected individuds who only
occasionally generate, write, or prepare classified
documents to determine how wel they
understand their responsibilities. Such persons
can be identified by noting the authors of
classified memoranda or reports and identifying
individuals with security clearances that work
outsde the limited area. Typicaly, inspectors
indiscriminately select one to five readily
avalable personnel to interview, rather than
expending the effort to obtain a random sample.
Inspectors should determine exactly how the
procedures are applied and compare the results
with DOE and site policies. If loca procedures
do not exist, ingpectors should ask the responsible
people to explain al aspects of how they prepare
documents and interact with other individuas
involved. Inspectors may aso elect to ask
individuals whether they are currently writing or
working on any classified documents. If so,
ingpectors may ask to see such documents and
conduct the activities identified in the following

paragraph.

C. A vaduable method for determining the
adequacy of generation programs is to review
documents that facility personnel have prepared
or are in the process of preparing. This is often
done in conjunction with a document file check,
when a wide cross-section of facility documents
is examined. This is smilar to the back check
performance test without attention to
accountability records. The partially prepared
documents can be checked for markings
consistent with the stage of development, and for
proper storage practices. If appropriate
individuas have documents to prepare, inspectors
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may wish to observe generation activities and
have personnel explain each step as it occurs.

D. Inspectors should interview selected
gpecidists and administrative personnel who
routinely or occasiondly use specid or unique
equipment (for example, viewgraph machines or

photographic processing equipment) to generate
classified documents in order to determine how
well they understand their respongbilities.
Inspectors should determine exactly how the
procedures are applied and compare the results
with DOE and sSite policies.
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General Information

This section addresses two general areas of
protection:

The control and physica protection of
classfied matter while it is in use or being
reviewed

The steps taken to protect classified
information upon the transfer, termination of
employment or access authorization, or the
death or long-term disability of a person
formerly authorized access to such
information; these include ensuring that
personnel having multiple clearance levels are
resricced to  classfied information
commensurate with their clearance level.

The control and physical protection of matter in
use includes such requirements as.

Proper marking
Accountability (when required)
Access control

Enforcement of need-to-know
Confinement to limited or exclusion areas.

Proper marking and accountability overlap with
other elements of the subtopic, and are addressed
in detail under “Generation,” “Accountability,”
and “Receipt and Transmittal.” This section
deals with the remaining areas.

Actions upon transfer, termination, death, or
long-term disability dedl with:

Security office notifications

Return of classified matter

Recovery of badges and passes

Combination changes

Termination of access authorizations
Execution and dispostion of termination
Statements.

Two magor methods are encountered in the
physica control of classified matter in use. The
most common is a decentralized method. In this
method, each asset holder is responsible for
ensuring that his or her classfied matter is
confined to proper security areas, constantly
attended or under appropriate control when in
use, and made available only to personnel with
the appropriate access authorization and need-to-
know. This method places the burden for proper
use on the individua and usudly provides locdl
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procedures for doing so. A second method,
becoming increasingly common, involves storage
of the classfied (or in some cases only
accountable classified) matter in one or more
central storage facilities or libraries.  For
classfied documents, these places have
designated reading areas. Userswho check out a
document must read it in the designated area. In
other cases, users are alowed to check out
documents and take them to their offices or other
approved areas for use. This method alows
centralized control over access and enforcement
of need to know. It may aso provide more
restrictive control over use areas and constant
attending of the documents, depending upon the
checkout and removal palicies.

A combination of these methods is sometimes
encountered, where some documents are kept by
individuals while others are located in central
repositories and may be checked out by
authorized users.

The central facility is the easiest to inspect.
Access control and need-to-know practices are
examined a only one or a few locations.
Frequently, the areas approved for review and use
are also limited. Under such a system, practices
are likely to be fairly consistent. However, under
the decentralized method, each user is “on his
own,” with little direct supervison. Therefore,
individua practices throughout a facility may
vary greatly, and inspectors must visit numerous
locations to form an accurate picture of sitewide
practices.

The procedures for terminating or transferring
personnel, or for those persons who have died or
have long-term disabilities, vary greatly from
dte to site.  Specific checkout procedures may
be promulgated sitewide or may be left up to
subordinate organizations. Enforcement of the
procedures often rests with working-level
organizations. Usudly,  comprehensive
procedures require action on the part of severa
organizations, including personnd, personne
security, security, and the person's line
organization.

Common Deficiencies/
Potential Concerns

Failure To Enforce Need-to-Know

While most facilities usualy take care to ensure
that a person has the necessary clearance level
(for example, a “ Q" clearance) before alowing
access, they often do not ensure that the person
has a legitimate need-to-know. Often, loca
classified document handling procedures do not
address need-to-know, or address it in a cursory
manner, without providing useful guidance.
Need-to-know is frequently not a conscious
consderation when dedling with classfied
information. As a result, personnel may gan
access to documents, including specia category
information, for which they have no legitimate
need-to-know. Indicatorsto look for include:

No specific need-to-know procedures

No formal method of determining and
approving need to know for various types of
information

No access list indicating needto-know
approval

Multiple users having access to a security
repository containing documents belonging to
various custodians or pertaining to various
projects or subjects.

Failure To Continuously
Control Classified Documents

The requirement for appropriately cleared
personnel to constantly attend or control
classfied matter is often violated. This condition
can occur in many Stuations, including:

Open safes left unattended

Documents I eft on desks in unoccupied offices

Documents left unattended in vehicles during
mail or messenger runs.
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This problem is more likely to occur at facilities
where classified documents are stored and used in
workspaces throughout the facility. Work areas
that contain “L” cleared or uncleared as well as
“Q" cleared personnel should be examined
closdly.

Inadequate Personnel
Checkout Procedures

If organizations do not have comprehensive and
specific personnel  checkout procedures for
transfer, termination, death, or extended
employee absence, they are likely to have
problems or potential problems with access
control, accountability, and control of classified
documents. Inadequate checkout procedures can
result in failure to:

Inventory and transfer accountable (and non-
accountable) classified documents.

Change combinations on security repositories.
Remove names from access lits.

Provide an audit trall for an accountable
document.

Planning Activities

During the planning meeting, inspectors
interview points of contact and review available
documentation (for example, SSSP, locadl CMPC
procedures, and other pertinent documents) to
characterize the review and use policies and
proceduresin effect at the site. Information to be
determined includes:

Local need-to-know policies and procedures

Locations of classified repostories, and
whether they are in appropriately designated
security (limited, exclusion) areas

Procedures for delivering and receiving
classfied documents to and from the post
office, and for intra-site distribution

Clearing procedures and requirementsin cases
of transfer, termination, desth, or long-term
disshility

Any approved exceptions or deviations (in an
approved SSSP or SSP) from policy pertinent
to the review and use of classified documents.

If the facility has few storage locations and
redrictive policies for review and use of
classfied documents, inspectors normally inspect
all areas. If documents are stored in repositories
throughout the facility, and classified documents
ae reviewed and used throughout, a
representative sample may be chosen for
evauation. If a facility has both centraized
libraries and reading rooms and decentralized
storage, review, and use locations, both types of
areas should be included in the sample inspected.
The sample can also be used to evaluate other
CMPC subtopics and subtopic elements.

Inspectors should also determine the best way to
inspect checkout practices. Some aspects of these
practices, such as transfer of documents and
combination changes, can be examined
concurrent with the activities mentioned in the
previous paragraph. Other aspects, such as
execution and disposition of security termination
statements, are usualy examined by the
Personnel Security topic team.

Performance Tests

The following standard performance tests yield
data applicable to review and use:

Document file check (smilar to a traditiona
back check without attention to accountability
records)

Document front check (used for holdings ill
requiring accountability).

Sample scenarios for such performance tests are
provided in Appendix A.
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Inspectors may develop performance tests to
evauate thisarea. For example, inspectors could
recruit afacility employee, who does not have the
gopropriate clearance or a need to know, to
attempt to obtain a classified document following
normal facility procedures. Inspectors would
include the results of such an atempt in
evaluating the effectiveness of the facility’s
systems and procedures in protecting classified
documents.

Data Collection Activities

Access Control Procedures

A Inspectors should interview selected
document holders, supervisors, secretaries, and
other staff members to determine the procedures
used for limiting access, enforcing need to know,
and attending classified documents outside locked
repositories. Also, inspectors should determine
whether staff members clearly understand the
procedures. If the procedures are in writing,
ingpectors should determine whether they are
available to all staff members. Up-to-date access
lists should be available to custodians to help
them determine need to know for individuas
wanting access to classified documents.

B. Inspectors should observe actual practicesto
determine whether procedures are followed.
Normal practices may become evident during the
inspection. The practices may be deficient,
especially if no adequate policy exists or if
norma practices are habitudly doppy. If

procedures require reference to an access list to
determine need to know, and custodians indicate
they refer to the list before granting access,
inspectors should determine whether the list is
readily available at the appropriate locations.

C. When checking repositories, inspectors
should determine who has access. They should
check to ensure that the individuas who have
access aso have a need to know for all the
classified information in the repository.

D. Inspectors should accompany or follow intra-
Ste messengers or post office couriers to
determine whether they constantly attend and
control the classified matter they pick up and
deliver.

Checkout Procedures

E. Inspectors should interview administrative
personnel and supervisors to determine what
checkout procedures are used. They should
determine whether these individuds fully
understand the procedures and to what extent the
procedures are actually followed. The names of
people who have transferred, terminated, or died
recently should be abtained to see whether their
documents have been transferred, their names
removed from access lists, and appropriate
combinations changed. The CMPC or the
Personnel Security topic team should determine
whether security termination statements were
completed and properly filed, and whether badges
and credentials were recovered.
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General Information

Though most DOE eements have eiminated
accountability for Secret documents within
security areas, accountability is required for Top
Secret, Secret matter stored outside a limited or
excluson area, classified computer equipment
and media supporting Nuclear Emergency
Search Team and Accident Response Group
operations, SAPs, Foreign  Government
Information, Sigma 14, NATO ATOMAL
documents, and designated United Kingdom
documents, as well as electronic storage media
contaning Sigmas 1, 2, 14 and 15 or a
combination of nuclear weapons design and/or
testing data.

As stated in the overview section of the Control
of Secret and Confidentia Documents subtopic,
the document accountability element covers the
specific requirements pertaining to
accountability in organizations or programs
requiring accountability of classfied matter.
Elements included in document accountability
are:

Accountability responsibility
Accountability records

—originated

—reproduced

—received or transmitted
—destroyed

—subject to a change of classification
Unique document numbers
Documentation of Secret documents
Inventory of documents
Unaccounted-for (missing) document
procedures.

These requirements apply to al accountable
documents. They include the need to maintain a
clear audit trail that specifies the current location
and custodian for each document. The audit trail
covers origination (or first receipt by a DOE
entity) to destruction (or transmittal out of DOE).
DOE requires that specific accountability
documentation be placed on documents and that
periodic 100 percent inventories be conducted.

Various steps and reports are a so required when
accountable documents are discovered to be
missing.

Inspection of the accountability element centers
on determining whether accountability records
accurately reflect accountable holdings. That is,
inspectors  should determine  whether
documents on the records are present, whether all
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documents on hand are in the accountability
records, and whether the required audit trail for
al accountable documents is  present.
Accountability records include document receipts
and destruction records; these are also addressed
under “Receipt and Transmitta” and
“Destruction.”

Although DOE policy specifies what a document
accountability system must accomplish, it does
not specify how the system must be structured.
Consequently, inspectors may encounter severa
different types of systems that satisfsy DOE
accountability requirements. The characteristics
of an accountability system significantly affect
the methods used to inspect the system.

The mgjor difference in accountability systems
pertains to the degree of centraization. In
centralized systems, al accountable documents
are carried in a single accountability system that
is controlled and operated by designated
personndl. Although documents may be held by
individuals who are required to keep an inventory
record of documents they possess, the forma
accountability records are held centrally. In such
systems, dl incoming and outgoing accountable
documents are processed through the central
accountability unit. Also, internad transfers are
either routed through or reported to the centra
unit. In some cases, the central unit isresponsible
for al destruction of accountable documents.

In a decentralized system, custodians holding
documents maintain their own independent
accountability system. Such custodians may aso
receive, transmit, and destroy documents
independently. The facility may or may not
provide detailed guiddines to cudodians
regarding the dructure of ther individua
accountability systems.

Other decentralized systemsincorporate attributes
of both types of systems. Individual
accountability systems and records are
maintaned by the various organizations
(department, division, or group), but documents

may aso be hed by individuad custodians or
subordinate organizations.

Another characteristic of an accountability system
that affects inspection activities is its level of
automation.  Automated systems, which are
generally centralized systems, maintain the
required accountability information in a database.
Although hard copies of document receipts and
destruction records are also maintained, the
database is frequently consdered the
accountability record.

Manua systems, on the other hand, include only
paper accountability records, usually consisting
of locally devised document control cards and
copies of receipts and destruction records.
Inspectors may aso encounter systems
undergoing a trandgtion from manua to
automated. In these cases, a database may exist,
but the paper records are maintained and are still
consdered the authoritative accountability
records.

A finad characteristic that affects inspection
activities is the number of accountable holdings.
The number of holdings inspected typicaly runs
from large systems with tens or hundreds of
thousands (or even millions) of documents down
to smal sysems with only a few hundred
documents. In decentralized systems, individua
custodians with separate accountability systems
may have only afew documents.

Facilities with a centraized main accountability
syssem may aso have other accountability
systems in operation. For example, classified
computer media, particularly tapes, may be kept
in atape library under a separate system. Also,
documents located in SCIFs or SAPs are
frequently held under independent, individua
accountability systems. Drafts and worksheets
are rarely entered into centra accountability
syssems and may be accounted for in
organizationd or individua log book systems.
These individud systems will not necessarily
follow the same procedures as the main
accountability system.
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The combination of accountability system
characteristics affects ingpection planning and
data collection. A small, centralized, automated
system that includes al accountable documents
on Steisthe easiest system to inspect, since only
one sample must be inspected and the automated
system can often generate random sample lists.
Inspection of decentralized automated systems,
while presenting more of a challenge, is generaly
manageable. In such cases, a sample of systems
is usudly selected, and then a sample (or the
entire population) of documents from each
sdected system is examined. Efficiently
ingpecting  manua  accountability  systems,
particularly large ones, can be difficult, mainly
due to the difficulty in generating random
samples. Large, decentraized, manua systems
are the most time-consuming for inspectors, since
individual samples from a number of accounts
must be manually generated and reviewed.

Common Deficiencies/
Potential Concerns

Missing Accountable Documents

It is not unusud for a facility to be unable to
locate one or more documents in the sample
selected for the document accountability front
check. Any documents not found are considered
missing documents and the facility should initiate
the required actions. Detailed instructions on the
specific procedures for handling instances of
missing documents are presented in DOE Notice
471.3.

Sometimes  documents are  misfiled  or
accountability records reflect incorrect locations.
The facility should be given every opportunity to
locate missing documents during the data
collection period. = However, searching for
documents is the facility’s respongbility, and
inspectors should not waste time trying to track
down documents.

Documents Not in Accountability

On occasion, accountable documents are not
found to be listed in their accountability systems.

Although such documents are usualy found
during document accountability back checks, they
may be found during any inspection activity
involving document review. The types of
documents that are most likely to be out of
accountability include:

Reproduced copies of other documents

Computer media (diskettes, removable hard
drives, etc.)

Computer printouts
Viewgraphs and dides
Photographic prints, negatives

Drafts and worksheets (although these are not
normaly in the main accountability system,
they should be under some form of listing).

Although isolated deficiencies do occur,
inspectors finding documents such as punch
cards, viewgraphs, or computer media out of
accountability may reasonably conclude that the
same problem may exist with smilar documents
elsawhere on the site. Further investigation may
be warranted. It is not unusual for the Computer
Security topic team to be the first to encounter
this problem with computer-related documents.

Inaccurate or Incomplete
Accountability Record Data

Inaccurate or incomplete data in accountability
records is a common occurrence. Certain
elements of information are required to allow the
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positive identification of documents and to
provide a clear audit trail. Errors and omissions
on records can impede these efforts. Although
such problems can occur with any type of record,
data entry errors are probably more prevalent in
automated records. Inspectors should be alert to
the significance of the missing or incorrect data
elements and should determine whether an
adverse trend exists.

Failure To Maintain an Audit Trail

An audit trail for each document requires records
indicating the current location or disposition of

the document, including receipts for transferred

documents and records of destruction for
destroyed documents. Sometimes, documents are
transferred off site (or “loaned”) without proper
receipting. Receipts for documents transferred

off site may not be returned or may not be kept on
file. Similarly, destruction records may not be
completed or kept on file. These deficiencies are
more likely to be widespread in decentralized
systems where many individuals are responsible
for their own accountability records.

Failure To Maintain an Accurate
List of Accountable Documents

The requirement for each holder of Secret
documents to maintain a current list of documents
on hand is frequently ignored. In decentraized
syssems in which each holder has an
accountability system, those accountability
records would also satisfy this requirement.
However, in centralized systems in which
individual custodians hold documents, each
custodian is required to maintain a current
inventory list. Often, custodians do not keep such
alist (or receipt file) or the list is not updated to
indicate receipts, transmittals, or destructions
since the list was last generated. This deficiency
is likely to be found when site CMPC procedures
do not address the requirement, although it is
sometimes found at Sites that do.

Failure To Conduct a Proper
100 Percent Inventory

DOE requires an annual 100 percent inventory of
accountable matter. Inventory procedures at
some locations include only the documents listed
in accountability records. Such a procedure
misses documents that should be, but are not, in
accountability. A proper 100 percent inventory
requires each item listed in the accountability
record be visually verified. Facilities with large
holdings that have not conducted proper
inventories are likely to have significant numbers
of documents that are not in accountability.

Not Properly Accounting
for Drafts

Improper accountability of working drafts is one
of the most common deficiencies found in the
CMPC topic. DOE Headquarters has issued
guidance in this area, but problems continue to
exist. It is common to find Secret drafts more
than 180 days old that have not been entered into
a formal accountability system. Also, athough
less common, inspectors find drafts that are not
entered into accountability when distributed
outside the office in which they originated. In
addition, inspectors frequently find drafts that are
marked with the classification level, but not the
category.

Inadequate Reporting of
Unaccounted-for Documents

Organizations often do not follow al
requirements when documents cannot be located
during inventories or other  activities.
Organizations must follow Office of Security
Affars directives on initial notification of missng
or unaccounted for documents (i.e., notification
within eight hours to the Headquarters
Emergency Operations Center), and must follow
up with a preliminary inquiry and subsequent
preliminary and fina inquiry reports. Details and
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timelines for inquiries and reporting requirements
are currently found in DOE Notice 471.3.

Planning Activities

During the planning meeting, inspectors
interview  points-of-contact and  review
documents (for example, SSSP, CMPC
procedures, and other pertinent documents) to
characterize the accountability system at the
ingpected facility. The characterization should
include:

The number of accountability systems at the
facility and the specific identity of each

The number of accountable documentsin each
system

Whether each system is centraized or
decentralized

Whether each system is automated or manual

Who is responsble for the operation
(maintenance of accountability records) of
each system, including responshility for
receipt, transmittal, and destruction, and the
corresponding accountability records

The number of custodians (holders) in each
system

The storage locations of documents associated
with each system

Any specia accessrequirementsfor any of the
systems.

The scope of the inspection generaly involves
determining how to sample the systems. If
dedling with a small number of systems (one to
three), it is practical to inspect each system.
When dedling with more systems, it is often
necessary to select a sample of systems (two,
three, or four) to inspect. The method for
selecting systems varies with the circumstances.

If there are many similar systems, a random
sample may be elected. If there are systems of
various Szes, it may be useful to select one
system of each size. If there are speciaized
systems, such as SAPs or tape libraries, they
may be specifically included in the sample to be
ingpected. Information developed during
planning interviews and document reviews, such
as indications of past accountability problems,
may help inspectors decide which specific
systems to inspect.

Once the systems have been identified, the
specific sampling nethods must be determined
and planned. For each system inspected, two
types of samples are usualy produced. The first
is a sample of documents from the
accountability records that inspectors review
during the document accountability front check
performance test. The second is a sample of
document custodians or a sample of classified
repositories to be used for the document
accountability back check performance test. A
detailed discusson  regarding  population
identification, sample selection, and dSatistical
andysisisfound in Appendix B.

During planning activities, inspectors identify
how the samples will be generated. Automated
systems can often be programmed to generate
samples of specific sizes or percentages of the
population. If this is possble, the inspectors
will usually specify the sample size and request
the site to generate and enumerate five separate
samples of that size, one of which will later be
used during the inspection. If automatic sample
generation is not possble, a more time-
consuming method must be employed.

Performance Tests

Most of the data concerning document
accountability is developed from two
performance tests:

Document front check
Document back check.
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The primary purpose of these two performance
tests is to determine the accuracy of the
accountability system and records. However,
the topic team may also conduct severa other
performance tests to collect data on
accountability practices:

Document generation
Receipt and transmittal
Document reproduction
Document destruction.

Sample scenarios for al these performance tests
are provided in Appendix A.

Data Collection Activities

Review of Accountability
Systems and Procedures

A. Inspectors should interview accountability
system managers and staff as well as selected
custodians to determine whether site-specific

accountability procedures are understood and are
effectively implemented. Inspectors also should
determine whether responsible personnd fully
understand and are correctly maintaining the
document accountability records.

B. Ingpectors should review accountability
records and backup documents to determine
whether records contain al required information
and are properly maintained. In large automated
systems, particularly mainframe-based systems, it
may be useful to interview appropriate data
processing personnel to learn the system’'s
capabilities,  weaknesses, and  potentia
vulnerabilities. Inspectors should pay particular
atention to determining whether the software
alows the users to delete records. If o,
inspectors should determine whether the facility
has implemented any measures to prevent or
detect misuse (for example, a user covering up
the loss of a document by ddeting the
accountability record entry).
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General Information

This element of the subtopic deals with receipt
and transmittal of Secret and Confidentia
documents. Activities include;

Receipt of documents from off site
Transmittal of documents off site
Intra-site transfer of documents
Hand-carrying documents.

The responsibility for receipt and transmittal of
Secret and Confidentia documents is normaly
assigned to a centra facility or individual.
Centrdized systems usudly involve the facility
mailroom or classfied document control station
taking procedura responghbility for receving,
accounting, storage or dispatch to users,
wrapping, and transmission. Only in rare cases
are individua custodians persondly responsible
for al actions associated with receipt and
transmittal.  Inspectors should determine the
completeness of procedures and the knowledge of
the individuds who cary out receipt and
transmitta responsibilities.

Receipt of Documents
From Off Site

Classified documents received from off Site are
normally either picked up from the U.S. Postal
Service (USPS) facility by sSite couriers or
delivered to the site by USPS delivery personnel.
Inspection interest normally begins a the point
when the mail is transferred and continues
through its processing by DOE or DOE
contractors.

Receipt procedures normaly include the physical
transfer of incoming mail to the facility mailroom
or other location, x-ray check or safety and
security screening, and transfer to the intended
recipient or document accountability station. The
mail is then usualy checked for any evidence of
tampering, and required receipts are checked
against the documents to ensure that descriptions
are accurate. If descriptions match materials
received, the receipts are usualy signed and
returned to the sender, and the documents
themselves are processed for delivery to the
intended recipient. If the documents are not as
described, have been missent, were tampered
with, or are improperly packaged, the sender’s
security office should be contacted immediately
or other appropriate action taken.
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When required, classified documents must also
be entered into forma accountability upon
receipt, either during receipt processng or on
ddlivery to the intended custodian (see Section
3.3, “Accountability”).  Incoming documents
must also be reviewed to ensure that markings
meet DOE standards. Any deficiencies must be
corrected (see Section 3.1, “ Generation”).

If the receipt process takes a long time (for
example, if delivery to the intended recipient is
not possible), the receipt process may aso
include storage of the incoming documents.
When such storage is a possibility, it should aso
be included in the scope of inspection activities.

Transmittal of Documents Off Site

Offdite transmittal of classified documents is
basically the reverse of the receipt process. For
accountable classified documents, the process
normaly begins with accountability record
adjustment. Receipts describing the documentsin
detail are always required and must be prepared
according to DOE guidance. One copy of the
receipt is maintained in a suspense file until a
signed copy is received from the recipient. The
remaining copies of the receipt accompany the
classified documents in transit.

Next, the documents are double wrapped for
shipment. DOE requires the inner wrapping to be
marked with the classification of the contents and
the recipient’s classified mailing address. The
outer wrapping aso shows the recipient’s mailing
address, but is not marked to indicate that the
package contains classified information. The
recipient's address is a classified mailing address
approved for the receipt of classified documents.
If afacility permitsthe use of briefcases, the local
procedures must fully explain al pertinent
requirements. Finally, the package must be sent
usng approved channels. Normaly, Secret
information is sent by registered mail, and
Confidentid is sent by certified mail. DOE has
aso authorized other methods, such as Express
Mail, for use in certain circumstances.

Intra-site Transfer of Documents

Although recommended, receipts are not required
for intrasite transfer of non-accountable
classified matter. However, when accountability
systems are used, the intrasite transfer of
classfied documents generally  follows
procedures similar to those used for offste
transmittal and receipt; facilities normally modify
the procedures to meet site-specific needs.
Inspectors should determine whether local
procedures have been devel oped and promul gated
in appropriate security directives.

Inspectors should check a number of key points.
It is important that documents are properly
wrapped if taken out of a security area, classified
information is appropriately protected during
transport, packages are inspected by the recipient,
storage and transport procedures meet DOE
requirements, and accountability requirements are
met, when required.

Hand-carrying Documents

Under certain circumstances, hand-carrying
classfied documents is permitted. Normally, this
is redstricted to emergency dSituations when
classified documents cannot be transferred in
time to meet urgent requirements and must be
approved by the applicable Departmentd entity.
Authorization to hand-carry to and from foreign
countries must be approved by DOE
Headquarters and the person selected to hand-
cary the documents must be thoroughly
instructed on the procedures to be followed.
Hand-carry procedures employed by a facility
should be reviewed carefully to ensure that they
meet the DOE order requirements and loca
ingructions. Key points include ensuring that
personnel are thoroughly briefed on procedures
and respongbilities;, and that classfied
information is never exposed to unnecessary risk
of loss or compromise. Under no circumstances
is classfied information to be taken to
unauthorized locations, such as residences or
motels.
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Common Deficiencies/
Potential Concerns

Documents Not Properly Protected

Review of transmittal procedures a some
facilities has shown that classified documents do
not receive the required physica protection.
Typicd problems have ranged from documents
being left unattended in vehicles while couriers
make ddliveries, to classfied documents being
left in digribution bins while malrooms are
unattended. This can aso occur when classified
documents are sent directly to the recipient
without following procedures or processing
through a central receipt station. It also seemsto
be a common problem when recipients hand-
carry documents back from meetings.

Documents Not Properly
Marked or Documented

Documents received from off site, especidly
those from other agencies, are often mismarked.
Each document being received must be reviewed
for proper marking and brought up to DOE
standards as necessary. Two common examples
are the lack of downgrading instructions and
documentation o Secret matter received from
outsde agencies. Seddom is sufficient
information included to meet DOE standards.
Consequently, either the sender must be contacted
for additiond information, or the receving
facility must apply the proper markings. This can
also occur when classified documents are sent
directly to the recipient and when recipients hand-
cary documents back from meetings. The
problem is aso addressed in Section 3.1,
“Generation.”

Transmittal Accountability
Receipts Not Returned

This problem is usudly reflected in overdue
suspense dips being held by the sending facility.
Although the problem is caused by sStes not

returning receipts promptly, the opportunity
seldom arises when inspectors can check the
offending facility. Rather, it is more common for
the inspection to focus on prompt and aggressive
followup on overdue suspense by the sending
fecility.

Misaddressed Classified Documents

This problem manifests itself in two ways. Firdt,
facilities may not check the current lisgts of
approved classfied mailing addresses located in
the Safeguards and Security Information
Management System (SSIMS) and may therefore
send documents to unauthorized facilities and
uncleared recipients. Second, facilities receiving
missent classified documents may not report the
problem to the sender’ s security office asrequired
by DOE. The missending of classfied
documents is often reflected in accountability
problems.

Improper Wrapping

Single (rather than double) wrapping of classified
documents and failure to mark inner packages
with required information are typica problems.

Improper wrapping is more common at facilities
where individual custodians, rather than a central

facility, are responsible for transmittal. Sites with
widely dispersed security areas also experience
more problems with wrapping because custodians
may overlook requirements when transferring
documents within the same facility.

Improper Transmittal Methods

The most common problem associated with
actua transmittal of documents & the choice of
incorrect methods. Some facilities regularly fail
to use registered mail for Secret and certified mail
for Confidentid. Additiondly, some fecilities
seem to routinely rely on express services, rather
than reserving this method for urgent or
emergency Situations.
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Authorization To Receive
Mail Not Current

Fecilities often fail to update lists of personnel
authorized to recelve USPS registered and
certified mail. Failure to update lists and to
ensure that superseded authorizations are
removed from USPS files creates a Stuation
where terminated or uncleared individuals could
actudly be given classified documents at the
servicing post office.

Improper Hand-carrying
of Classified Documents

Failure to follow established procedures is a
common problem with classified document hand-
carry programs. Individuals continue to take
classified documents to residences and motels,
athough such actions are clearly prohibited by
DOE orders and locad dite directives.  Early
flights, late arrivals, and a lack of attention to
proper procedures al seem to contribute to the
problem.

Planning Activities

Inspectors interview points of contact and review
available documentation (for example, CMPC
procedural guide and any speciadized transfer
procedures) during the planning phase to
characterize the classified document receipt and
transmittal procedures. Key elementsinclude:

Procedures used by the facility to recelve and
send classfied documents off Ste
(respongbilities of individuas and centra
facilities)

Methods used to ensure that facility recipients
are authorized to receive incoming classified
documents addressed to them

Methods used to verify classfied mailing
addresses before documents are sent off site

When required, accountability procedures
used to ensure that an uninterrupted audit trail
is mantained for al classfied documents
(including preparation of receipts and
suspense systems)

Location of facility security areas and how
documents are transferred between security
areas

Specific instructions governing the transfer of
classfied documents to other government
agencies and to outside entities

Details of the facility’s hand-carry program,
including the number of individuds
authorized to hand-carry documents and how
often hand-carrying occurs.

Inspectors should determine which elements of
the program are critical to the effective transfer
and physical protection of documents, and which
will be inspected. Activities that should be
considered include:

Transfer procedures to and from USPS
Receipt procedures

Accountability procedures, when required
Internal distribution procedures

Dispatch procedures

Interim storage and physica protection
procedures

Hand-carrying procedures.

Many receipt and transmittal elements can be
ingpected in conjunction with other inspection
topics. However, if circumstances permit,
inspectors should plan to observe the actual
receipt, transfer, and dispatch of classified
documents and discuss procedures with
responsible employees as they perform ther
duties.
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Performance Tests

The ingpection team can employ the following
standard performance tests to yield data
applicable to this subtopic:

Document receipt
Document transmittal.

Sample scenarios for such performance tests are
provided in Appendix A.

Other performance tests may be developed and
used to test aspects of the receipt and transmittal
process. For example, appropriate personnel
could be required to store a“simulated” classified
document to determine whether all required
procedures are followed.

Data Collection Activities

Receipt of Documents From Off Site

A. Itisusudly best for inspectors to begin by
actudly observing the transfer of classified
documents to site personnel.  This will usudly
occur at ether the U.S. Post Office or the site
mail facility. USPS access documents should be
checked to ensure that they are current and that
only properly cleared employees may receive
registered and certified mail for the site. Actua
transfer procedures should also be reviewed to
ensure that DOE representatives closely check
materias they sign for, especialy the registered
and certified mail accountability documents.

B. If mail is picked up from the post office, the
actual procedures used to transfer it to the site
should be closaly observed. Especidly important
are stops dong the way where mail is left
unattended, presence of adequate
communications, and provisons for emergency
support.

C. Once the mail is received in the facility
mailroom or centra document station, inspectors
should observe whether adequate receipt
procedures are used. |s the mail transferred by

signature? |s it carefully inspected for evidence
of tampering? Has it been sent to the proper
classfied malling address and propely
packaged? Was the method of transmission
appropriate for the contents? Inspectors should
interview assigned personnel to determine
whether they know what to do if tampering has
occurred or if other problems are detected. |If
assigned personnel appear unsure of DOE
requirements or local procedures, specialized
performance tests can be quickly developed and
used to assess their level of knowledge.

D. Receipt procedures should also be observed
to determine whether incoming documents are
reviewed for proper marking and documentation.
Any deficiencies should be corrected or noted for
further action.  Procedures should aso be
checked to ensure that accountable Secret
documents are brought into accountability at the
appropriate time.

E. Inspectors should observe internal
distribution to ensure that documents are properly
protected while enroute to their intended
recipients or storage location. If documents are
temporarily stored, those procedures should aso
be checked to ensure compliance with DOE
requirements.

Transmittal of Documents Off Site

F. Frequently, review of incoming procedures
and discussions with employees are sufficient to
determine the adequacy of transmittal actions.
However, a a minimum, inspectors should
review the adjustment of accountability records,
preparation and suspense of receipts, packaging,
verification of the classfied mailing addresses,
physical protection, and dispatch of the classified
document.

G. Inspectors should determine  whether
receipts are prepared to formally transfer the
documents, a copy of each receipt isretainedina
suspense file, and records are annotated to show
which accountable documents are being
transferred.  This is aso a good time for
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inspectors to look at the facility suspense file to
determine whether proper and timely follow-up is
accomplished for documents that have already
beentransferred. 1f no documentsare currently in
suspense, inspectors can view older (cleared)
receipts normally available, in conjunction with
interviews, to get an indication of program
effectiveness.

H. Packaging procedures should be reviewed to
ensure that they comply with DOE requirements.
Inspectors should check for secure double
wrapping, proper marking of the ingde package,
and proper addressing of the package. The
classified mailing address should be werified and
the dispatch of the documents should be
reviewed. During the entire process, inspectors
should carefully observe the physical protection
afforded classified matter to ensure that it meets
DOE requirements.

Intra-site Transfer of Documents

. As discussed earlier, the transfer of
classfied documents within a DOE facility may
incorporate many of the elements found in offsite
receipt and transfers. If necessary, inspectors
should modify their inspection activities once the
system in use a the ste is understood. They
should review the method of physical transfer,
accountability  adjusment and  tracking
procedures, packaging (required if classfied
documents are transferred between security
areas), and the physical security afforded the
documents.

J. Thebest way to determine how the process
is conducted is for inspectors to observe the

actual transfer of classfied documents.
Ingpectors should interview individuals assigned
transfer duties to obtan information and
explanaions of any variations. If no classfied
matter is transferred during the inspection, a
document transfer performance test can be
conducted using smulated classified matter, or
appropriate individuals may be asked to transfer
an actual document so inspectors can observethe
process.

Hand-carrying Documents

K. Methods used to inspect this area depend
largely on how the site has established its hand-
carry program. Many sites prohibit hand-carrying
and thus have no forma program designed to
regulate the process and to prepare personnel for
hand-carrying responsibilities. At such sSites,
ingpectors  should interview those individuds
responsible for exceptions, if any.

L. On the other hand, some facilities permit
hand-carrying regularly. Usualy, these facilities
have established a full, formdized program.
Although it isimpractical to observe actua hand-
carrying, inspectors should assess the program by
reviewing the training, instructions, and records
of personnel authorized to carry classified matter.
To get an accurate indication of how the program
works, inspectors may attend a training session
and tak with people who have been given
authorization to hand-carry. Also, inspectors can
ask to review security infraction records to
determine how well authorized personnel comply
with program requirements.
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Reproduction
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General Information

Reproduction of Secret and Confidential
documents includes the requirements that directly
pertain to the specifics of reproduction as well as
other related elements, including:

Physica protection
Marking
Documentation
Accountability.

DOE requires that classified information be
protected continuoudly during reproduction. This
requires dtrict controls over both the materia
involved and the equipment used. Additiondly,
reproduced natter must be properly marked to
reflect required information, including the
classification level and category. Requirements
aso exist when reproducing accountable matter
to enter the reproduced documents into
accountability.

Reproduction of classfied documents within
DOE can be divided into two categories. copying
and printing. Copying, or locd duplication, is

normaly associated with the reproduction of
classified matter on common office equipment by
document custodians or administrative staff.
Printing, or centrdized duplication, is usudly a
much more complicated and formal process. Itis
normally conducted in facilities designed for that
purpose, using specialized equipment. Examples
include use of office duplicating equipment (as
used in copying, but done in a centrd facility),
blueprint machines, photographic  equipment,
gperture cards, microfilm, microfiche, and photo-
offset presses.

Whatever methods the facility uses, inspectors
must clearly understand how the reproduction of
classfied matter is accomplished, who is
responsible for each facet, and any loca
procedures governing the process.

Generdly, the copying process is straightforward
and easy to inspect. Mogt facilities limit the
number of copying machines authorized for
classfied reproduction. Consequently, in some
cases the ingpection may be as simple as looking
a one photocopy machine and discussing
procedures with assigned personnel. This can
often be done while visiting custodians as part of
the document accountability front and back
checks. A brief conversation isusualy al that is
necessary to determine whether responsible
individuals know DOE and loca requirements.
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Sites with printing plants or centrdized
reproduction facilities are usually more difficult
to inspect. Technical knowledge of a variety of
processes may be required to adequately anayze
procedures and to determine whether DOE
requirements are met. Additiondly, the
complexity of many such systems requires
inspectors to be familiar with diverse elements of
classified document control, including receipt and
transmittal, generation, accountability, and
physica protection. The more complex the
central facility, the more time inspectors may
need to adequately review procedures and
determine  program  compliance. A
comprehensive review of a large facility could
require several days and severa inspectors,
athough such time and personnel are seldom
avalable. In this case, extensve planning is
necessary. Fortunately, most facilities have
limited programs that can be adequately
evaluated in areasonable amount of time.

Common Deficiencies/
Potential Concerns

Adeguate Procedures Not Available

Depending on the complexity of the reproduction
system, local procedures may be required to
adequately govern the process. Although DOE
orders may provide sufficient guidance for smple
copying programs, centralized printing programs
normaly  require  detalled  procedures.
Unfortunately, many sites have not developed
adequate local procedures that specify how they
will comply with DOE physicd protection,
marking, documentation, accountability, and
transmittal requirements. The need for loca
procedures, and their adequacy when they exist,
should be carefully reviewed.

Photocopy Machine Procedures

DOE requires that copying machines routingly
used to reproduce classified documents be in
security areas and that restrictions and
requirements for  reproducing  classified
documents be posted. Specia procedures must

also be employed to ensure that trapped waste
and residual images are cleared, and that
uncleared personne are not present during
reproduction. Inadequate procedures, lack of
adherence to local ingtructions, instructions not
posted, machines located in non-security areas
and, on occasion, the inability to identify the
locations of dl machines authorized for
classfied, are common problems found by
inspectors.

Incorrect or Missing Documentation

Specia documentation requirements should exist
for reproduced copies and masters. One common
problem occurs when custodians photocopy
accountable material  without changing the
documentation. This results in identica copies
that cannot be distinguished from each other, and
may result in the loss of the required audit trail
for accountability purposes.

Documents Not in Accountability

Accountability  problems  associated  with
reproduction generadly involve master copies,
reproduced documents, and overruns.  Small-
scale copying operations seem to have the most
accountability problems. Problems with masters
and overruns are generally associated with larger,
centralized printing activities.

A fine line exists between overruns and “ scrap/
waste” For accountable documents, overruns
(complete, extra copies) must be brought into
accountability. However, accountability is not
required for waste or scrap, which can bereturned
to the “customer” or destroyed. Experience has
shown that problems often exist in this area, and
few facilities have adequate procedures in place.

Planning Activities

Inspectors interview points of contact and review
avallable documentation (for example, SSSP,
CMPC procedures, and any specidized
procedures) during the planning meeting to
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characterize the classified document reproduction
program. Key elementsinclude:

Authorized procedures for copying classified
documents, including the number and location
of reproduction machines, personnel who are
authorized to reproduce classified documents,
and any special proceduresin use.

Centra facilities used for printing classified
information (including photographic,
blueprint, microfilm, and aperture card
facilities). It is important for inspectors to
know their location, the types of equipment
used, names and phone numbers of
supervisors, volume of classified documents
handled, and the frequency of reproduction.

Any approved exceptions to requirements.

Normally, inspectors can review copying
programs in conjunction with other inspection
subtopics. Checking machines, discussing
procedures with responsible individuas, and
reviewing  duplicated  documents  often
accompany other inspection activities. Thisisan
efficient approach, because interviews with
individua document holders normaly require
inspectors to visit areas where copying occurs. |f
a large number of copy machines are approved
for reproduction, the inspection team might
consider some form of sampling technique.

In contrast, inspectors will usualy review
printing and centralized reproduction facilities as
a separate inspection effort and prepare for the
review much the same as for accountahility
checks, destruction, and other smilar classfied
document inspection activities. Since resources
are normdly limited, inspectors should carefully
slect the faciliies and review potentia
weaknesses. Once determined, inspectors can
develop detaled inspection activities and
schedules.  Inspectors must also determine
whether specialized technical expertise is
required to inspect large-scale reproduction
facilities.

Performance Tests

The inspection team may consider usng
performance tests to establish a clear picture of
loca procedures and the competence of
individuas normally assigned to reproduce
classfied matter. Observation of actua
procedures or performance testing may be the
only way to adequately evaluate document
transfer and physical protection practices.

The following standard performance tests yield
data applicable to this subtopic:

Document front check
Document back check
Reproduction.

Other performance tests may be developed and
used to more fully test the reproduction of
dassfied matter. For example, appropriate
personnel could be required to reproduce a
“dmulated” classfied document using a
paticular piece of equipment to determine
whether they follow all required procedures.

Data Collection Activities

A For norma copying and duplication
programs, inspectors should concentrate on
whether copy machines are located in security
areas, conspicuously marked with the procedures
for classfied duplication, and used properly.
Inspectors may be able to observe the classified
reproduction  process. Otherwise, those
responsible for duplicating should be interviewed
to deermine whether they understand
requirements and follow approved procedures. If
questions arise about procedures or ther
adequacy, performance tests can be developed to
establish a clear picture of loca procedures and
the competence of individuds involved in
reproducing classified matter.
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B. Printing or centrdized reproduction facilities
may require a more thorough review. Normally,
inspectors tour the facility and interview assigned
personnel. Once reproduction procedures are
understood, inspectors can identify key areas and
functions and determine whether the process
complies with DOE and loca requirements.

Again, if classfied reproduction is taking place
during the inspection, ingpectors should observe
the process. If not, inspectors should interview
facility personned to determine  whether
procedures ae followed, or ask them to
reproduce an imitation classified document.
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Destruction
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General Information

The destruction element of the subtopic includes
al policies, procedures, and practices for
destroying all types of media containing Secret
and Confidentiad information, with the exception
of classified materials. Inspection procedures
for classfied materids ae contained in
Section 5.

Destruction systems used in DOE can be
categorized as either centralized or decentralized.
A facility may use either type or a combination of
both. Typicaly, centrdized systems have one
location on site where all classified media are
destroyed. Equipment at these facilities usualy
consists of high volume shredders or pulverizers.
Classified documents and other media are
collected at various locations and taken to the
facility for destruction, either on a scheduled
bass or when a sufficient quantity has
accumulated. Frequently, documents and other
media are collected and stored for a period of
time before being destroyed. Centra destruction
facilities are normaly operated by designated
operators, not by individua document holders.

Decentralized systems are becoming increasingly
common because they avoid the logigticd,
accountability, and storage problems associated
with large centra destruction facilities.
Decentralized systems range from smal
dredders placed in every location where
classfied documents are stored, to larger
shredders serving an entire department or
building. The feature they usualy have in
common is that the machine is operated by
individuals who use the classified matter, rather
than by designated operators.

The General Services Administration (GSA)
Federd Supply Schedule includes a list of
document shredders that meet DOE requirements.
In addition, Annex B of the NSA
Telecommunications System Security Instruction
4004 has alist of approved shredders, pulpers,
and disintegrators.

Some non-paper media cannot be adequately
destroyed by shredding or pulverizing. Some
examplesare: computer diskettes, removable hard
disks and tapes, microfilm and microfiche,
typewriter and printer ribbons, and laser printer
cartridges. For these media, DOE policy requires
different destruction procedures. Incineration and
chemical decomposition are commonly used for
destroying classified computer disks and other
media Degaussing with NSA-approved
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equipment is another method of destroying
classfied information on magnetic computer
media  The Information Systems Security
Products and Services Catalogue published by
NSA includes a preferred product list of NSA-
gpproved degaussing equipment. It is important
that the DOE operations office issue specific
written approval of destruction methods and
procedures for these types of classified media,
excluding paper documents. Destruction
facilities for other than paper documents are
amost aways centralized and are not necessarily
located near the central shredder or pulverizer.

Common Deficiencies/
Potential Concerns

Non-Approved or Inadequate
Destruction Equipment

Occasiondly, destruction equipment (that is,
shredders, pulverizers, degaussers) not approved
by the NSA isinuse. Inspectors should check the
equipment manufacturer and mode  number
against the most current preferred product list.
Additiondly, approved equipment is occasiondly
found to be improperly ingdled.  Findly,
approved equipment that is properly installed can
malfunction, causing problems such as residue
that does not meet the maximum sze
requirements.

Use of Shredders for
Non-paper Media

Sometimes shredders are used to destroy
classified media such as microfiche, microfilm,
and diskettes. This is not in compliance with
DOE policy. Because of the densty of
information on this kind of media, particles can
meet the DOE maximum size requirements and
gill contain recoverable amounts of classified
information. These types of classified media
must be destroyed by other means, such as
incineration,  chemica  decompostion, or
degaussing (for magnetic media). The operations
office specificaly approves means of destruction

for al classfied media other than paper
documents.

Improper Use of
Degaussing Equipment

Facilities sometimes attempt to degauss magnetic
computer media without the proper equipment
(for example, usng a common magnet). NSA
approves each piece of degaussing equipment for
specific applications. A piece of equipment
gpproved for one magnetic medium may not be
approved for another.

Improper Storage

Facilities sometimes store materials awaiting
destruction in containers that do not meet DOE
requirements.  Additionaly, documents are
sometimes  left  unattended while awaiting
destruction. Such deficiencies are more prevalent
at centralized destruction facilities and at facilities
where documents are deposited in satelite
containers for later pickup and transfer to a
central destruction area.

Audit Trail Not Maintained
Through Physical Destruction

A common deficiency is the failure to maintain a
written audit trail for accountable documents up
through the time when they are physcaly
destroyed. This problem is mainly found at
facilities with a centralized destruction system.
Frequently, document custodians remove
documents from the accountability system by
completing and signing the record of destruction.
This often is done when the document is taken to
the centra collection point, if centrdized
destruction systems are used, or when the
document is placed in a storage container
awaiting destruction. When this happens, the
documents are not accounted for from the time
the record of destruction is signed until the
documents are actually destroyed. DOE policy
requires that certain classified documents be
continuously accounted for “from cradle to
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grave.” The destruction can be performed by any
appropriately cleared and authorized person as
long as the audit trail for each document is
maintained until actua, physical destruction.

If this deficiency is found, it is especidly
important that inspectors determine whether the
physical protection of classified documents
awaiting destruction meets DOE policy
requirements. Documents awaiting destruction
must meet al DOE policy requirements for the
storage of classified documents. The potentia for
theft or compromise is much greater when
documents are out of accountability as well as
improperly stored.

Planning Activities

During the planning megting, inspectors
interview points of contact and review available
documentation (for example, SSSP, CMPC
procedures, and other pertinent documents) to
characterize the document destruction program.
Policies and procedures for destroying classified
matter other than paper documents should be
determined. Elements to cover include:

All types of equipment used to destroy
classified documents and other media at the
facility

Which organizations possess and operate
destruction equipment (including shredders,
degaussers, incinerators, and dl other
mechanical, chemical, or therma means)

The established procedures and
respongbilities for document destruction
(including whether the operations office has
issued procedures or approved the facility
procedures)

Approved exceptions to  requirements,
including whether the exceptions have been
formally approved by DOE Headquarters.

In addition, copies of any written operations
office approvals of destruction methods for any
kind of classified matter should be requested.

If alarge number of organizations or stations are
involved, inspectors may select a representative
sample for evauation. Typicaly, for reasons of
efficiency, inspectors cover other elements along
with the destruction element of the subtopic.
Consequently, a variety of factors should be
consdered when sdecting organizations and
gations to review. If the facility relies primarily
on decentralized document shredder stations, it is
generally more efficient to use the same accounts
and custodians selected for “document review
and use’ interviews, rather than selecting a
separate sample of document shredder stations.
In the case of a centraized operation, it is
advisable to review mog, if not al, centraized
destruction stations.

Performance Tests

Other than verifying that equipment is operable
and that residue is within alowable specifications
(/32 inch wide by 1/2 inch long), opportunities
for collecting information through performance
tests are limited in this area. Most information
can be gathered from reviewing documents and
interviews. In some circumstances, it may be
useful to have one or more document custodians
demonstrate the entire process they normally
follow (usng a “dummy document”), including
physica destruction.  Inspectors may aso
conduct variations on such tests (for example,
including dummy classified microfiche in a set of
documents to be destroyed in a shredder, and
observing whether the person tested recognizes
that microfiche should not be shredded but should
be destroyed by other means).
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Data Collection Activities

Documentation

A. Inspectors should review records of
destruction to determine whether procedures are
implemented as intended and whether records are
maintained as required. Typicdly, inspectors
determine where records are stored and randomly
select a credible sample for review (generally 10
to 100). The forms should be checked for
completeness, correct dates, document numbers
and series, and signatures of persons who destroy
the documents, consistent with site and DOE
requirements. Other factorsto consider are:

Type of records maintained (for example, is
DOE Form 5635.9, Record of Destruction, or
a form similar in content, used to record the
destruction of accountable documents?)

Retention period for records of destruction

Procedure for filling out the form (for
example, a what point in the destruction
processisthe record of destruction completed
and signed?)

The minimum number of persons or witnesses
present during the actual destruction of the
documents.

Audit Trails

B. Inspectors should interview points of contact,
custodians, or speciaists to determine whether
required audit trails are maintained where
traditional accountability systems are dill
employed. Inspectors should review the
procedures for transferring responsibility for
control of documents a each stage of the
destruction process (for example, does an audit
trail exist indicating who had possession of each
accountable document until the document is
physically destroyed?).

C. It s sometimes advisable to trace a small
sample of indiscriminately selected destruction
records back through the system to verify that the
destruction records are consistent with other site
records. This can be accomplished by noting the
document series and copy number on recent
records of dedtruction and then following the
transfer records back through the system. By
examining the dates on the destruction and
transfer records, inspectors can determine
whether records are accurately maintained and
can sometimes identify potential gaps in the
accountability record. Note: Inspectors should
not waste time attempting to trace records back
through the morass of paperwork. It is generaly
sufficient to trace back one or two steps in the
accountability records and to focus on recently
created documents, which may have readily
available records. An indiscriminately selected
sample of about 10 records is generally sufficient
to indicate whether systemic deficiencies exist.
Additional records should be reviewed if
evidence of deficiencies is discovered in the
initid sample.

Centralized Destruction Stations

D. Inspectors should interview the custodians,
administrative  staff, or other personnd
responsible for operating a centralized destruction
gation (high-volume shredder, incinerator, or
degaussing sation) and tour the sation to
determine whether operations comply with site
and DOE requirements.  Specific items to
determine are:

The location where documents to be destroyed
are stored before removal to the collection
point; maximum and typica duration of
storage before  destruction;  protection
measures in place at the storage location

The methods for transferring the documentsto
the collection point; physical protection during
transfer (are the documents left
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unattended?); methods for transferring
accountability for each document (including
determining who accepts responsibility for
and signsfor the documents at the receiving or
collection point)

The storage location for the documents after
they are collected; physical protection
measures in place at the collection and storage
area; duration of storage.

E. Inspectors should observe the actua
facilities for storing and destroying documents
and other forms of classified matter to determine
whether they comply with DOE orders. Shredder
and degaussing equipment should be compared
againg the lists of NSA-gpproved equipment
contained in the preferred products list. The
resdue of the destruction process should be
examined to determine whether classfied
information can be recovered. Inspectors should
thoroughly check out the area around shredders
and pulverizers to determine whether residue in
excess of DOE requirements is being discharged.
Any of these deficiencies can result in classified
meatter being left in aform from which classified
information could be recovered by unauthorized
persons.  Inspectors should aso check to
determine the specific types of magnetic media
that are degaussed to determine whether the

operations are consistent with the site policy and
whether approved and suitable equipment is
being used.

Decentralized Destruction Stations

F. Inspectors should interview document
holders, adminidtrative staff, or other personnel
responsble  for  operating  decentralized
destruction stations (most frequently shredders)
and tour selected stations to determine whether
operations comply with dte and DOE
requirements. Specific items to determine are:

Storage practices for documents awaiting
destruction; maximum and typical duration of
storage before destruction

Physica protection at the shredder location
(does the area meet DOE requirements to
review classified documents?)

Personnel authorized to operate the shredders.

G. Inspectors should observe operations at the
shredder location to determine whether personnel
correctly destroy documents and protect against
unauthorized disclosure during the destruction
process.

June 2002

3-33



Section 3—Control of Secret and Classified Matter Protection and
Confidential Documents Control Inspectors Guide

This pageisintentionaly left blank.

3-34 June 2002



Classified Matter Protection and
Control Inspectors Guide

Section 3—Control of Secret and
Confidential Documents

Section 3.7

Physical Protection and Storage

Contents

Planning ACHVILIES.........oovviiiiiieeiee e
PerformanCe TERS......ov vt
Data Collection ACHVITIES......ccvveeeieieee e

References

DOE Order 471.2A, Chapter 1V

DOE Manual 471.2-1B, Chapter 111.1.2
DOE Manual 471.2-1C

DOE Order 5632.1C

DOE Manual 5632.1C-1, Chapter IX

General Information

DOE orders require that Secret and Confidential
matter be adequately protected while in use,
storage, or transit. The effectiveness of systems
utilized to provide the required protection are
even more criticd in the absence of
accountability.  The physica protection and
storage eement of the subtopic includes al
hardware and procedural measures that protect
classified documents, including:

Review and use areas
Repositories and storage areas
Security areas

Access controls

Locks and barriers

Intrusion detection systems
Protective force patrols
Security shipments and escorts
Badge and passes.

The inspection of these areas is normdly a
coordinated effort involving the computer

security, physical security systems, protective
force, personnel security, and CMPC topic teams.
(See Section 7, Interfaces, for a more detailed
discussion of how respongbilities are divided.)

Section 3.2, “Review and Use,” contains addi-
tiond information about physica protection of
Secret and Confidential matter in use. Section
34, “Receipt and Transmitta,” contains
additional information about protection of Secret
and Confidential documentsin transit. SCIFsand
communication centers are subject to specid
requirements, which are discussed further in
Section 6.

Physica protection requirements apply to 4l
forms of documents at the facility (for example,
blueprints, viewgraphs, photographs, microfiche),
as well as to al materia items (e.g., weapons
components). When planning  ingpection
activities, it is important that inspectors consider
al forms of classified matter at the inspected
fecility.

DOE orders permit the use of either aarm
systems or protective force patrols to protect
Secret or Confidentid matter in storage.
Protective force patrols do not provide continuous
protection and are generadly considered less
reliable than intruson sensors.  Frequently,
protective force patrols only check 25 percent of
the dite's repositories during a 24-hour period.
The CMPC ingpectors should devote additiona
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attention to physical protection at facilities that
rely primarily on protective force patrols to detect
unauthorized intrusion or access to classfied
matter.

Most frequently, Secret and Confidential matter
at a facility is stored ether in centrdized
repositories (for example, vaults, vault-type
rooms, or open storage areas protected by patrols
or aarm systems when unattended) controlled by
a custodian, or in individual repostories (for
example, safes and filing cabinets). Many
facilities use acombination of these measures (for
example, individua custodians have safes in their
offices, while large, centralized storage aress are
used to store matter that is used infrequently).

Areas designated for review and use of classified
matter during norma working hours are often
used as storage areas during non-working hours.

DOE has adopted the standard forms
recommended by GSA. These are:

SF-700, Security Container Information
SF-701, Activity Security Checklist
SF-702, Security Container Checkshest.

These forms are to be used by all DOE facilities
to record information about security-related
activities.

Common Deficiencies/
Potential Concerns

Security Areas Not Established

The requirement to establish limited or excluson
areas to protect classified matter is frequently
misunderstood and incorrectly implemented.
Security areas must be established when the
nature, size, revealing characteristics, sengtivity,
or importance of the classified matter is such that
access cannot be controlled by other interna
measures.  Facilities with limited scope and
volume of work do not normaly require security
areas to be established if adequate security can be
established using other measures. The critica

factor when determining whether security
measures for classified matter located outside a
security area provide aleve of protection equal to

that of a security area is how well unauthorized
access to classified information is precluded.

Persons inspecting areas where classified matter
is used or stored outside a security area should
pay particular attention to whether persons
without the required clearance level have access
to the area and, if so, how their access to the
classfied information is precluded. Inspectors
may wish to evauate security system
effectiveness in this area through specialized
performance tests, such as having an uncleared or
“L” cleared person attempt to gain access to the
area or to classfied information. Tests of this
type should incorporate control measures to
ensure that classified information is not disclosed
to persons who do not have the appropriate
clearance level.

Security Containers Not
Meeting Requirements

Vaults, vault-type rooms, safes, and security
cabinets must meet established specifications (for
example, security cabinets must be GSA-
approved). Some facilities use containers that do
not meet the standards and do not provide
equivaent protection by aternative measures (for
example, dlarm sensors).

Locks Not Meeting Requirements

DOE orders require that built-in combination
locks used to protect classified matter meet X-08
standards, and that combination padiocks meet
applicable Federd specifications. Many facilities
use locks that do not meet these requirements and
do not have the appropriate approvals or
exceptions.  Freguently, facilities use locks that
meet Group | (but not Group I-R) standards for
operational convenience (Group I-R locks are not
as durable). Use of Group | locks instead of
Group FR has only a minor impact an security
effectiveness if complementary protection
measures (for example, patrols or darm sensors)
are in place, since the only difference is the
relative susceptibility of Group | locks to using x-
ray techniques to determine the combination.
The use of built-in locks that do not meet Group |
standards or padlocks that do not meet the
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gpplicable specifications is a more sgnificant
concern.

Lock Combinations Not
Changed As Required

DOE requires that combinations be changed if a
person who has the combination is terminated,
transferred outside the area, or no longer needs
access to the repository. The facility must use a
sysem to pogtively control combinations.
Frequently, facilities do not srictly adhere to
these requirements.

Classified Matter Not Protected
from Visual Access

In some cases, areas used for reviewing or
processing classified matter do not have adequate
barriers to prevent unauthorized visual access.
For example, facilities often designate rooms that
may be used to review/use classified matter but
fall to take measures to cover windows with
opague materiad when classfied matter is
exposed.  Such deficiencies are particularly
significant if uncleared personne could be
present in an area from which classified
information may be visible.

Protective Force Patrols
Not Performed Consistently

DOE orders permit the use of protective force
patrols to protect Secret or Confidential
documents in storage. If this is the primary
protection method, it is particularly important that
the patrds be consstently performed since
protective force patrols do not provide continuous
protection. In afew cases, the required patrols
are not performed. More frequently, the patrols
are not performed consistently. For example,
patrols may be missed on holidays or when the
protective force is operating short-handed.

Repository Checks Not
Performed Consistently

Many facilities require the custodians or users to
maintain a log of entries and closures of
repositories, or checks at the end of the day to
verify that the repositories have been closed
before personnel leave for the day. Frequently,
the checks are not performed as required in site-
specific procedures. For example, daily checks
may be missed when the document holder is not
on duty (for example, on vacation or ill). Also,
operating and production personnel often do not
devote enough attention to security if the security
organization does not establish clear procedures
and enforce them consistently.

Inoperable or Blocked
Intrusion Sensors

Facilities that use electronic aarm systems do not
aways assure that they are effective. A
particularly frequent problem is encountered in
alarmed storage areas when persons place objects
such as shelves or boxes in locations that block
the “line of sight” coverage of motion detection
sensors, rendering them ineffective.  Another
common problem involves falure to peform
corrective maintenance in a timely manner at
classified storage areas, which are frequently
regarded as alow priority.

Undefined or Inadequate
Search Procedures

DOE ordersrequire that dl items hand-carried by
uncleared personnel be inspected or searched
upon entering or exiting a limited area
Additionally, each facility’s SSSP or SSP must
specify frequencies for searching vehicles and
items carried by cleared personnel. Not all
facilities implement these requirements. In some
cases, there are no provisions for searching items
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carried by uncleared persons. In other cases, no
searches are performed on vehicles or on items
hand-carried by cleared persons.

Planning Activities

During the planning meeting, inspectors
interview points of contact and review relevant
documents (for example, SSSP, CMPC
procedures) to characterize the physica
protection program. Elements to cover include:

Identifying al limited and excluson arees,
including a genera description of the size and
location of each area

A general description of the scope and nature
of the classified interests in each area (for
example, the number of repositories in each
area, the type and level of matter being
protected, the number of employees assigned
to each area). This information need not be
precise as long as it is sufficient to give the
CMPC inspection team a genera idea of the
scope and nature of the security area for

planning purposes.

Genera search policiesand proceduresat each
limited and excluson area, including the
frequency of random searches at the security
area portals

The generd methods for controlling employee
access (for example, badge checks, card
readers, Mardix/CAIN booths) to each limited
and exclusion area

The generd methods for controlling visitor
access (for example, badges, escort policies)
within each limited and excluson area

The location of dl centrdized document
storage areas, including vaults, vault-type
rooms, and open storage areas

The extent (if any) of alarm system coverage
a both centralized storage areas and
individud repogtories

The types of repositories used by individua
custodians or small groups (for example,
safes, previoudy GSA-gpproved  filing
cabinets, and locked rooms)

The general procedures for protecting
individua  repogtories  (for  example,
repository logs, protective force patrols, darm
protection, or combinations of darms and
patrols)

The genera policies and procedures for
controlling combinations to locks that protect
classfied matter, including the minimum
intervals for changing the combinations

The generd policies and procedures for
protecting classified matter in trandt

Identification of al means of intra-site and
intersgite trandgt authorized at the facility
(hand-carrying, rail, plane, or registered mail)
and a general idea of the frequency of use of
each mode (for example, the average number
of shipments per month by rail, plane, truck,
registered mail, and hand-carried)

Approved exceptions to requirements (for
example, use of locks or cabinets that do not
meet standards).

At large facilities, it is not practical to ingpect all
organizations or al individua security aress and
repodtories. In such cases, a representative
sample may be selected upon which to base the
evauation. Typicaly, for reasons of efficiency,
inspectors will be covering other CMPC elements
and subtopics as well as the “physical protection
and storage” element. It isusualy more efficient
to inspect the same accounts and custodians
selected for interviews concerning destruction or
reproduction, rather than selecting a separate
sample of accounts that store documents. It is
generally advisable to sdect areas and
repositories that cover the different sizes and
complexities at the facility (from the largest
centrdized dorage areas to an individua
custodian’s safe and office). If the facility usesa
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variety of means to transport documents, it isalso
advisable to assure that arepresentative sampleis
reviewed.

Performance Tests

All the tedts in Appendix A provide data
gpplicable to this subtopic.  The physica
protection provided to classfied documents
should be observed during any tests conducted.
The following standard performance tests yield
data specifically applicable to this subtopic:

User awareness

Repository checks

Storage area entry

Emergency and specia procedures
Search procedures.

Other performance tests may be developed (e.g.,
in coordination with the physical security topic)
and used to more fully test this area. Additional
guidance for conducting performance tests is
included in the physical security systems and
protective force inspectors guides.

The document user awareness test may be
particularly applicable at facilities that have areas
dedicated to reviewing classified documents (for
example, designated rooms within alimited area)
that are used by a relatively large number of
people. Repository check tests may be
particularly applicable at facilities that do not use
electronic darm systems and rely primarily on
protective force patrols to detect security
container violations or unauthorized entry.

The CMPC topic team would not normaly
perform the last three of the listed tests unless
there are indications of problemsin those areas. If
performed, those tests would normally be
performed as joint efforts of CMPC and physical
security systems or protective force topic teams.

The information presented in this and the
following section includes activities that the
CMPC team would normally perform as part of
its review, aong with activities that other teams
usudly perform but that the CMPC topic team
might occasionally perform or participate in. The

planning activities section covers a wide
spectrum of physical protection topics so that the
CMPC team will develop a broad-based
understanding of the physical protection program
before finalizing itslist of ingpection activities.

Data Collection Activities

Review and Use Areas

A. Inspectors should interview selected security
managers, individuas, and other personne
responsible for establishing and controlling areas
where classfied information is reviewed and
used. They should aso tour the areas to
determine whether sSite-gpecific policies are
understood and  effectively  implemented.
Inspectors should determine  whether the
responsible individuals understand the locdl
policies and procedures that pertain to physica
protection and individua responsibilities. If there
are no published loca procedures, individuas
should be asked to explain al aspects of their
physical protection duties. At large centralized
areas, inspectors should focus on access controls,
the means used to verify the authorization of an
individual granted access to the area, and the
procedures for establishing need to know. At
small areas used by an individua or a smal
number of individuas, ingpectors should focus on
how the individuals control access to the area
Inspectors should aso check the physica
arrangement of selected areas to determine
whether adequate barriers are in place. Itemsto
check include (1) whether there is uncontrolled
(that is, unlocked and unmonitored) entry to the
area that could alow unauthorized access to the
area without observation, and (2) whether clear
windows, open doors, or incomplete barriers
could dlow an individua to observe classfied
information from outside the area.

Repositories and Storage Areas

B. Inspectors should interview selected security
managers and other personnd responsible for
edablishing and  controlling  centraized
repositories and storage areas, and tour selected
centralized repositories and storage areas to
determine whether DOE order requirements and
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Ste-specific  policies ae understood and
effectively implemented. Inspectors should:

Determine the means of controlling access
when the area is not secured (that is, locked,
alarmed, or both).

Review the procedures for opening the area
and placing the alarm system in access mode
(if applicable). If the procedures require the
person opening the storage area to contact the
Centra Alarm Station (CAS), note whether
the CAS has a means of verifying the identity
of the person or verifying that the person
requesting that the alarms be put in access
mode has the authority to do so.

Review the procedures for securing the area
and placing the alarm system in secure mode
(if applicable). Note whether the procedures
include provisions for checking that the areais
secure (for example, by having a second
person verify that doors are locked and sign a
log sheet).

Determine the general condition of the barriers
(that is, wadls, floors, celings, doors,
windows) and whether any obvious
unprotected penetrations are apparent (for
example, walls that do not extend to the
celing).

Verify that combination locks are used on
doors and determine when the combination
was last changed (a sticker is usually placed
near the lock or inside the door to indicate the
date the combination was changed). | nspectors
can often determine whether the built-in
combination locks meet Group I-R standards
by looking at the back cover of the lock.

If the repository is a vault, verify that the
walls, ceilings, and floor are of substantial
congtruction (that is, equivalent to an eight-
inch-thick reinforced concrete wall); aClass 5
vault door is used (look for an engraved
statement inside the door that indicates the
door class); and an alarm sensor is mounted to
detect the door opening (usualy a balanced

magnetic switch on the door or a motion
sensor directed at the doorway).

Verify that entry and exit logs are maintained.

If the storage areas are not within limited or
excluson areas, pay particular attention to
access controls and verify that the required
alarm systems and protective force patrols are
implemented.

C. At storage areas protected by alarm systems
or vault-type rooms, inspectors may elect to
determine whether adarms are operable and
whether sensor coverageisadequate. The CMPC
team would review adarm sensors only if the
physical security systems topic team is not
planning to conduct tests of alarm sensors in the
classified storage areas of interest to the CMPC
team. In such cases, the CMPC team would
normally review the operability and coverage of
sensors but would not generally address the
technical aspects of alarm systems or testing and
maintenance programs. A review of sufficient
depth for the CMPC team purposes can be
accomplished by:

Observing sensor coverage and verifying that
the sensor detection capability is not blocked.
Particular attention should be devoted to
determining whether sensors adequately cover
all viable entrances to the area (for example,
doors and windows).

Verifying that sensors are operable. This
generdly involves asking the custodian to
place the sensor in the secure mode, and then
walking around in the area to verify that an
alarmisgenerated inthe CAS. If theteam has
appropriate expertise, inspectors may aso
conduct walk tests of the sensors to verify
sensor sensitivity and coverage. Siuch tests,
which are discussed in more detail in the OA
Physical Security Systems Inspectors Guide,
involve waking from an entrance (door or
window) at a dow speed (gpproximately one
foot per second) toward a safe, cabinet, or
shelf where classified documents are stored to
determine whether an alarm is generated.
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Note: Inspectors should ensure that all
potential safety issues (including protective
force response) have been addressed before
conducting any activity that would result in
an alarm at the CAS.

D. Inspectors should conduct a detailed review
of custodian logs, records of protective force
patrols, and other required logs to determine
whether the logs and records are consistently
and accurately maintaned.  Typicaly, this
would involve sdecting a sample of records and
verifying that signatures or initids and other
information (for example, time or date) are
entered as required by dte procedures.
Experience has shown that a sample
representing two to six weeks of records (not
necessarily consecutive weeks) provides a
credible sample, dthough the sample size may
vary depending on the site procedures. At
storage areas protected by protective force
patrols, inspectors should verify that the records
demonstrate that patrols are conducted at the
required intervas (four or eght hours,
depending on the type of matter and whether the
matter isin asecurity area). |f custodian records
are being reviewed, inspectors should consider
selecting some sample records from time periods
when the primary custodian was not available
(which can usualy be determined by asking the
primary custodian when he or she last took a
vacation).

Security Areas

E. Inspectorsshould interview selected security
managers and other personne responsible for
establishing security areas. They should tour
selected security areasto determine whether DOE
order requirements and site-specific policies are
understood and  effectively  implemented.
Specific items include:

Verifying information gained during the
planing meeting, including the sze and
location of each area and the generd
description the scope and nature of the
classified interests in each area (for example,
the number of repositories in each area, the

type and level of documents being protected,
the number of employees assigned to each
area).

Verifying that the search policies and
procedures at limited and exclusion areas are
implemented as required by DOE orders and
Ste-specific policies. In particular, note the
frequency of random searches at the security
area portas and the means of selecting
personnel for searches.

Observing the methods for controlling
employee access (for example, badge checks,
card readers, Mardix booths) to each limited
and exclusion area portal.

Observing the implementation of methods for
controlling visitor access (for example,
badges, escort policies) within each limited
and exclusion area.

Observing the condition of the barriers (for
example, walls, doors, windows, fences, or
gates) and whether any obvious unprotected
penetrations are apparent (for example,
unmonitored vehicle gates).

Verifying that any entry and exit logs required
by dte-specific policy are maintained.

F. Inspectorsshould interview selected security
police officers (SPOs) at portals to determine
whether DOE order requirements and site-
specific policies are understood and effectively
implemented. Specific items to check include the
SPO’s understanding of the search policies and
procedures at each porta, the frequency of
random searches at the security area portals, the
means of selecting personnel for searches, the
implementation of methods for controlling visitor
access (for example, badges and escort policies),
and the requirements for maintaining entry and
exit logs. By comparing the responses of a small
sample of SPOs (typicaly three to five interviews
is sufficient), the CMPC team can usualy
determine whether there are any significant
disconnects between the site-specific policiesand
the implementation of those policies by SPOs.
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Security Shipments

G. Physica protection of Secret and
Confidential matter during intrasite transit should
be reviewed concurrent with the review of other
aspects of transmittal and receipt. The inspectors
should devote particular attention to:

Verifying that the procedures require the
matter to be continuously protected (for
example, continuoudy attended or in a
securely locked configuration)

Comparing the physical hardware used to
protect classified matter (for example, locks
used on ddlivery vans) to DOE order and site-
specific requirements

Veifying that individuas transporting the
matter follow applicable procedures and do
not leave the matter unattended.

H. It is generaly not practical to observe the
physical protection afforded offsite shipments.

However, the adequacy of physical protection of
offsite shipments can be determined by:

Observing the physical security at the point of
transmittal, noting in particular the means of
protecting the matter while awaiting pickup by
the courier

Observing the physical security at the point of
receipt, noting in particular the means of
protecting the matter while awaiting pickup by
the recipient

Reviewing the procedures used by employees
who transport the matter and interviewing
such persons to verify that those procedures
are understood and followed

Reviewing the contracts, memoranda of
understanding, and procedures that govern the
transport of classified matter by commercia

carrier (including rail, air, or road transport).
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Many of the basic control and handling
requirements that apply to Secret documents also
apply to Top Secret documents. Therefore, the
basic guidance regarding inspection activities
provided in Section 3 remains vaid when
ingpecting Top Secret holdings and is referred to
in this section. Additiondly, accountability for
Top Secret matter is required for Nationa
Security Information, Restricted Data, and
Formerly Redtricted Data, and  drict

accountability is gill required for al Top Secret
Sigma 14 and Foreign Government documents.
The control and protection of SCI Top Secret
documents is prescribed in DOE Order 5639.8A
and Director of Central Intelligence Directive
(DCID) 1/19, which provides guidance on the
ingpection of SCI matter. Therefore, the
ingpection of Top Secret documents focuses
heavily on access control and physical protection
and storage of Top Secret documents.
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DOE Notice 471.3

General Information

The Top Secret classifiers element of the control
of Top Secret documents subtopic includes
various requirements and responshilities.
Elements included are:

The forma appointment of Top Secret
classifiers

Classification of Top Secret documents,
including drafts and worksheets

Downgrading and declassification of Top
Secret documents

The generd and gpecific respongbilities
assigned to Top Secret classfiers are fairly
limited in scope and are delineated in detail in
DOE Manua 475.1-1A.

Top Secret accounts are not found at al DOE
facilities, and where they do exist, Top Secret
holdings are typically much smdler than Secret
holdings. Therefore, the number of Top Secret
classifiers (and dternates) is normaly very
smdl. The largest concentrations of Top Secret

documents are frequently found in SCIFs.
Specia congderations for inspecting SCIFs are
addressed in Section 6.

Common Deficiencies/
Potential Concerns

Failure to Conduct Annual
Review of Top Secret Documents

In the past, one of the duties of the Top Secret
classifier was to review Top Secret documents
annualy to determine whether they should be
destroyed or returned, or whether their
classification should change. Currently the Top
Secret classfier is no longer required to
complete this duty; however, an annua
inventory of accountable matter is still required.
Each item listed in an accountability record must
be visudly verified. All dtes must develop
procedures to ensure that al accountable matter
has been entered into the accountability system.
A report of unresolved discrepancies shal be
submitted in accordance with DOE Notice
471.3. Since the requirement for Top Secret
classfiers to conduct the annual review has been
dropped and no report of the annual review is
required, sometimes the review does not take
place. While this omisson does not
immediately affect the protection of the
documents, it can, in the long run, result in an
unnecessary accumulation of Top Secret
information.
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Planning Activities

During the planning meeting, inspectors
interview points of contact and review available
documents (for example, SSSP and CMPC
procedures) to identify:

The number and identities of Top Secret
classifiers

The volume of Top Secret documents
originated at or received by the facility
annudly

The comprehensiveness of local proceduresin
addressing Top Secret classifiers

The current protection strategy

The design basis threat, or local threat
statement if available.

Once this information has been compiled,
inspectors determine which of the Top Secret
classifiers (and their programs) will be inspected.
Usually, there are so few Top Secret classifiers
that they can al be inspected. If that is not the
case, a sample of Top Secret classifiers can be
selected for ingpection.

Performance Tests

As explained more comprehensively in Section
4.3, the following standard performance tests
yield data applicable to Top Secret classifiers:

Document accountability front check
Document accountability back check.

During these performance tests, inspectors will
observe al markings to ascertain whether
certified classifiers have properly reviewed the
documents. Sample scenarios for these
performance tests are provided in Appendix A.

Data Collection Activities

During the ondte ingpection, Top Secret
classfiers should be interviewed to determine
whether their Top Secret classification authority
is current and to determine the frequency of their
classification reviews, as well as how well they
know their responsbilities and how they fulfill
those responsibilities.  Inspectors should aso
review program records and Top Secret
documents to determine whether the Top Secret
classifiers are correctly performing their various
duties.
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General Information

This element deals with the markings and cover
sheets required on Top Secret documents and
folders, and with theformsrequired for processing
and using Top Secret documents. These forms
include:

Standard Form (SF)-703, Top Secret Cover
Sheet

DOE Form 5635.3, Classfied Document
Receipt

DOE Form 1540.2, Courier Receipt

DOE Form 5635.9, Destruction Record

DOE Form 5639.2, Reporting Unaccounted-for
Documents.

General requirements for marking classified
documents also apply to Top Secret documents,
however, some additiona requirements apply to
Top Secret. As with other classified documents,
DOE requires the DOE holder to ensure that all
Top Secret documents possessed are properly
marked. This requirement applies whether the
documents are originated by the holder's
organization or received from another source. With
some exceptions, primarily SCIFs, most DOE Top
Secret accounts do not originate or receive alarge
number of documents.

Common Deficiencies/
Potential Concerns

Top Secret marking requirements and common
problems are basically the same as those for other
classification levels. These are discussed in detall
in Section 3.

Required Forms Not
Available or Not Used

A number of forms specific to Top Secret
documents are required. Often, they are not used
as required because they are not readily available
to those who need them. Inspectors should check
to seethat the formslisted above are available and
are being used.

Planning/Data Collection

The planning and data collection activities
applicable to this element are essentially the same
as those explained in Section 3.1, “ Generation.”
The primary differences in inspecting Top Secret
Markings and Forms are that when inspecting this
area, inspectors will:

Ded with fewer people (Top Secret custodians)
Deal with fewer and smaller accounts

Usually have aless complicated sampling task.
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General Information

The Top Secret subtopic of the Classified Matter
Protection and Control topic encompasses the
various  requirements and  responsbilities
assigned to Top Secret custodians:

Accountability and accountability records
Inventories and inventory reports

Access control

Receipt and transmission

Storage

Destruction

Annual retention, destruction, and
downgrading reviews

Unaccounted-for and compromised documents
Reporting requirements.

Cudtodians and alternate custodians are
responsible for al aspects of the control and
protection of Top Secret documents, including dl
aspects mentioned above. Top Secret custodian
reponsibilities  dedling with  receipt  and
transmittal, storage, and destruction are addressed
in detall in later portions of this section.

Organizations holding Top Secret documents
normally have one Top Secret account, and
designate one Top Secret custodian and up to
three aternate custodians. If circumstances
warrant, additional custodians may be approved
and designated. If an organization maintains a
SCIF or SAPs, it may maintain additionad Top
Secret accounts for those entities. Generdly, the
Top Secret holdings at most facilities are limited,
are centrally located, and involve few persons.

Common Deficiencies/
Potential Concerns

Inadequate Training

Training for custodians suffers from some of the
same deficiencies identified in Section 2.1.
Because there are usually only a few custodians,
few facilities develop training programs that
specificaly address Top Secret control system
functions.

Access Control

Each dite that maintains a population of Top
Secret documents is required to establish and use
a control system to prevent unauthorized access
to or unauthorized remova of classfied
information. Accountability systems congtitute
another control used to provide a system of
procedures that provide an audit trall and to
recognize those who have had access to Foreign
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Government Top Secret materia, Sigma 14, and
any other matter that requires accountability by
national, internationd, or  programmatic
requirements. |nspectors reviewing these systems
and sations should determine whether they
function as required and implement the most
current protection policies. Common deficiencies
are untrained personnel, persons who do not have
appropriate access authorizations working in
close proximity to classfied matter, outdated
procedures, and need-to-know concerns.

Failure to Perform (or Late)
Annual Inventories

Some custodians do not perform the annual Top
Secret inventories when required. If inventories
are not performed at the required intervals, the
likdlihood of inaccuracies in the accountability
system increases.  If inspectors find that
inventories are not being performed a the
required frequency or not being performed at al,
they should conduct both front and back check
performance tests to determine the accuracy of
the Top Secret accountability system.

Missing Documents

Occasiondly, a facility is unable to locate one or
more documents in the sample selected for the
document accountability front check.  Any
documents that are not found are considered
missng, and the facility should initiate the
required actions. The actions are outlined in
Section 3.3 of this Inspectors Guide and detailed
in DOE Notice 471.3.

Sometimes  documents are  misfiled or
accountability records reflect incorrect locations.
The fecility should be given every opportunity to
locate missing documents during the data
collection period.  However, searching for
documents is the facility’s responsibility, and
inspectors should not waste time trying to track
down documents.

Documents Not in Accountability

The common deficiencies found when inspecting
Top Secret document accountability systems are

the same as those found in accountability systems
for classfied documents (see Section 3.3,
“Accountability”).

Sometimes, Top Secret documents are found not
in accountability. While such cases usudly
surface during document accountability back
checks, they may be encountered during any
ingpection activity involving document review.
The types of documents that are most likely to be
out of accountahility include:

Reproduced copies of other documents
Computer media (diskettes, removable hard
drives, etc.)

Computer printouts

Viewgraphs and dides

Security repository combinations (SF 700)
Photographic prints and negatives

Drafts and worksheets (athough these are not
normdly in the main accountability system,
they should be under some form of liging).

Even isolated deficiencies concerning Top Secret
Foreign Government or Sigma-14 documents are
significant; and inspectors finding documents
such as punch cards, viewgraphs, or computer
media out of accountability may reasonably
conclude that the same problem may exist with
gmilar documents a the ste Further
investigation is warranted.

Inaccurate or Incomplete
Accountability Record Data

Certain elements of information are required to
dlow the podtive identification of specific
documents and to provide a clear audit trail for all
documents. Errors and omissions on records can
make it difficult to identify and track documents.
While such problems can occur with any type of
record, data entry errors are probably more
prevalent in automated records. Inspectors
should be dert to the significance of the missng
or incorrect data elements and should determine if
an adverse trend exists.
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Failure to Maintain an Audit Trail

Maintaining an audit trail for each document
requires records indicating the current location or
disposition of the document, including receipts
for transferred documents and records of
destruction for destroyed documents. Sometimes,
documents are transferred off site (or “loaned”)
without proper receipting. Receipts for
documents transferred off site may not be
returned, or may not be kept on file. Smilarly,
destruction records may not be completed or kept
onfile.

Top Secret Drafts Not
Properly Accounted For

One of the most common deficiencies involves
drafts more than 180 days old that have not been
properly documented or entered into a formal
accountability system. Another less common
problem is not bringing drafts into accountability
when they are distributed to anyone outside the
office they originated in.  Inspectors aso
frequently find that athough drafts are usualy
marked with the classfication level, many times
they are not marked with the category or contain
al required markings.

Planning Activities

The planning activities described in Section 3.3,
“Accountability,” are aso applicable to this
subtopic. Although the same procedures may be
followed, the limited number of Top Secret
accounts and their typicaly smdler sze should
make sampling less complicated.

Performance Tests

Since the Top Secret Custodian is responsible for
most aspects of Top Secret control and
accountability, the following performance tests
provide data pertinent to this area:

Document accountability front check
Document accountability back check
Receipt and transmittal

Document reproduction

Document destruction.

Sample scenarios for these performance tests are
provided in Appendix A.

Other performance tests may be developed and
used if needed to more fully test aspects of Top
Secret custodian functions. For example, a
facility staff member who does not have the
appropriate clearance or aneed to know could be
recruited to attempt to get a Top Secret document
through normal, overt procedures. A successful
attempt would indicate that procedures are less
than adequate or that some individuals are not
thoroughly familiar with their respongbilities; in
any case, this would signify the need for further
investigation. Care should be taken by inspectors
to prevent actual access to classified information
by an unauthorized individud.

Data Collection Activities

The data collection activities described in Section
3.3, “Accountability,” apply to the accountability-
related portions of this edement. However,
ingpectors should aso interview Top Secret
custodians and alternates and review appropriate
program records to determine whether:

Top Secret custodians are properly designated.

Inventories are conducted and reported
properly.

Proper access control is maintained.

Top Secret custodians are properly carrying
out their other specific responsibilities.

Required local procedures are in place, up to
date, and accurate.
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General Information

A basic overview of DOE requirements for
receipt and transmittal of classified documents is
provided in Section 34, “Receipt and
Transmittal.” It is unusua to find that Top Secret
documents have been transmitted from one site to
another (outside of SCIFs). However, due to the
potentially grave impact on national security
resulting from the loss or compromise of Top
Secret documents, DOE has imposed very
stringent controls on receipt and transmittal
procedures. This section will look at these
controls as they pertain to:

Receipt of Top Secret documents from off site
Transmittal of Top Secret documents off site
Intra-site transfer of Top Secret documents
Hand-carrying Top Secret documents.

Responsibility for the receipt and transmittal of
Top Secret documents is assigned to the facility
Top Secret custodian, who is personaly
responsible for all actions associated with receipt
and transmittal. This includes the responsibility
for receiving, accounting for, marking, wrapping,

transmitting, and storing Top Secret documents
held by the facility.

Receipt of Top Secret
Documents from Off Site

Top Secret DOE documents may be transported
between DOE security areas, by a courier, or
transmitted over approved communications
networks, as prescribed in DOE Order 200.1,
Information Management Program for Secure
Communications Requirements.  Inspection
interest normally begins at the point of receipt of
an eectronic Top Secret document or when aTop
Secret document is transferred between a courier
and the Top Secret custodian. The ingpection
effort continues through processing, initia
storage, and eventua retransmittal or destruction.

Initial procedures for receipting begin with the
physicd examination of packaging to postively
identify the parcel and to detect any evidence of
tampering. If no tampering is detected and the
package matches the description on the courier
receipt (DOE Form 5635.3 or a comparable
receipt), the receipt is signed and given to the
courier.

The next step is for the Top Secret custodian to
open the package and examine the contents
aganst the receipt packed inside the inner
envelope.  If descriptions match materias
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received, the receipt is signed and returned to the
sender. If the documents are not as described,
have been missent, were tampered with, or were
improperly packaged, the sender’ s security office
must be contacted immediately and appropriate
action taken.

When Foreign Government, Sigma-14, or Top
Secret documents are transferred, formal
accountability must be updated to indicate their
location. Incoming documents must aso be
reviewed to ensure that their markings meet DOE
standards. Any deficiencies must be corrected
(see Section 4.2, “Top Secret Markings and
Forms’).

The receipt process generally terminates with the
signed receipt being returned to the courier and
the storage of the Top Secret document by the
Top Secret custodian. Such storage should be
inspected. The requirements for the physical
protection and storage of Top Secret documents
are discussed in Section 4.7, “Physical Protection
and Storage.”

Transmittal of Top Secret
Documents Off Site

Transmitting Top Secret documents off site is
basicaly the reverse of the receipt process. The
process begins with the Top Secret custodian
preparing documents for transmittal by wrapping
them in two opaque envelopes. DOE Form
5635.3, or areceipt comparable in content, which
describes the classified contents, is enclosed in
the inner envelope. Receipts shal not contain
classified information. If enclosing the receipt in
the inner envelope is not practical, the receipt
may be sent to the recipient with the required
advance notification of the shipment, or the
receipt may be hand-carried. A copy of the
receipt is maintained in a suspense file until the
recipient returns a signed copy. The Top Secret
custodian then turns the package over to the
courier for transmittal under signature service.

Top Secret Documents

The transfer of Top Secret documents within a
security area generaly follows procedures smilar
to those used for offsite transmittal and receipt.
However, DOE Form 5635.3, Classfied
Document Receipt, is used instead of DOE Form
5650.1, and the documents may be placed in a
folder for transport. The Top Secret custodian,
courier, or aternate Top Secret custodian may
accomplish the actua transfer within the security
area.

Hand-Carrying
Top Secret Documents

Hand-carrying must be limited only to those
unusual dtuations outlined in DOE Manud
471.2-1C and generally used only when other
means of transmission are unfeasible. Hand-
carrying between security areas can be
accomplished by one DOE employee who hasthe
proper clearance and has been specificaly
authorized to perform courier duties.

Common Deficiencies/
Potential Concerns

The receipt and transmittal of Top Secret
information has been inspected so infrequently
that trends or common deficiencies have not been
identified.  Potential concerns that should be
reviewed during inspections are the same genera
problems discussed in Section 3.4, “Receipt and
Transmittal.”

Planning Activities

Inspectors interview points of contact and review
available documentation (for example, SSSP,
CMPC procedural guide, and any specidized
procedures) during the planning meseting to
characterize the classified document receipt and
transmittal procedures. Key activities include:
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Contacting the dte€'s control dations to
determine any existing problems and to obtain
alisting of documents charged to the activity
to be inspected

Identifying procedures used by the facility to
receive and send Top Secret documents off
dte

Identifying methods used to verify classfied
mailing addresses before documents are sent
off dite

Determining the location of facility security
areas and how documents are transferred
between security areas

Identifying any specific instructions governing
the transfer of Top Secret documents to other
government agencies or outside entities

Determining  detalls  concerning  loca
personnel authorized to serve as couriers for
Top Secret documents.

Once inspectors understand the Top Secret
receipt and transmittal program, they should
determine which elements of the program are
critica to the effective transfer and physica
protection of documents, and which of these will
be inspected. Activities to be considered include:

Courier transfer procedures

Receipt procedures

Accountability procedures

Use of required special DOE forms

Dispatch procedures

Interim storage and physica protection
procedures

Local courier procedures.

Many Top Secret receipt and transmittal elements
can be inspected in conjunction with other Top
Secret review activities. For example, inspection
of receipt and transmittal provides the
opportunity to look a markings, Top Secret
custodian duties, and required Top Secret forms.

Performance Tests

The relative infrequency of Top Secret transfers
at most sites normally precludes observing actua
receipt, transmitta, and transfer actions.
Consequently, performance testing  usudly
represents the best method of checking local
procedures and the knowledge of responsible
personnd.

The following standard performance tests can be
used to gather data applicable to this subtopic:

Document receipt
Document packaging
Document transmittal.

Sample scenarios for these performance tests are
provided in Appendix A.

Other performance tests may be developed and
used to more fully test aspects of the receipt and
transmittal process. For example, personnel
locally authorized as couriers could be required to
demonstrate transfer of smulated Top Secret
documents between sSite security areas to
determine whether all required procedures are
followed.

Data Collection Activities

Receipt of Top Secret
Documents From Off Site

A. It isusudly best for ingpectors to begin by
discussing receipt procedures with the Top Secret
custodian to determine how requirements are met
by local programs. When possible, actua transfer
procedures should also be reviewed to ensure that
DOE custodians and couriers closely check
materials for which they are signing, return
receipts, and file required reports. Procedures
should be observed to determine whether Top
Secret documents are reviewed for proper
marking and documentation.

B. Ingpectors should observe internd
digtribution to determine whether documents are
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properly protected while en route to their storage
location.  Storage facilities should also be
checked to ensure that they meet DOE
requirements and have current documentation
(for example, combinations).

Transmittal of Top Secret
Documents Off Site

C. Review of procedures and discussions with
the Top Secret custodians are often sufficient to
determine the adequacy of transmittal actions.
However, a a minimum, inspectors should
review the adjustment of accountability records,
preparation and suspenson of  recepts,
packaging, verification of classfied mailing
addresses, access controls, physical protection,
and methods used to transfer Top Secret material.

D. Thisis aso a good time for inspectors to
look at the facility suspense file to determine
whether proper and timely follow-up is being
accomplished for documents that have aready
been transferred. If no documents are currently
suspended, older (cleared) receipts are normally
available and can be used in conjunction with
interviews to indicate program effectiveness.

Intra-site Transfer of
Top Secret Documents

E. The transfer of Top Secret documents
between security areas of the facility incorporates

many of the elements found in offsite receipt and
transfer. Inspectors should tailor their inspection
activities accordingly, once they understand the
system in use a the sitee. When available,
elements to be ingpected should include:

The actua method used to courier the
documents

Authorization of the couriers involved

Accountability adjustment and tracking
procedures

Packaging
The physical security afforded the documents.

Hand-Carrying
Top Secret Documents

F. As indicated earlier, hand-carrying of Top
Secret documents is to be generdly limited to
those gtuations in which more traditional means
of transmisson are unfeasible. If the facility
indicates that hand-carrying of Top Secret
documents is a necessity, the procedures should
be reviewed carefully, using current guidance
promulgated by DOE.

4-14

June 2002



Classified Matter Protection and
Control Inspectors Guide

Section 4—Control of Top Secret Documents

Section 4.5

Reproduction

Contents

Planning ACHVILIES.........oovviiiiiieeiee e
PerformanCe TERS......ov vt
Data Collection ACHVITIES......ccvveeeieieee e

References

DOE Manual 471.2-1C

General Information

A basic overview of the reproduction of classified
documents and relevant DOE requirements is
given in Section 3.5, “Reproduction.” DOE
requires Top Secret documents to be more
rigoroudy protected during reproduction since
compromise would have a more serious impact
on national security.

As with other classfied documents, the
reproduction of Top Secret documents includes
not only requirements pertaining to the specifics
of reproduction, but also related eements,
induding:

Physica protection
Marking
Documentation
Forms
Accountability.

DOE requires that classified matter be protected
continuously and has mandated strict controls to
ensure that Top Secret documents receive the
highest level of protection possible. Controls
generdly include those applicable to the
reproduction of Secret documents:

New Top Secret documents must receive
appropriate markings.

Accountable reproduced documents must be
entered into accountability.

DOE dso requires in some instances that
permission to reproduce Top Secret documents be
obtained from the originator of the origina
document. The only exceptions occur when DOE
Headquarters reproduces documents pertaining to
programs under its jurisdiction, or when the
documents are compiled for the Secretary.

The reproduction of Top Secret documents
encompasses both copying and printing.
However, Top Secret reproduction occurs so
seldom that &t most facilities it is limited to the
occasiond copying of a document. Section 3.5,
“Reproduction,” discusses the methods, the
identification and characterization of systems,
and the features and problems associated with
ingpecting reproduction procedures.

Common Deficiencies/
Potential Concerns

Top Secret documents are reproduced so rarely
that specific trends or common deficiencies have
not been identified. Potential concerns are the
same as those found relative to the reproduction
of Secret documents, discussed in Section 3.5:
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Adeguate procedures are not developed or
available.

Permission is not obtained.

Documents are not in accountability.
Photocopy = machine  procedures  are
inadequate.

Planning Activities

Planning activities closely pardle those used
for inspecting the reproduction of Secret and
Confidentia  documents. Activities include
interviewing points of contact and reviewing
avalable documents to develop a clear
understanding of how the reproduction process
is organized, who is responsible for each facet,
and any local procedures that may have been
developed to govern the process.

Once inspectors understand the classified
document reproduction program, they should
determine which organizations and facilities
will be inspected. Normdly the actua
inspection of Top Secret reproduction can be
done efficiently in conjunction with the other
Top Secret subtopics.

Performance Tests

If questions arise concerning procedures or
their adequacy, performance testing may
establish a clear picture of loca procedures and
the levd of competence of those individuas
normally assigned to reproduce Top Secret
documents.

The following standard performance tests apply
to this area:

Document accountability front check
Document accountability back check
Reproduction.

Sample scenarios for these performance tests
are provided in Appendix A.

Other performance tests may be developed and
used to more fully test any aspect of the
reproduction of Top Secret documents. For
example, appropriate personnel  could be
required to reproduce a smulated classified
document using a particular piece of equipment
to determine whether they follow al required
procedures.

Data Collection Activities

A. When inspecting Top Secret copying, it is
useful for ingpectors to concentrate on
determining whether reproduction equipment is
located in secure areas, whether each machine
is posted with appropriate procedures for
classfied duplication, and whether equipment
is used properly. Since Top Secret
reproduction seldom occurs during the
ingpection, it is unlikely that the actua process
can be observed. However, discussion with the
Top Secret custodian is usudly sufficient to
determine whether requirements are understood
and followed.

B. Printing or centraized facilities authorized
for Top Secret reproduction require a more
complex inspection process. The inspection
normaly would begin with a tour of the facility.
Discusson with facility personnd may be
sufficient to determine whether appropriate
protection policy has been implemented and
whether approved procedures are followed.
Additiondly, data gathered in the other Top
Secret areas can provide information on
accountability, marking, authentication, and
physica protection of reproduced documents.
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General Information

A basic overview of DOE requirements for
destruction of classified documents is given in
Section 3.6, “Destruction.” Due to the serious
impact on national security that the loss or
compromise of Top Secret documents represents,
DOE has imposed even more stringent controls
on Top Secret accountable document destruction
and handling. These additional controls include:

All destruction must be accomplished in the
presence of an official witness.

An audit tral must be mantaned until
destruction.

Destruction procedures must ensure that no
portion of the document can ever be
reconstructed.

Common Deficiencies/
Potential Concerns

The destruction of Top Secret documents has
been inspected so infrequently and occurs so
seldom that trends have not been identified or
common deficiencies encountered. Analysis of

the actions required to destroy Top Secret
documents can be used to identify potentia
concerns that should be reviewed during
ingpections.  These concerns closdly pardlée
those encountered in the destruction of Secret and
Confidential documents:

Adequate procedures are not developed or
available.

Accountability is not maintained up through

the time when the documents are physically
destroyed.

Documents are not adequately protected.

Unapproved equipment is used.

Equipment does not work properly.

Equipment isimproperly used.
Planning Activities
Inspectors interview points of contact and review
avalable documentation (for example, SSSP,
CMPC procedurd guide, and any specialized
procedures) during the planning meseting to

characterize the Top Secret destruction process.
Key elementsinclude:

June 2002

4-17



Section 4—Control of Top Secret Documents

Classified Matter Protection and
Control Inspectors Guide

Contacting the site DOE Top Secret custodian
to identify any existing problems and to obtain
a lising of documents destroyed by the
activity being inspected

Identifying procedures used by the facility to
destroy Top Secret documents (for example,
disintegrators or incineration)

Determining the location of destruction
facilities

Identifying
requirements.

approved  exceptions  to

Once inspectors understand the Top Secret
destruction program, they should determine the
critical elements of the program, and which of
these will be inspected.  Activities to be
consdered include:

Courier transfer procedures to the destruction
facility

Accountability adjustment procedures

Use of required DOE forms

Equipment usage and effectiveness

Residue size and handling.

Performance Tests

The following standard performance test can be
used to gather data applicable to this area:

Document destruction.

A sample scenario for this performance test is
provided in Appendix A.

Data Collection Activities

The relative infrequency of Top Secret
destruction a most sStes usualy precludes
observing the actua process. Discussion with the
Top Secret custodian and dternates can provide
an indication of their knowledge and how loca
procedures are implemented. However,
performance testing is usually the best way to
check the actual procedures and the knowledge of
responsible personnel. Such tests are easly
constructed by asking Top Secret custodians to
duplicate the actual actions required by sSite
procedures for destruction of a Top Secret
document.
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DOE Order 471.2A, Chapter 1V

DOE Order 5632.1C

DOE Order 5639.8A

DOE Manual 471.2-1C

DOE Manual 471.2-1B, Chapter 111.1.2.3

DOE Manua 5632.1C-1, Chapter IX

DCID 1/19

DOE Order 470.1 Change 1, with extension,
Chapter VIII

DOE Manual 471.1, Chapter 111

DOE Manua 5632.1-C1, Chapters, 11, VI, VIII,
and IX

The references presented in Section 3 for physical
protection and storage of Secret and Confidentia
documents are aso applicable to protection of
Top Secret documents. These references cover
repositories, locks, intruson detection systems,
limited areas, exclusion areas, badges and passes,
the protective force, document storage, review
and use of documents, and transfer of documents.
The references listed here identify additiona
requirements that are specifically applicable to
Top Secret documents.

General Information

The scope of the Physical Protection and Storage
element is defined in Section 3.7. Aswith Secret
and Confidentia documents, the inspection of
these elements is normally a coordinated effort
involving the computer security, physical security

systems, protective force, personnd security, and
CMPC topic teams.

Section 4.3, “Top Secret Control Systems: Access
and  Accountability,”  contains  additiona
information about physica protection of Top
Secret documents in use, which is the
responsibility of the facility’s CMPC manager
and the Top Secret custodians. Section 4.4,
“Receipt and Transmittal,” contains additiona
information about protection of Top Secret
documents in trangit. Data processing systems
that process, store, transfer, or provide access to
Top Secret information may require additional
protection as set forth in DOE Manua 471.2-1B,
Chapter 111, regarding non-standard storage. DOE
Order 5639.8A contains specia requirements
gpplicable to Foreign Intdligence information
and SCI. Special requirements for the protection
and storage of such Top Secret information is
found in DCID 1/19. The required practice is to
store such information within a SCIF and to apply
the extensive physical protection standards for
SCIFs. The specid requirements that apply to
SCIFs are discussed further in Section 6, “ Specid
Programs.”

DOE ordersrequirethat Top Secret documentsbe
afforded a high degree of protection while in use,
storage, or transit. The requirements for physica
protection and storage of Top Secret documents
are smilar to those for Secret and Confidential

documents, athough the specific requirements
are more stringent because of the potentially more
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serious conseguences associated with the loss or
compromise of Top Secret information.

DOE orders permit the storage of Top Secret
matter in a locked, GSA-approved security
container with one of the following supplemental
controls.

Under intruson-detection aarm protection
with a protective force response within 15
minutes of annunciation of the alarm

Under protective force inspection every two
hours

Security container equipped with a lock
meeting Federal Specification FF-L-2749,
only if the container is located in a limited,
exclusion, protected, or material access area

Within a limited, excluson, protected or
material access area randomly patrolled by
the protective force at least once every eight
hours during nonworking hours. At least 25
percent of the containers in these areas must
be inspected once every 24 hours, if the
facility has alarge number of containers.

Top Secret documents may also be stored in an
gpproved vault meeting the criteria established
in DOE Manual 5632.1C-1. The vault shall be
equipped with intruson-detection protection
with a protective force response within 15
minutes of aarm annunciation. When vault-type
rooms are used to store Top Secret matter, they
aso must meet the criteria established in the
above referenced manua and approved by the
cognizant DOE element. Vault-type rooms must
be under intruson detection adarm protection
with protective force response within 15 minutes
of darm annunciation. The vault-type room
shal be located within a limited, exclusion,
protected, or material access area.  When Top
Secret matter is located outsde of a limited,
exclusion, protected, or material access area, in a
vault-type room that has been approved by the
locd cognizant DOE eement, the room shall be

under intrusion-detection alarm protection with a
protective force response within five nminutes of
aam annunciation.

The physical protection requirements apply to al
forms of documents and matter at the facility (for
example, blueprints, viewgraphs, photographs,
microfiche, and classified parts). When planning
ingpection activities, it is important that the
inspectors consider al forms of Top Secret matter
at the inspected facility.

Few DOE facilities have Top Secret documents,
and most that do have only a smal number of
locations where those documents are used or
stored.  Most frequently, the Top Secret
documents are stored in a separate safe within a
centralized repository protected by dam
systems.

Common Deficiencies/
Potential Concerns

Most facilities store Top Secret documents in
accordance with DOE requirements. However,
deficiencies similar to those identified in Section
3.7, “Physica Protection and Storage,” and those
listed below have been noted a Top Secret
repositories on afew occasions.

Alarm systems have not been tested.

Alarm heads in storage locations do not
provide adequate protection.

Intrusion-detection systems are not in place.

The movement of equipment in storage
locations has blocked alarm heads.

Although  deficiencies  involving  physca
protection of Top Secret documents are not
common, inspectors should review the list of
common deficiencies presented in Section 3 when
Top Secret storage repositories or transfer
procedures are reviewed to determine whether
such deficiencies are present.
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Planning Activities

Inspection activities for physicd protection and
storage of Top Secret documents are essentially
identica to those used to review Secret and
Confidentia documents. Inspectors should refer
to Section 3.7, “Physical Protection and Storage,”
for a detailed discussion of those activities. The
information below supplements the information
in Section 3.7 and presents a few additional
activities that are specific to the review of
physical protection and storage of Top Secret
documents.

In addition to the information identified under
Planning Activities in Section 3.7, inspectors
should collect the following information (through
interviews with points of contact and reviews of
available documentation) at facilities that have
Top Secret documents:

The number of repostories in which Top
Secret documents are currently stored or
authorized to be stored; this includes the scope
and nature of the Top Secret classified
interests in each area (for example, the
approximate number of documents stored in
each repository)

The location and physical protection measures
in place a each repogtory, including:
whether the repository is within a limited or
excluson area, the methods for controlling
employee access to the repository, the
methods for controlling visitor access, the type
of repository (for example, vaults, \ault-type
rooms, safes, or GSA -approved cabinets), the
type (if any) of alarm system and its coverage,
the frequency of protective force patrols, and
whether any additional measures are used to
protect the repositories (for example,

repository 1ogs)

All means of intrasite and intersite trandt
authorized at the facility to transport Top
Secret documents

The procedures used by couriers and escorts
who transfer Top Secret documents

Approved exceptions to requirements that
affect Top Secret documents.

Once ingpectors understand the structure of the
Top Secret document physical protection and
storage program, they should determine which
organizations, centrdized repositories, individua
repositories, review and use areas, and security
shipments will be reviewed in more depth during
the inspection. Because most facilities have only
a small number of Top Secret repositories, it is
generally practica and advisable to inspect al
organizations that possess Top Secret documents
and al centralized or individua repositories
where Top Secret documents are stored.
Typicadly, for reasons of efficiency, inspectors
cover other CMPC Top Secret elements at the
same time as the physical protection and storage
element.

Performance Tests

As with Secret and Confidential documents, al
thetestsin Appendix A provide data applicableto
this element, and the physical protection provided
to classfied documents should be observed
during any tests conducted. Additional guidance
applicable to performance tests is provided in
Section 3.7, “Physica Protection and Storage.”

Data Collection Activities

A. In addition to the information in Section 3.7,
“Physical Protection and Storage” (specifically
review and use areas, repositories and storage
areas, and security areas), inspectors should
interview sdected (preferably dl) CMPC
managers and Top Secret custodians to determine
how they implement their respongbilities. In
particular, they should determine how the Top
Secret custodians assure that persons who ask to
review Top Secret documents are appropriately
cleared and have a need to know. Inspectors
should aso determine how the Top Secret
custodians maintain control of documentsthat are
being reviewed by other persons (for example,
specialy designated review areas, continuous
attendance during the review).
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B. In addition to the activities under the
Security Shipments subsection of Section 3.7,
inspectors should interview selected Top Secret
custodians and couriers to determine how the
procedures for protecting Top Secret documents
in transt are implemented. The ingpectors
should devote particular attention to verifying
that:

The procedures are appropriately updated.
The procedures require the documents to be

transported by Department-approved
couriers.

The Departmental couriers and escorts have
the required clearances and identification
cards.

Procedures are developed for Top Secret
document transfers, and the individuas
authorized to transport Top  Secret
documents understand and follow applicable
procedures.
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CONTROL OF CLASSIFIED MATERIALS

Contents

This section addresses inspection activities
regarding the control of dassified materials or
parts. As is the case for classified matter,
classfied materia protection strategies do not
aways include accountability systems. Classified
materias include chemical or metallic substances
(metals, fabricated or processed items, parts,
assemblies, tools, and equipment). SNM may aso
be classfied due to its composition,
configuration, or other factors.  Classified
configurations of SNM must meet the applicable
SNM protection requirements for the category
and attractiveness level of the material, aswell as
the requirements for protection of the classified
information. These protection requirements are

frequently more stringent than those for other
classified materias in genera. Normaly, the
CMPC topic team reviews the measures in place
to protect the classfied materid and, when
required, to maintain of accountability. However,
the material control and accountability of SNM
would not normaly be included in the scope of
this subtopic since the more restrictive SNM
protection requirements apply and are inspected
by the physica security systems and material
control and accountability topic teams;
integration between these teams and the CMPC
team is essentia to ensure complete coverage of
the status of protection provided for classified
material.
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General Information

The Classfied Materid Marking eement
includes the specific requirements pertaining to
classfication level and category markings on
classified materials. Classified materia includes
such items as equipment, components, and parts,
which may be in various stages of manufacture.
DOE palicy requires that classified materials be
marked, by some suitable means, with
classfication level and category and *“other
necessary extra markings,” which would include
(for Secret and Top Secret) seria number or other
marking suiteéble  for  identification  for
accountability purposes when accountability is
required.

Classified material marking practices vary widdy
within the DOE community. Essentidly, each
facility possessing classfied materids has a
unique gpproach to marking. Depending upon
the size, shape, composition, function, degree of
completion or postion in the production cycle,
etc., items may be marked by:

Painting (stenciling)
Stamping
Engraving

For various reasons, some facilities do not mark
the clasdfied item itsdf, but may mark its
container or covering, or may indicate
classfication information on accompanying
paperwork. Some practices may require formal
exceptions from DOE Headquarters.

Responsbility for marking classfied materid
aso varies from facility to facility, particularly at
facilities that fabricate materials. In most cases,
the classfication level and category of the
material is known before the item is fabricated,
and the actual marking is often included as a step
or requirement in the production process.

Some unique problems may be encountered in
inspecting classified parts. For example:

Materidls may be a a point in the
manufacturing process where they are not
accessible to the inspector, eg., in a kiln,
glovebox, or autoclave.

Some parts may have already been assembled
and incorporated into larger units or
assemblies.

The classfication level of some parts may
change as the part progresses through
production or reclamation cycles.
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Common Deficiencies/
Potential Concerns

The most common deficiency encountered in this
subtopic is failure to properly mark classfied
materias. Even though DOE requirements alow
sgnificant latitude in marking methods, materias
are frequently not marked at al. The reasons for
this vary: in some cases the production process or
the precise composition of the materia makes
marking impractical or impossible; in other cases
the materid may be too smdl to mark in a
practical manner. In such cases, there may be
acceptable aternatives to marking the material

itself. Other aternatives, when used, should be
formaly approved by DOE. However, such
approva is often not sought. In other cases
category markings are omitted because the
origind engineering drawings do not show
category markings. Additionally, parts are often
incorrectly marked when the process involves
rollup or rolldown of components into new forms
with different classification levels.

Planning Activities

During the planning meeting, inspectors
interview points of contact and review available
documentation (e.g., SSSP, CM PC procedures) to
characterize material marking at the facility much
in the same way as described in Section 3 for
Secret matter. Elements to cover include:

Types and quantities of classified materials on
hand

Which organizations or individuds are
responsble for marking materidsand
ensuring that materias are properly marked

Method(s) used to mark materials on hand.

The next step is to determine which materias to
ingpect.  Depending upon the quantity of
materials present, it may be necessary to use
sampling techniques to inspect this subtopic.
The sampling guidance provided in Appendix B
is applicable to this subtopic. Another gpproach
is to choose the highest-value material items for
ingpection.  These would include locations
having weapons trainers or mockups (typicaly
containing al interna bomb components except
SNM and high explosives, and referred to as
Nuclear Explosive Like Assamblies), weapons
assemblies,  subassemblies, and  individud
weapons components.

Performance Tests

If the inspected site has any accountable material
items, the following standard performance tests
yield data applicable to this subtopic:

(Materia) front check
(Material) back check.

Sample scenarios for these performance tests are
provided in Appendix A.

Data Collection Activities

A. Inspectors should interview the selected
individuals responsble for materid marking
(and/or ensuring that materia is properly marked)
to determine whether site-specific procedures are
understood and implemented. Inspectors should
also determine the actual marking practices.

B. Inspectors should examine the selected
population or sample of classfied materials to
determine whether they are properly marked.
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General Information

Although rare, when accountability for non-SNM
classfied materid is required, the Classfied
Materia Accountability subtopic encompasses
the same requirements as for accountability of
Secret and Top Secret matter. At some Sites,
Confidentidl materid may dso be in
accountability.

Current DOE orders do not specifically address,
in  sufficient detail, classfied materid
accountability requirements. However, OA’s
position, concurred in by Headquarters and
generally accepted by the fidd, is that
accountability requirements for material generally
mirror those for documents. (Section 3 discusses
how document accountability systems are to be
ingpected.) In other words, a a minimum, items
must be assgned unique identifiers,
accountability records must be maintained, and
the records must provide a clear and complete
audit trail of each item from creation (or entry
into DOE custody) to destruction (or transfer
from DOE custody). Records must indicate

the current location of each item, and must reveal
the loss or unaccountability of any item.

Ingpection of this subtopic generally centers on
determining whether accountability records
accurately reflect accountable holdings—that is,
determining whether dl material on the recordsis
present; al material present is on the
accountability records; and accountability records
provide a clear audit trail for al accountable
material.

The accountability record systems typicaly
employed for classified materias may differ from
those used for classified documents, in that often
they are not designed solely to account for
classfied material. Classified equipment may be
carried on a property accounting system, which
may include al physica property, both classfied
and unclassified. Classfied parts may be
accounted for by means of a production control
system, apartstracking system, or another similar
(frequently commercia) system, which could
include all parts, classified and unclassified. Any
of these systems could be automated or manual.
The discusson of accountability systems
contained in Section 3.3, “Accountability,” is
generaly applicable to this subtopic and should
be reviewed.
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Common Deficiencies/
Potential Concerns

Materials Not in Accountability

Materials that should be in accountability, but are
not, are often identified during accountability
back check performance tests. Material not in
accountability may aso be encountered during
any ingpection activity involving materid. The
materils most commonly found to be out of
accountability are those received from off Ste,
rather than those manufactured or fabricated on
gte. While individud deficiencies of this nature
do occur, sometimes an entire lot or shipment (or
portion thereof) may be l€eft out of accountability.
Additiondly, pats may not be properly
accounted for if the assembly process involves a
change in classification.

Inaccurate Internal Audit Trail

During manufacturing processes, individua items
may move from location to location. Typicdly
the accountability system maintains a record of
their current location (audit trail). However, the
system may not accurately reflect the location of
some items. This Situation often arises when an
item deviates from the norma production cycle,
such as if it is sent to undergo a specid
procedure, is recycled through a part of the
production cycle, is pulled out of the cycle for a
quality assurance check, or is found to be
defective and sent to destruction. In most such
cases, the items are not truly “lost” or “missing,”
but the accountability records do not reflect their
actual location, and a time-consuming search may
be required to locate them.

Some types of non-SNM materials are classified
because of their chemica or radiological
composition. These materias can take the form
of either solids or liquids, and the accountability
records should accurately specify the quantity.
Because a small portion of these types of
materials can provide the same classfied
information as the entire quantity, periodic

inventories should apply some method to verify
that the entire original amount is still present. One
acceptable method includes initidly verifying the
amount of materid, and then applying a
numbered, tamper-indicating seal to the container
(smilar to techniques used in material control and
accountability).  Subsequent inventories only
have to verify that the container is present and
that the seal has not been disturbed. A system
that does not utilize this system, or one that does
not provide comparable assurance of detection of
the theft of small quantities, does not adequately
protect these types of materials.

Planning Activities

During the planning meeting, inspectors
interview points of contact and review available
general documentation (e.g., SSSP, CMPC
procedures, and other pertinent documents) to
characterize the classified materia accountability
syslem a the inspected facility. The
characterization should include:

The number of classfied materid
accountability systems at the facility

The size (number of accountable items) of
each system

The types of classified materials

Whether each system is automated or manud,
and how it functions

Who is responsble for the operation
(maintenance of accountability records) of
each system, including responshbility for
receipt, transmitta, and destruction (if
applicable), and the  corresponding
accountability records

The number and identities of custodians in
each system

The storage locations of items associated with
each system
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Any specia access requirements applicable to
the materid.

The discusson of planning for review of
classfied document accountability systens,
found in Section 3.3, “Accountability,” aso
gpplies to the inspection of classified materia
accountability systems. Inspectors should refer to
that section.

Performance Tests

Most of the data concerning classified materia
accountability is developed from two significant
performance tests:

(Materid) accountability front check
(Material) accountability back check.

The primary purpose of these two performance
tests is to determine the accuracy of the
accountability sysem and the principa
accountability records. If necessary, other
performance tests can be conducted to test other
aspects of the accountability system. These
include:

(Material) receipt and transmittal
(Material) destruction.

Sample scenarios for all these performance tests
are provided in Appendix A.

Data Collection Activities

A. Inspectors should interview accountability
system managers and staff as well as selected
custodians to determine whether site-gpecific
accountability procedures are understood and are
effectively implemented. Inspectors should also
determine whether responsible personnel fully
understand and are correctly maintaining
accountability records.

B. Inspectors should review accountability
records and backup documents to determine
whether records contain appropriate information
and are properly maintained. In large automated
systems, particularly mainframe-based systems, it
may be helpful to interview appropriate data
processng personnel to learn the application
system’s capabilities, weaknesses, and potertid
vulnerabilities.
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The references presented in Section 3.7,
“Physical Protection and Storage,” aso apply to
protection of classfied materids. These
references cover repositories, locks, intrusion
detection systems, limited areas, exclusion aress,
badges and passes, the protective force, and
storage and transfer of materials.

General Information

The term “materias’ is used to refer to any
classified matter other than documents. Thisterm
includes classfied wegpons components,
equipment, tools, and bulk materials. However,
SNM protection measures must also meet other
requirements. Classified configurations of SNM
must meet the physica protection requirements
for SNM (at the applicable category) or for
classfied information (at the applicable category
and level), whichever is more restrictive.

The scope of the Physical Protection and Storage
subtopic is as defined in Section 3.7. As with
Secret and Confidentid documents, the
inspection of these eements is normdly a
coordinated effort involving the computer
security, physical security systems, protective
force, personnel security, and CMPC teams.
DOE orders require that classified matter be
adequately protected while in use, storage, or
trangt. All requirements for using or transporting
classified documents aso apply to classified
materials. The requirements for storage of
classfied materials are similar to those for Secret
and Confidentid documents, dthough the
specific requirements are more flexible to allow
facilities to store large or bulky components or
equipment. Information relevant to the use of
classfied material is contained in Section 3.2.
Information relevant to the transfer of classified
material is contained in Section 3.4.

DOE orders permit the use of either aarm
systems or protective force patrols to protect
classified matter in storage. The specific patrol
frequency requirements depend on the other
measures in place and are defined in the cited
references.
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Common Deficiencies/
Potential Concerns

Inadequate Need-to-Know
Enforcement

Deficiencies smilar to those identified in
Sections 3.2, 3.4, and 3.7 have been noted a
DOE facilities. The enforcement of the need-to-
know principle is a particular problem at facilities
with classified materias that reside in production
lines or large open-storage areas, or that arelarge
and bulky and not easily concealed.

Classified Tools or Test
and Handling Equipment Not
Adequately Protected

Fecilities sometimes focus on protecting the
classfied item being manufactured and overlook
protecting  classfied production  support
equipment. This equipment often must be left on
the production line during non-operating hours
due to its size or complexity of removal.
Procedures normally exist to provide protection,
but they are not aways observed.

Classified Material Items in
Open Storage Not
Adequately Protected

Open storage areas rather than repositories are
commonly used throughout the weapons complex
to process and store classified materia items,
including both smal and large items. Many such
areas were typicadly used in past years as
production areas, and many were never alarmed,
thereby not being approved as either vaults or
vault-type rooms. Such locations, if currently
used for parts storage, are caled non-standard
storage areas. Their use as storage areas for
classfied materia items is prohibited unless the
site has met al the requirements of the current
DOE CMPC Manud involving a thorough,
documented, vaidated and approved assessment
of the storage area that characterizes the assets,
any compensatory protective measures used in

lieu of alarms (e.g., protective force patrols), the
time lines for an adversary to remove those
assets, and the consequences to national security
of that removd.

Planning Activities

The activities that are conducted to review
physica protection and storage of classfied
materials are essertialy identical to those used to
review Secret and Confidential documents.
Inspectors should refer to Section 3.7 for a
detalled discusson of those activities. This
section includes guidelines to supplement that
information and presents a few additional
activities that are specific to the review of
physical protection and storage of classified
materials.

In addition to the information identified under the
Planning Activities sections of Sections 3.2, 3.4,
and 3.7, inspectors should collect the following
information (through interviews with points of
contact and reviews of available documentation)
at facilities that have classified materias:

The locations where classified materials are
currently, or are authorized to be, used or
stored, including a generd description of the
scope and nature of the classified materiasin
each area (e.g., the number of locationswhere
classified materials are used and stored, the
type and level of materias being protected);
this information need not be precise aslong as
it is sufficient to give the CMPC team a
general idea of the scope and nature of
holdings for planning purposes

The genera methods for controlling visud
access when visitors, uncleared persons, or
persons without need-to-know (e.g., computer
repair personnel) are admitted to aress
containing classfied materids for officia
busness. Such methods might include, for
example, covering large materials with opague
covers, and ingtituting escort policies
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The location and physical protection measures
in place at each repository, including whether
the repository is within a limited or exclusion
area, the methods for controlling employee
access to the repository, the methods for
controlling vidtor access, the type of
repogitory (eg., vaults, vault-type rooms,
safes, GSA -gpproved cabinets, locked rooms),
thetype (if any) of the alarm system coverage,
the frequency of protective force patrols, and
whether any additional measures are used to
protect the repositories (e.g., repository 1ogs);
dam use and coverage ae typicdly
coordinated closdly with the physical security
systems (PSS) team, which can conduct a
series of teststo determine the effectiveness or
coverage of alarm systems that may be
doubtful

The generd policies and procedures for
protecting classified matter in trangit

All means of intra-site and inter-site transit
authorized at the facility (hand-carry, rail,
plane, registered mail, etc.) and ageneral idea
of the frequency of use of each mode (e.g., the
average number of shipments per month by
rail, plane, truck, registered mail, hand-carry,
etc.)

General information about the classified
manufacturing process (if  applicable),
including at what point in the process an item
becomes classified, or changes classification
level or category, and how it is protected at
and after that point

Approved exceptions to requirements (e.g.,
use of locks or cabinets that do not meet
standards).

At the completion of planning activities,
ingpectors should understand the structure of the
classified materia physica protection and storage
program, and can determine which organizations,
centralized repogitories, individual repostories,
review and use areas, and security shipments will
be reviewed in more depth during the inspection.

At large facilities, it is not practical to inspect all
organizations or al individua security aress and
repositories. In such cases, a representative
sample may be sdlected for evauation. Typicdly,
for reasons of efficiency, inspectors will cover
other CMPC subtopics aong with the Physical
Protection and Storage subtopic.

It is usually more efficient to inspect the same
accounts and custodians selected for classified
materials accountability performance tests and to
look at physical protection concurrent with the
front and back check accountability activities,
rather than selecting a separate sample of
accounts that store classified materias. It is
generaly advisable to select areasrepositories
that cover the spectrum of size and complexity at
the facility (from the largest centralized storage
areasto anindividua custodian’s safe and office).
If the facility manufactures classified materials
(or disassembles classified materids into
unclassified materias), ingpectors should observe
the process during both operating and non-
operating hours to determine the adequacy of
protection measures. |If the facility uses avariety
of means to transport classified materids, it is
also advisable to assure that a representative
sampleis reviewed.

Performance Tests

As with Secret and Confidential documents, dl of
thetestsin Appendix A provide data applicable to
this subtopic, and the physicad protection
provided to classfied materials should be
observed during any tests conducted by OA that
involve classfied materials. Sections 3.3, 3.4,
and 3.7 provide additiona guidance applicable to
performance tests.

Data Collection Activities

A. In addition to the information identified in
Section 3.7, “Physicd Protection and Storage,”
ingpectors  should tour selected classified
materials use and storage areas to determine how
procedures for controlling visua access are
implemented. In particular, inspectors should

June 2002

5-11



Section 5—Control of Classified Materials

Classified Matter Protection and
Control Inspectors Guide

determine how the responsible operations and /or
production supervisors determine  whether
persons who @ not have routine access to the
areas where classified materials are accessible
have appropriate need to know. Also, inspectors
should determine how classfied materids are
protected from visua access by such persons.

B. In addition to the information identified under
the Security Shipments subsection of Section 3.7,
“Physical Protection and Storage,” inspectors
should interview selected persons who transfer
classfied materids to determine how the
procedures for protecting classified materias are
implemented. Inspectors should devote particular
attention to determining how any large or bulky
items are wrapped or covered when transported.

C. Asmentioned earlier in this section, the need
for adequate compensatory measures based on
documented, approved assessments is a critical

consideration for classified parts kept in non-
standard (unalarmed) open storage. Open storage
locations are typically found in such areas as (but
not limited to) large parts processing areas such
as “high bays’ and buildings typicaly
constructed to handle/store larger, less portable
classified parts (eg., bomb casings). Data
collection activities should include a request for a
lising of dl such locations that either actudly
store/process or are authorized to store/process
classfied parts. In touring/observing such
locations, the ingpector should determine what
darm sensors, if any, might be present and
functioning (i.e, peimeter only, or both
perimeter and interior), the compensatory
measures used in lieu of adarms (eg., patrol
frequencies), the building construction (eg.,
corrugated sheet meta, wood frame, or
concrete/block), the locations proximity to non-
security areas, (e.g., adjacent to property
protection areas), and the types and relative value
of parts stored there.
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Integration

Integration is the process of inspection team
members working together to achieve a better
understanding of the overal protection programs
used at DOE facilities. In this context, it includes
al the associated attributes.  coordinating,
cooperating, interfacing, and the assmilating of
information. The fundamental goa of integration
is to ensure that DOE facilities are provided the
necessary degree of protection and that
vulnerabilities are clearly identified and analyzed.
It also results in a more effective and organized
inspection effort, a refinement of inspection
techniques, and amore comprehensive inspection
report. Lastly, the integration effort significantly
contributesto OA’s ability to provide an accurate,
in-depth evaluation of protection programs
throughout the DOE complex.

No inspection topic team operates in a vacuum.
The primary objective of a comprehensive
ingoection is to provide a meaningful,
management-level evaluation of the overall status
of safeguards and security at the inspected
facility. To ensure the accomplishment of this
objective, the CMPC team and al other topic
teams must work closaly together throughout
every phase of the inspection process, carefully
integrating their efforts with those of the other
topic teams. Integration is redized by
exchanging information and discussng how
information collected by one topic team
influences protection program elements observed
by other topic teams. Additiondly, integration
provides a means of prioritizing the efforts of the
various topic teams, of assigning particular issues

for invedtigation to particular teams, and of
mobilizing specid inspection team eements to
examine issues that transcend topic boundaries.

No more than five or six days are available for
data collection during a typica comprehensive
ingpection.  During this time, the various topic
teams will collect a massive quantity of data
pertaining to their particular subject matter areas.
A careful delineation of each team’s ingpection
activitiesis required to avoid wasteful duplication
of effort. However, even with a clear definition
of activities, the boundaries between topic teams
are not aways neatly differentiated, and each
topic team is bound to discover data of interest
and significance to other teams. Such data must
be shared in atimely manner and determinations
made as to which topic team will pursue the
issues posed to a point of resolution.

Much of the required integration occurs
informaly. During both the planning and data
collection phases, topic leads and individua topic
team members share information with their
opposite numbers from other topic teams. More
forma integration takes place during the
ingoection  planning meeting during  daily
coordination sessions involving the inspection
team lead and the topic team leads. During the
data collection phase of the inspection, a formal
team meeting is scheduled on a daly bass
(typicely at 4 or 5 p.m.), which provides aforum
for the exchange of information between the topic
teams.

It is essentiad that the integration process be
indtilled with the redlization that the fundamental
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DOE protection philosophy is based on the
concept of protection in depth—Ilayers of
protection applied in a manner that ensures that
the failure of a single layer does not expose the
protected asset. To be effective, layered
protection requires the careful integration of
protection layers and of the protection elements
within each layer. In this sense, integration is the
basic process through which OA ensures that the
security interests at a particular facility are
afforded the necessary degree of protection-in-
depth. The forma part of this process is to:
identify and characterize the priority security
interests at a facility, test and evauate the
protection system elements that are critical to the
protection of these interests, and analyze the
impact of deficiencies in these critical system
elements to determine the overal satus of
safeguards and security at the inspected facility.

Integration by the
CMPC Topic Team

The CMPC program is an important part of the
overal security system at afacility. This section
provides guidelines to help inspectors coordinate
their activities with other CMPC elements and
with other topics. Classified matter protection is
pervasive in nature, interacting with a number of
the other inspection areas. This interdependence
requires close coordination with other topic
teams, particularly physical security systems,
protective force, personnel security, cyber
security, and protection program management.

Protective Force and
Physical Security Systems

There is dignificant integration between the
CMPC team and the protective force and PSS
topic teams. Normally, the CMPC team reviews
non-technical aspects of physical protection (for
example, the presence of alarms and sensors,
where required), whereas the technical aspects of
physica protection (for example, darm line
supervision) are reviewed by the PSS team.
Similarly, the CMPC team might review limited
aspects of the protective force operations that

relate directly to the CMPC topic (for example,
repository checks by guards), whereas the
protective force team would conduct detailed
reviews of al aspects of protective force
activities.  Other  interfaces  with  physica
protection are addressed in Section 3.7 and 4.7.

Aspects of the physical protection program that
the CMPC team would typically include within
the scope of its review include:

Physical protection during transfers

Storage repository, vault, and vault-type room
requirements

Access controls at use and storage areas
Physical control of documentsin use

Lock combination change procedures
Repository checks.

When reviewing the above items during the
inspection,  physical  protection  concerns
identified by the CMPC team should be
communicated to the PSS or protective force
teams as soon as practicd so that ther
significance can be evaluated. For example, if
repository check sheetsindicate that guard checks
are not being routinely performed after hours, the
CMPC team should interface with the protective
force team to determine what the guards post
orders and procedures require regarding
repository checks. Similarly, if the location of
sensors in a vault-type room appear to be blocked
by tdl shelving, the PSS team should be notified
to possibly conduct comprehensive room sensor
coverage tests.

Other examples of integration between the CMPC
team and either the PSS or protective force teams
include:

Coordinating with the protective force team to
obtain security incident reports that may
indicate follow-up in determining issuance of
infractions

Learning from the protective force team the
protective force procedures and practices for
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picking up, transporting, and storing classified
matter awaiting destruction

Coordinating with the protective force team to
determine patrol schedules for checking
classified matter stored outside of approved
repositories, vaults, or vault-type rooms

Integrating with the PSS team to determine
which team might be conducting aarm
sengitivity tests at vaults and vault-type rooms
containing classified matter

Determining from the PSS team the frequency
of dte darm testing for vaults and vault-type
rooms.

In special circumstances, the CMPC team might
be required to review some elements normally
handled by the PSS team. For example, the
CMPC team may be required to review the alarm
system in more detail if the physica security
systems are not being inspected and if previous
inspections indicate some adarm system
deficiencies. Here, however, it is essentia that
the team include at least one member having the
requiste PSS skills if highly technical or
specidlized PSS areas are to be inspected in
depth. The addition of a PSS technical expert
may also be required if alarge number of vaults
and vault-type rooms are inspected.

Personnel Security

At some facilities, security training relating to the
protection and control of classified matter is an
element of the overall security education program
administered by the personnel security staff. In
such cases, close coordination with the personnel
security topic team is essentia. The CMPC
ingpection team should coordinate with the
personnel security team to determine whether the
security education program incorporates materias
to educate staff on their responsibility to control
and protect classfied matter and to report
infractions.  Additionally, because the CMPC
team reviews the security infraction program,
coordination with the personndl security team

may include having that team check personnel
security  files on individuas who received
infractions, verifying that the infraction records
are maintained in those files.

Vidtor control, including in particular foreign
vidgts and/or assgnments, and the security
termination procedures aso come under the
personnel  security topic.  Issues identified
concerning either visitor control or security
terminations can have a direct impact on the
CMPC topic dueto potential unauthorized access
to classfied matter. Inspectors looking at
“review and use” under control of Top Secret,
Secret, and Confidentiad documents should
coordinate with the personnel security topic team
and should request assistance for such follow-up
activities as checking security termination
statements of departed personnel.

The CMPC team may €elect to provide the
personnel security team with a list of personnel
supposedly  having certain  specia  access
authorizations (for example, SCI access, weapons
data sigmas) and have the team verify that those
persons do have the required authorizations listed
in their personnel security files.

Cyber Security

Because the cyber security and CMPC topics are
so closaly related and have the common goa o
protecting classified information, it is essential
that the inspection of a facility’s program be
effectively coordinated. It is aso important that
the efforts of the CMPC and cyber security teams
be closely coordinated to ensure that all pertinent
dements are covered with minima duplication of
effort. Frequently, the CMPC team or the cyber
security team will note deficiencies in program
implementation in areas where the responsbilities
overlap (for example, protection of magnetic
media). Such deficiencies can often be traced to
fallure of facility management to assign
responsibilities for al required security functions,
or to confusion a the operational level as to
which requirements apply. All such deficiencies
should be reviewed from both the cyber security
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and information security perspectives to identify
the root causes. For example, if the CMPC team
discovers that insufficient resources are available
for the traning program, they should
communicate that concern to the cyber security
team. The cyber security team should then
devote more attention to the cyber security
training programs. In this manner, the inspection
team can better determine whether training
resources are a dStewide problem.  Similar
considerations apply for corrective actions and
self -assessment programs.

The cyber security topic team usualy reviews
pertinent aspects of the generation and handling
of computer-related documents, including storage
media and printouts. Because the CMPC team
aso reviews document generation and handling,
it frequently touches upon classified computing
equipment  (generally persona  computers),
facilities, and practices. Any cyber security items
of concern here that may require follow-up
should be communicated between the teams.

The cyber security topic team aso typicaly
examines, where applicable, accountability of
computer mediaand output as a part of its normal
activities. Thisteam normally looks at more such
media than does the CMPC topic team.
Sometimes a computer tape library has a stand-
alone accountability system. Here the cyber
security team will often conduct front and back
checks on that system, eliminating the need for
the CMPC team to do so. Coordination is needed
to ensure that the CMPC team knows of the
accountability systems the cyber security team is
reviewing, and that pertinent results regarding
accountability are collected from that team.

Both the cyber security and CMPC teams usually
review some aspects of the reproduction and
destruction (degaussing or full destruction) of
computer-related items, including hard disks,
floppy disks, and other storage media Again,
close coordination and integration are needed to
ascertain what each team will be reviewing in
terms of reproduction and destruction to ensure
that al facets of these areas are adequately

inspected without duplicating effort, and to assure
that the review results are exchanged between the
teams.

The cyber security team customarily reviews
some aspects of the physical protection of
computer-related items, including access to,
specific need-to-know, and proper use and
storage of media and printouts. However, when
the CMPC team is reviewing these areas of
document protection, they aso frequently come
upon classified computing equipment (generaly
personal computers), facilities, and practices.
Items of concern that may require follow-up
regarding physca  security should be
communicated between the teams.

The cyber security team should be included in the
initid planning and data collection phases if any
speciad programs or SCIFs to be inspected
involve the use of computers for classified
processing. Coordination with the cyber security
team is especialy important when reviewing
WFO programs in which the sponsoring agency
includes cyber security as part of its activities.
This will alow requests for topic team access to
be responded to in a timely manner and thus
alow the ingpection to progress smoothly.

Another area for concern is the increasing
importance of the protection provided sensitive
information found on unclassified computer
networks. While not directly related to the
protection of classified matter, problems in the
implementation and coordination of the
unclassified cyber security program can impact
ste CMPC programs. Poor unclassified
computer user security awareness can also be
indicative of an overal lack of security awareness
or deficiencies in the security education program
itsdlf.  The falure to develop necessary
unclassified cyber security procedures and plans
can lead to the revelation that CMPC procedures
and plans are adso lacking. As the unclassified
cyber security program matures and changes to
meet new security threats, additiona interfaces
may be identified between the CMPC and
unclassified cyber security programs.
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Protection Program Management

Frequently, the protection program management
(PPM) topic is inspected in addition to inspecting
the management topic in CMPC. If inspectors
reviewing CMPC management encounter any
conditions that could be attributed to lack of
management attention or inadequate oversight,
such conditions should be reported to the PPM
topic team for coordination. For example, failure
to provide policies and procedures for generation,
preparation, review and use of classified matter,
the physical protection of classified documents,
the lack of fully documented and approved
vulnerability assessments for classified assets
resding in non-standard open storage, or failure
of sdf-inspections or surveys to detect and
address exigting problems in this area, should be

communicated to the PPM topic team for further
investigation.

Likewise, coordination with the PPM team may
be warranted if the CMPC team uncovers
evidence that operations office oversight over
gpecia programs is lacking.  Facilities with
gpecial programs must strike an appropriate
balance between the need for tight controls
(including the need to limit access to a minimum
number of persons) and the need for oversight of
CMPC for specia programs. It must be
determined whether operations office security
managers have had adequate input into the
planning and design of the protection strategy for
specia programs, as well as whether they have
ample ongoing oversight of those programs.
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Introduction

This section provides guiddines to hedp
ingpectors analyze data and interpret the results of
data collection. The guiddines include
information on the analyss process, including
factors to consider while conducting an analysis.
Information is also included on the significance
of potentia deficiencies, as well as suggestions
for additiona activities when deficiencies are
identified.  After completing each activity,
inspectors can refer to this section for assistance
in analyzing data and interpreting results and for
determining whether additional activities are
needed to gather the information necessary to
accurately evaluate the system.

When analyzing the data collected on a particular
aspect of the site security system, it is important
to condder both the individua segments of the
security system and the system as a whole. In
other words, the failure of a single segment of a
security system does not necessarily mean the
entire security system failed. However, anumber
of relatively inggnificant systemic deficiencies
can point to afailure of the entire security system.
This is why integration among topic teams is 0
important. It provides for a look at the “big
picture’” within the framework of the ste mission
when determining whether the overall security
system is effective.

Data Review

Data review congists of sorting out and logicaly
grouping al validated data collected for each
subtopic during each phase of the inspection
(remembering that data is collected during the
planning process as well as the conduct phase).
Although the topic team is generdly aware of
most of the data, not all team members will be
familiar with all data collected. Therefore, it is
important for the topic team to review data at the
end of each day to begin to deveop a
comprehensive picture of how effectively the
CMPC program meets requirements. Thiscan be
best accomplished while preparing for the nightly
ingpection team meeting. In this way individua
elements of the CM PC team can cometogether to
discuss each vaidated data point, begin the
process of analysis, and identify impact as it may
exig a that point in time (recognizing that
additional data may diminate, mitigate, or
increase the impact of a particular concern).

Generdly, it is hepful to arange the data
according to positive or negative features. This
will ad in cdealy identifying dsrengths,
weaknesses, and positive or negative trends.
Proper organization and thorough review of al
inspection data are essential to analysis and report

preparation.
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Analysis of Results

The process for analyzing results begins with the
first document to be reviewed, briefing received,
or person interviewed during planning. It is not
completed until the fina inspection report is
disseminated. By recognizing this concept early
in the inspection process, the topic team can
enhance the completeness and usefulness of its
anayss.

The information collected for each of the
subtopics is reviewed to determine whether the
overdl CMPC progran complies with the
requirements in DOE orders. In addition to mere
compliance, the analysis process involves the
critical consideration by topic team members of
al inspection results, particularly identified
strengths and weaknesses or deficiencies, framed
within the parameters of the d€te mission.
Analysis should lead to a logica, supportable
concluson regarding how wdl the CMPC
program is meeting the required standards and
satisfying the intent of DOE requirements. A
workable approach is to first analyze each
subtopic individualy. The results can then be
integrated to determine the effects of the
subtopics on each other and, finally, the overal
status of the topic. As mentioned before, it is
important to weigh the significance of aweakness
or deficiency in light of the entire system.

If there are no deficiencies, or those identified are
not rating impacting, the anayss is reatively
smple. In this event, the analysis is a summary
of the salient inspection results supporting the
conclusion that protection needs are being met. If
compensatory systems oOr measures were
considered in ariving a the conclusion, these
should be discussed in sufficient detail to clearly
establish why they counterbalance the identified
deficiencies. Since some of these compensating
measures may be from other security programs
(that is, security systems or the protective force),
these discussions should include input from other
topic teams.

If there are negative findings, weaknesses,
deficiencies, or standards that are not fully met,

the analysis must consider the significance and
impact of these factors. The deficiencies must be
andyzed both individualy and collectively, then
balanced againgt any strengths or mitigating
factors to determine their overal impact on the
site security system’'s ability to meet DOE
requirements and Ste misson objectives.
Deficiencies identified in other topic areas should
be reviewed to determine whether they have an
impact on the anaysis. Other considerations
include:

Whether the deficiency isisolated or systemic

Whether the operations office or contractor
management  previoudy knew of the
deficiency and, if so, what action was taken

The importance or significance of the standard
affected by the deficiency

Mitigating factors, such as the effectiveness of
other protection elements that could
compensate for the deficiency

The deficiency’s actua or potential effect on
dlowing the loss, compromise, or
unauthorized  disclosure  of  classfied
information.

Findings

Inspection findings are the primary means of
identifying those e ements of the CMPC program
that are having a significant negative impact on
the effectiveness of the overall program. Topic
teams are normally expected to exercise judgment
in determining findings, omitting minor and non-
systemic items, and limiting forma findings to
items of sgnificance. Where severa findings
address specific aspects of a requirement, the
inspection team should determine whether a
sngle rollup finding should be reported
addressing that requirement. It is more important
that the finding identify the specific nature of the
deficiencies, and the finding should be clear
whether the deficiency is specific to a location at
the Site or to a specific system.
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Ratings

The conclusions reached through the anaysis of
the CMPC program inspection usualy results in
the assignment of a single rating for the topic.
However, subtopic ratings may be required when
more than one organization's CMPC program is
inspected. It may also become necessary to
assign ratings to individua subtopics to pinpoint
the exact nature of the concerns related to a
particular CMPC program. The topic team is
responsible for assigning ratings, however,
approva of fina ratings rests with OA upper
management.

Guiddines for assigning ratings are:

Effective Performance — Assigned when the
system (topic or subtopic) provides reasonable
assurance that the identified protection needs
are met; or other compensatory factors exist
that provide equivaent pratection; or if the
impact of any identified deficiency is minimal
and does not sSgnificantly degrade the
protection provided.

Needs Improvement — Assigned when the
sysem only patidly meas identified
protection needs; or provides questionable
assurance that the identified protection needs
are met; or identified deficiencies are only
partially compensated for by other systems or
compensatory  factors, and the resulting
deficiencies degrade the effectiveness of the
system.

Significant Weakness — Assigned when the
system being inspected does not provide
adequate assurance that the identified
protection needs are met, there are no
compensating factors to reduce the impact of
identified deficiencies on system
effectiveness, and the deficiencies serioudy
degrade the effectiveness of the system.

Interpreting Results
Program Management

During an inspection, the management program is
not to be reviewed based on any particular view
of how a management program should function.
Rather, inspectors should take a results-oriented
approach and examine the management program
in light of the effectiveness of the program in
protecting classified information, and in terms of
compliance with DOE requirements. Thus, the
primary purpose behind reviewing the
management program is not to evauate
management itself as adequate or inadequate, but
to use the management review to identify root
causes of deficiencies observed in the
organization's implementation of DOE policy
during the inspection of other CMPC program
areas. Additiondly, deficiencies identified in the
management review may cue inspectors to
examine more closely corresponding areas. For
example, if the management inspection reveds
that procedures do not contain recent DOE
Headquarters guidance about accountability
records, inspectors may want to redouble their
efforts in examining these records to determine
whether they are being completed properly.
Conversdly, if the results of inspection activities
for any requisite document accountability systems
indicate that findings identified during the
previous OA inspection have not been adequately
addressed, inspectors may wish to closdy
examine the management tracking system and
corrective action plans to determine why.

Panning,  Organization, and  Oversight.
Deficiencies in any of the management areas of
planning, organization, oversght, or human
resources can serioudy affect the ability of the
CMPC program to adequately protect DOE
classified security interests because these areas
establish the framework within which the
organization implements DOE policies and loca
procedures. If significant problems in any of
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these areas are discovered, inspectors should
attempt to determine whether the management
deficiencies have resulted in  posshble
vulnerabilities in the protection of classfied
information.  Of gpecial importance is the
existence of a program of annua reviews of the
CMPC program. The absence of any means for
the site CMPC program manager to determine the
status of the program results in problems not
being identified or corrected. Additionaly if
deficiencies are identified, inspectors should
attempt to determine whether key managers were
adequately informed of the status of tracking and
completion of corrective actions.

Foreign _ Ownership, Control, or _Influence.
Systemic deficiencies in the FOCI determination
process that would result in the placement of
classified information within an organization that
had not received appropriate DOE facility
approva or was owned, controlled, or influenced
by foreign governments, individuas, or
organizations are very significant and pose undue
risk to the protection of such information. If such
deficiencies are noted, the inspector should
coordinate with inspectors reviewing the
Safeguards and Security Survey Program to
determine the effectiveness of other aspects of the
facility approval process, survey oversight, and
the overall impact on protection effectiveness.
This would include the existence of a security
plan and the successful completion of a
satisfactorily rated survey.

Security Infractions. Serious deficiencies in the
program to detect infractions can have a
significant impact on the ability of the CMPC
program to protect classified information and
reduce the potentia of compromise. A
comprehensive program to detect and monitor
infractions is a primary means of determining
whether persons are following required
procedures, whether the proper corrective actions
are taken, and whether there are deficiencies in
the security education program. An established
program to train daff in  their security
responsibilities represents the primary means by
which security awareness is heightened,

deficiencies are diminated, and infraction
frequency is reduced.

Deficiencies in other aspects of an organization’s
infraction program must be analyzed in light of
the degree of deficiency and the effect on the
program’s ability to encourage good security
performance and to detect and correct inadequate
performance. The complete absence of any
progran eement serioudy hampers the
program’s ability to achieve itsintended goal.

Control of Secret and
Confidential Documents

Review and Use. Deficienciesin procedures and
prectices for reviewing and using classified
documents that would result in unauthorized
access are dignificant.  Some instances of
unauthorized access will have more impact than
others. For example, deficiencies that would
allow uncleared persons access to classified
information, or “L” cleared personnel access to
Secret/Restricted Data weapons data would
normally be considered more significant than
soppy document practices in an area accessible
only to appropriately cleared personnel. If access
control procedures appear to be inadequate or
practices appear doppy, inspectors should
investigate further to determine the actud
likelihood that classified documents are not being
adequately protected.

Deficienciesin checkout procedures and practices
could also affect the protection of classified
information. Such procedures are relied on to
ensure the proper transfer and accountability of
classified documents and to prevent access by
persons no longer authorized or needing access.
While improper practices related to dead or
disabled personnd probably do not significantly
affect security, similar practices applied to
transfer or non-prgudicid termination of
personnel provide more potentia for abuse. The
indder threat is increased by inadequate
outprocessing of persons whose access
authorizations have been terminated for cause, or
whose employment has been involuntarily
terminated.
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Physica Protection and Storage.  Systemic
deficiencies in physical protection and storage of
classfied documents that could result in
documents being left unattended and accessible to
uncleared persons (or persons without the
appropriate need to know) are very significant.
Such deficiencies could result in the compromise
of information. The importance of effective
physica protection has been made more
ggnificant by the advent of modified
accountability. If such deficiencies ae noted,
ingpectors should devote additiona attention to
the effectiveness of complementary systems
(especidly access controls, security infraction
programs, and inventory practices) to determine
the likelihood that classified information may be
compromised.

Deficiencies that do not lead directly to the
potential for uncleared or unauthorized persons to
gan access to classfied information (for
example, falure to change a lock combination
when needed) are less significant. If a small
number of deficiencies are noted and there are no
discernable systemic deficiencies, inspectors may
conclude that the deficiencies are isolated
instances and the impact is minima. A
dgnificant number of errors, however, may
indicate a lack of management attention,
ineffective audit procedures, lack of adequate
training programs, or inadequate resources. If a
sgnificant number of physica protection
deficiencies are identified, the inspectors should
consider reviewing the relevant aspects of the
management program to determine the root
cause.

Document Generation. The lack of, or failure to
follow, document generation procedures could
result in documents not being entered into
accountability or not marked a dl. Such
deficiencies are very significant and could result
in documents not being adequately protected. |If
such deficiencies are noted, inspectors should
devote additiona attention to reviewing data
indicating the effectiveness of complementary
systems (especially physica protection, storage
practices, and access controls) to determine the
overall impact on protection effectiveness.

When inspectors review a large number of
documents, they often encounter incorrectly
marked documents or other procedura errors.
Minor discrepancies in document marking, page
counts, or the use of cover sheets are not easily
exploited by adversaries if the documents are
properly controlled (including formal
accountability, when required) and afforded
adequate physical protection. Thus, inspectors
may conclude that the deficiencies are isolated
ingtances and the impact is minimal if:

The percentage of incorrectly marked
documentsis small.

Thereis no discernable systemic procedural or
awareness deficiency.

A dgnificant number of errors, however, may
indicate a lack of management attention,
ineffective audit procedures, lack of adequate
training programs, or inadequate resources. If a
sgnificant number of errors are identified, a
review of the relevant aspects of the management
program should identify the root cause.

Receipt and Transmittal. Deficiencies in
document receipt and transmittal can represent
sgnificant wesknesses in controlling classified
matter. Deficiencies could result in the loss or
unauthorized disclosure of classified documents,
classfied matter not being adequately protected,
and documents not being entered into
accountability.

If deficiencies are detected in the recept,
transmittal, intrasite transfer, or hand-carrying of
classified documents, inspectors should take
whatever actions are needed to determinethefull
extent of the problem. They may need to use
additional  ingpection  techniques, including
performance testing, observation of additional
iterations of applicable procedures, or direct staff
interviews.  Inspectors should aso carefully
review any complementary systems that may
affect protection effectiveness.

Reproduction.  Widespread problems in the
reproduction of classified documents can indicate
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systemic deficiencies in the control of classified
documents. These deficiencies could result n
classfied documents being vulnerable to loss or
compromise. Further, the failure of site personnel
to follow prescribed procedures could indicate
that the security awareness training program is
not fully effective. If deficiencies are detected in
the reproduction of classfied documents,
ingpectors should determine the full extent of the
problem, using additional inspection techniques
such as performance testing and management
interviews to determine the root cause
Inspectors should aso carefully review any
complementary systems (especidly physicd
controls) that may mitigate identified concerns.

Destruction.  With the advent of modified
accountability, the physica protection of
classified waste and the effectiveness of
destruction devices are of critical concern.
Systemic deficiencies in these areas of document
destruction could result in inadvertent disclosure
of classfied information to unauthorized
personnd, even if for only brief periods of time.
If such deficiencies are noted, inspectors should
devote additional attention to the effectiveness of
complementary systems (especiadly physica
protection, storage practices, and access controls)
to determine the overall impact on protection
effectiveness.  The window of opportunity
available to potential adversaries should also be
considered.

A lack of procedures or a pattern of deficiencies
in policy implementation or understanding may
indicate a broader lack of management attention,
inadequate training programs, or inadequate
resources. If asignificant number of deficiencies
are identified, ingpectors should consider
reviewing the relevant aspects of the management
program to determine the root cause.

Accountability. Though few sitewide document
accountability systems are now found within the
Department, most classified WFO programs and
SAPsrequire accountability systems. Sincethese
gpecia programs include some of the most
sensitive information that DOE is charged with
protecting, missing documents or documents not

in accountability are a serious problem. Missing
documents pose an obvious problem—the system
has not adequately protected them, and they may
have been logt, stolen, or compromised.

Missing documents or documents not in
accountability identified during review of a
sample of any accountability system are
indicators of smilar problems in the entire
population of documents.  While individua
deficiencies of this nature are significant in
themselves, other factors should be considered in
evauatiing their impact on the entire
accountability system and document population.
Facts to consider include whether the deficiencies
were distributed throughout the sample or
concentrated in a single subaccount; whether the
deficiencies involve old, archived documents or
newer documents containing current information;
and whether the deficiencies reflect inadequate
procedures, doppy practices, or insufficient or
ineffective oversight.

Deficiencies such as incomplete documentation
on documents and incomplete or incorrect datain
accountability records may also be significant,
particularly if they are common and result in
incomplete document audit trails. Often, enough
information is present in the documentation and
accountability data to postively identify the
document. In such cases, the significance of
these types of deficiencies diminishes unless they
indicate haphazard or doppy accountability
record-keeping.

Control of Top Secret Documents

Top Secret Classifiers. The Top Secret classifiers
assume the lead role in the proper classification of
Top Secret documents, and errors or omissionson
their part can degrade the protection afforded Top
Secret information. If deficiencies are found,
ingpectors should pursue them to determine their
root causes (for example, poor training or
inadequate wersight) and the actua impact on

the protection of Top Secret information.

Markings and Forms. Significant deficiencies in
document marking, such as documents not
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marked a al or numerous marking errors or
omissons, are dgnificant. Occasiona minor
marking errors may not have a serious impact on
information protection. However, Top Secret
documents are so senstive, and many of the
accounts are so small, that there really should be
no marking errors. If significant or numerous
marking deficiencies are found, inspectors should
devote additional attention to determining the
effectiveness of complementary systems (such as
physical protection, storage, and access controls)
to determine the overall impact on protection
effectiveness. Additiondly, the training, or lack
thereof, given to staff handling Top Secret matter
should be reviewed to determine whether it is a
factor contributing to the deficiencies.

Receipt and Transmittal. Systemic deficienciesin
Top Secret document receipt and transmittal
would represent significant weaknesses in the
control of very sendtive information, with
potentidly serious implications for nationd
security. Deficiencies could result in the loss of
classified documents and Top Secret documents
not receiving adequate protection.

If deficiencies are detected in the receipt and
transmittal of Top Secret documents, the full
extent of the problem, as well as the problem’s
root cause (for example, lack of procedures or
training), must be determined so that the facility
can implement corrective measures immediately.
This may require use of additional ingpection
techniques such as gspecidly developed
performance testing.  Additionaly, inspectors
should carefully review other aspects of the Top
Secret protection system to determine whether
deficiencies are mitigated by other system
elements.

Reproduction and Destruction. If deficienciesare
noted in the reproduction or destruction of Top
Secret documents, the root cause of the problem
must be promptly determined.  Additional
ingpection techniques such as performance testing
may indicate the exact nature of the problem (for
example, lack of procedures or training). Further,
the site acquisition process for reproduction and
destruction equipment must be considered to

determine whether management is ensuring that
only appropriate items are being used. Inspectors
should aso carefully review all other aspects of
the Top Secret protection system to identify any
possible mitigation.

Physical Protection and Storage. Any indications
that the physica protection of Top Secret
documents could result in documents being left
unattended and accessible to uncleared persons
(or persons without the appropriate need to know)
are very dgnificant. Such deficiencies could
result in compromise of information and have
grave consequences. In these cases, inspectors
should devote additiond attention to determining
the effectiveness of complementary systems
(especidly access controls, security infraction
programs, and inventory practices) to determine
the overall impact on protection effectiveness.

Deficiencies that do not lead directly to the
potential for uncleared or unauthorized persons to
gan access to classfied information (for
example, falure to change a lock combination
within the required interval) are less significant
but are still a matter of concern because of the
particularly sensitive nature of Top Secret
documents. Management of the security
awareness training program, as well as program
procedures and training of program officias,
should be reviewed to determine the root cause.

Control of Classified Materials

Making. Deficiencies in marking classified
materid that would result in the inability to
identify an item as classified would be significant.
Marking provides the only identification and
notification that an item requires the specia
protection afforded classified matter. When
required, marking the serid number or other
unique identifier provides the only rdiable
method of accounting for individua items.

A systemic failure to properly (or adequately)
mark classfied materials could indicate
inadequate protection of the materia if not
compensated for in other ways. As discussed
previously, some classified materials do not lend
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themsalves to marking in the normal manner, and
some facilities may use aternative approaches
(which should be approved by DOE). In cases
where materids are not marked, the entire
protection system associated with the material
should be evaluated to determine the rea impact
on the protection being afforded the material.

Physical Protection and Storage. Deficiencies
identified during review of physica protection
and dorage of classfied materials have
essentialy the same impacts as those for
classified documents. However, the relative open
environment of materia production areas
magnifies the impact of concerns in physical
protection.

Accountability. Missing materia and materia
not in accountsbility are both dSgnificant
problems. Because the loss of materials not in
accountability would not normaly be detected,
there is no opportunity for damage assessment or
damage control. Further, materias for which no
one is accountable are less likely to receive the
same level of care and protection as materials for
which someone is accountable.

Materid identified as missng or as not in
accountability may indicate smilar problems in
the entire population of materids.  While
individua  deficiencies of this nature are
significant in themsalves, other factors should
aso be considered n evauating their impact on
the entire accountability system and materias
population. Factors to consider include whether
the deficiencies reflect inadequate procedures,
doppy practices, or insufficient or ineffective
oversight.

Deficiencies involving inaccurate data in
accountability records or, more frequently, delays
in updating accountability records when an item
is moved or undergoes some other change, may
not be extremely sgnificant, depending upon
their effect on maintaining positive accountability
of each item. For example, dow item-location
updates in a production control system may make

it difficult and time-consuming to locate a
particular item on short notice, but does not redly
indicate serious loss of control of the item. If,
however, inaccuracies in the accountability
records are systemic and result in loss of adequate
control of materials, that is a more significant
problem.

Special Programs and SCIFs

The specific deficiencies identified during the
review of aspecia program are, for the most part,
interpreted in the same manner as other elements
of information security (that is, whether the
facility protects the classified matter through
reliable accountability systems when required;
and whether there is an effective program to
ensure that classfied matter is adequately
identified, marked, and handled to minimize the
opportunity for compromise). For non-SCI
programs, the guidelines presented for control of
Secret and Confidential documents, control of
Top Secret documents, and aontrol of classified
materias are generaly applicable to evaluating
the impact of identified deficiencies. Though
programs in SCIFs follow different guidelines,
the impact of any identified concern must be
messured againsgt the sendgitivity of the classified
information.

Deficiencies  involving management  and
oversight should be given specia attention.
Programs found to be outsde of security
oversight are a particular concern and frequently
warrant immediate attention. Such deficiencies
may indicate systemic management issues that
transcend the CMPC topic and impinge upon the
facility’s management and oversight.  Such
deficiencies should be thoroughly reviewed,
consdering such factors as operations office
“ownership” and oversight of specia programs
and SCIFs, their proper regidtration, any
classified processng system (for example,
computers and facsimile machines) approval and
accreditation, and forma approva of security
plans and procedures in place before commencing
classfied work.
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Consideration of Integrated Security
Management Concepts

The integrated security management concept
provides a useful diagnostic framework for
analyzing the causes of identified deficiencies.
For example, inspectors may find that a required
action is not being completed. Upon further
investigation, the ingpectors may determine that
the reason is that responsbility for completing
the required action was not clearly designated.
This situation may indicate a weakness related to
line management responsibilities. In such cases,
the inspectors would cite the deficient condition
(i.e, the failure to complete the required action)
as the finding and reference the requirement. In
the discusson and  opportunities  for
improvement, however, the inspectors may
choose to discuss the generad problem with
assgnment of responghilities as a contributing
factor.

As part of the analysis process, OA inspectors
should review the results (both positive aspects
and weaknesses/findings) of the review of
CMPC in the context of the integrated security
management concept.  Using this diagnostic
process, ingpectors may determine that a number
of weaknesses at a Site or particular facility may
have a common contributing factor that relates
to one or more of the management principles.
For example, a problem in classified document
control within a particular facility could indicate
that line management had not fully accepted its
reponsibility for security and had not
established and communicated expectations to
the workforce and held personnel accountable
for performance. In such cases, the
analysis/conclusions section of the CMPC report
appendix could discuss the weaknesses in
management systems as a contributing factor or
root cause of identified deficiencies.
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APPENDIX A

PERFORMANCE TEST SCENARIOS
AND SAMPLE PERFORMANCE TEST PLANS

PERFORMANCE TEST SCENARIOS

This section describes some of the performance test scenarios commonly used in reviewing the Classified
Matter Protection and Control (CMPC) subtopics. It is recognized that the scenarios provided are not all-
inclusive and that other equally useful ones may exist. Organized by subtopic area, the scenarios provided
here include at least one “generic’ scenario, followed in some instances by variations of the same
scenario. The generic scenarios are meant for ready inclusion in most inspection guides and can be
employed at the majority of Sitesingpected. The variations are meant to address a different situation or
set of site-specific conditions/procedures, or to test a dightly different aspect of a given subtopic area.

Document Generation Test
Objective

To determine whether personnel responsible for generating classified documents are doing so in
accordance with U.S. Department of Energy (DOE) order requirements.

Scenario

The inspection team selects a sample of personnel who normally generate classified documents. These
personnel are asked to generate ssimulated classified documents and are observed to determine whether
they follow required procedures for tracking, controlling, obtaining classfication review, marking, and
accounting for (as applicable) these documents.

Document Marking Test
Objective

To determine whether personnel responsible for marking classified documents are doing so in accordance
with DOE order requirements.

Scenario

To specificaly verify the test participant’s ability to mark classified documents, the inspection team gives
the classified document handlers several smulated classified documents along with a complete description
of the nature and contents of the documents, such as classification level, category, and authority. Each
test participant is then asked to properly document and mark the documents.

Variation: Employ the same scenario as above, but substitute microfiche, viewgraphs,
messages/cables, or other media for a typical paper document.
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Front Check
Objective

To evaluate the accuracy of the document accountability system and determine whether documents are
marked in accordance with DOE requirements.

Scenario

The inspection team selects a computer-generated random sample of documents listed on the inspected
organization’ s accountability records. Selected documents are then assembled and reviewed at asingle,
central location or at their storage locations, as appropriate. The inspection team examines each document
to ensure that it is the item described in the accountability records. Additionally, each document is
checked for markings, documentation, dates, titles, page counts, cover sheets, and other applicable
requirements to determine compliance with DOE orders. Each repository is aso inspected for compliance
with DOE storage requirements.

Back Check
Objective

To determine whether accountable classified documents on hand are properly entered into accountability
and properly documented and marked.

Scenario

The inspection team selects and visits a sample of document storage locations (or a sample of document
custodians). At each location visited, accountable documents are selected and checked to verify that they
are properly described and reflected in accountability records. Markings, handling procedures, and proper
storage are also checked. Concurrently, custodians are questioned about their specific responsibilities, and
repositories are examined for compliance with DOE requirements. As applicable, classified parts are
selected and checked for proper marking and storage.

Offsite Cross-Check

Objective

To verify that documents sent off site can be produced, or their disposition determined, at the receiving
facility.

Scenario

I nspection team members obtain a sample of transmittals for classified documents recently mailed (e.g., in
the past two years) to a DOE facility scheduled for inspection (most easily accomplished at the DOE
Headquarters planning meeting, where transmittal forms on documents recently returned from DOE

Headquarters to the facility can be obtained). During the inspection of that facility, personnel are asked to
produce (1) the documents themselves, (2) their destruction forms, or (3) their transmittal dips.
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Intrasite Cross-Check
Objective

To verify that documents sent within a site can be produced, or their disposition determined, at the
receiving site organization.

Scenario

The ingpection team uses an organization’s document accountability records to identify classified
documents that were recently transmitted to another organization within the same site. The team then
verifies that the receiving organization’s accountability log reflects the receipt and that the organization can
produce (1) the documents themselves, (2) their destruction forms, or (3) their transmitta dips.

Custodian Receipt

Objective

To determine whether those receiving classified matter follow appropriate custodian receipt procedures.
Scenario

To verify appropriate custodian receipt procedures, a sample of document custodians who normally
receive classified matter is selected for testing. Each test participant is sent a smulated Secret document
through normal channels. The inspectors then ascertain whether the recipient properly signs receipts for,
checks, and enters the document into accountability.

Variations:

(1) Sendto atest participant a simulated Secret document that was incorrectly transmitted, was
incorrectly or incompletely marked, or is missing pages. Verify hissher response (e.g., to
return the document, issue an infraction, or initiate other action).

(2) Prepare a classified document to be sent off site through the classified mail. The document
prepared should indicate a classification level/category that the receiving facility is not
authorized to accept. Verify the test participant’s response.

Transmittal/Onsite Transfer

Objective

To d_etermi ne whether classified matter is transmitted and received within a site in accordance with DOE
requirements.

Scenario

A sample of personnel who normally transmit classified documents is selected for testing. Each test
participant is given a ssimulated Secret document and asked to package it and prepare the appropriate
paperwork to send it to an offsite classified mailing address. If personnel possess document hand-carry
authorizations, local procedures for hand-carrying classified documents off Site are reviewed, records of
authorizations are inspected, and a sample briefing for hand-carrying is requested.
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Variation: As an alternative to the above tests, transfer procedures can be reviewed by tracking an
accountable document from its receipt at the U.S. Postal Service (USPS) until it reachesits final
custodian. Thisincludes receipt by the central mailroom, transfer to Document Control, entry into
the accountability system, courier transfers, any Field File Sation procedures, and custodian
receipt, as applicable.

Reproduction

Objective

To determine whether classified documents are reproduced in accordance with DOE directives.
Scenario

The inspection team selects a sample of personnel for testing who normally reproduce classified
documents. Test participants are asked to demonstrate their procedures for duplicating classified
documents (genuine or simulated) to determine whether they comply with the requirements for using
gpproved (and posted) |ocations/equipment, running the appropriate number of blanks after duplicating,
treating those blanks as classified waste, controlling documents for reproduction if they are normally
dropped off at a centra reproduction station, and documenting/marking reproduced copies.

Variations:

() Usethe same scenario but instead of a typical paper document, use microfiche, viewgraphs,
blueprints, or any other type of medium containing classified information.

(2) Carry out the scenarios at the inspected site’s print shop, photo lab, or other facility tasked
with reproducing classified information.

(3) Submit improperly/incompletely marked simulated classified documents for reproduction and
determine whether discrepancies are noted.

Destruction

Objective

To determine whether classified documents are destroyed in accordance with DOE directives.
Scenario

The inspection team selects a sample of personnel to be tested who are normally responsible for the
destruction of classified documents. Test participants are given asimulated (or actual) Secret document
and instructed to destroy it using their normal procedures. Procedures for the transfer of the document,
adjustments to accountability records, and the actual destruction are observed. Also, specific procedures
for destroying electronic media are reviewed, and the test participants knowledge of when to employ
degaussing is determined. DOE approval for specific models of destruction equipment is verified, asis the
size of the destroyed document residue.

Variation: Use the same scenario as above but use a hon-paper medium. If microfiche is being
destroyed, verify specific techniques used.
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Repository Check
Objective

To determine whether repositories used to store classified documents are being routinely checked, and to
ascertain whether appropriate actions are taken if arepository is left unsecured.

Scenario

Inspection team members visit selected locations in which classified matter is stored and/or used. Team
members arrange with someone having access to a repository to leave it open (smulated by using asign
or by substituting authentic classified documents with smulated ones). Actions by those responsible for
security-checking the repository are observed. [Note: Scenario requires safety plan and coordination with
the protective force]

Document User Awareness
Objective

To determine whether those responsible for attending/protecting classified documents in use or storage are
attentive to unauthorized individuals admittance into security aress.

Scenario

The inspection team obtains a“red” badge for a cleared person (possibly an Office of Independent
Oversight and Performance Assurance (OA) administration team member) and have that person wear the
badge while wandering into and around an open storage area or “ Q" access-only security area. Any
actions to challenge that person will be noted. [Note: Scenario requires safety plan and coordination with
the protective force]

Storage Area Entry
Objective

To determine whether afacility’s CAS routinely verifies the identities of those requesting access to
classified storage areas.

Scenario

The inspection team has an unauthorized person request that the facility Central Alarm Station (CAS) put
security area alarms in access mode, and then determine whether the requestor’ s identity is first verified
by the CAS before actuating access (consistent with site-specific procedures). [Note: Scenario requires
safety plan and coordination with the protective force.]
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Emer gency/Special Procedures
Objective

To determine whether appropriate site-specific procedures for emergency evacuation of a security area
are followed.

Scenario

Inspection team members direct facility personnel to conduct an emergency evacuation according to their
normal procedures. Such an evacuation should be carried out only in easily controlled environments, and
facility personnd should be informed thet it is only atest. Appropriate site-specific procedures for
emergency evacuation of a security areawill be noted. [Note: Scenario requires safety plan and
coordination with the protective force]

Sear ch Procedures
Objective

To ascertain whether the attempted unauthorized remova of classified mediaresultsin detection and
appropriate response by the protective force.

Scenario

A composite adversary team or facility team member attempts to exit a portd with plainly marked
(smulated) classified documents or electronic mediain his’her hand or briefcase. Team members
determine whether the protective force observes and appropriately responds to the situation. [Note:
Scenario requires safety plan and coordination with the protective force.
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SAMPLE PERFORMANCE TEST PLANS

Classified Matter Protection and Control (CMPC)
Document Accountability Performance Test Plan — Front Check
DOE San Diego Operations Office
Objective

To evaluate the accuracy of the DOE San Diego Operations Office (SDO) document accountability
system and to determine if documents are protected, stored, and marked in accordance with DOE
requirements.

System Description

The document accountability is maintained using a manual system of document receipts. Document
control “tickets” may reflect more than a single document. Tickets are filed in the SDO mail room, which
aso provides centralized dispatch and control. Individua custodians aso maintain records of their
holdings. Although individua custodians may have entered holdingsin their personal computers, no
computer enumeration of a master list of active holdings or system-generation of random samplesis

possible.
Sampling Technique

SDO is unable to provide the total number of documents contained in active holdings. They estimate 2,400
control tickets are in use to reflect active holdings, but some tickets represent multiple copies of
documents.

OA will select arandom sample of 200 documents by computer generating alist of random numbers
reflecting document control tickets. Corresponding control tickets will then be examined and documents
reflected on the selected tickets will be used as the inspection sample for the front check of the DOE
SDO accountability system.

Scenario

Selected documents will be reviewed at their storage locations, or at a central location as appropriate.
Each will be checked to ensure it is the item described in the accountability records. Additionaly,
documentation, markings, dates, titles, and pages will be checked to determine compliance with DOE
requirements. Each repository will aso be inspected for compliance with DOE storage requirements.

Safety Plan

Not required.
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Document Accountability Performance Test Plan — Back Check
DOE San Diego Operations Office
Objective

To determine whether accountable classified documents on hand at SDO repositories are in accountability,
properly documented, marked, and stored.

Sampling Technique

SDO will provide alist of document custodians and repositories currently used to store accountable
documents. OA will randomly select custodians and repositories from which a sample of 200 documents
will be indiscriminately drawn and back checked to ensure custodian holdings are entered into
accountability.

Scenario

Ingpection team members will visit a sampling of Secret and Confidential storage locationsin use at SDO.
Classified matter at each location will be checked for proper marking and storage. A sample of 200
Secret documents will be selected from locations holding Secret documents. Each will be checked to
ensure it is described in accountability records.

Safety Plan
Not required.
Document Accountability Performance Test Plan — Front Check
NUCO-EI Cgon BDAS System
Objective

To evauate the accuracy of the NUCO-EI Cgon Barcode Document Accountability System (BDAS),
and to determine if documents are protected, stored, and marked in accordance with DOE requirements.

System Description

The document accountability system is maintained using a computerized bar code system. NUCO-HE
Cajon personnel advise no computer enumeration of amaster list of active holdings by document number
can be generated, nor can the system generate a random sample of documents. The system can generate
amadter list of active documents by custodian.
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Sampling Technique

NUCO-E!l Cgon will provide the total number of active documents contained in the BDAS. OA will
computer-generate a random sample of 200 numbers which will then be used to select specific sample
documents from the BDAS by matching the random number to the list of document custodians and their
respective holdings.

Scenario

The ingpection team will select a sample of 200 Secret documents listed in the NUCO-EI Cgon
accountability system. Selected documents will be reviewed at their storage locations, or at a central
location as appropriate. Each will be checked to ensure that it is the item described in the accountability
records. Additionally, documentation, markings, dates, titles, and pages will be checked to determine
compliance with DOE requirements. Each repository will also be inspected for compliance with DOE
storage requirements.

Safety Plan
Not required.
Document Accountability Performance Test Plan - Back Check
NUCO-EI Cgon BDAS System
Objective

To determine whether accountable classified documents in NUCO-EI Cgjon repositories arein
accountability, properly documented, marked, and stored.

Sampling Technique

NUCO-E!l Cgon will provide the total number of repositories used to store active BDAS documents. OA
will computer-generate a random sample of 25 numbers, which will then be used to select specific
repositories to be sampled by matching the random number to the list of repositories.

Scenario

Ingpection team members will visit each repository identified in the random sample selection. Classified
matter at each location will be checked for proper marking and storage. Additionally, a sample of
accountable documents will be selected from each repository. Each will be checked to ensureit is
properly described and reflected in accountability records.

Safety Plan

Not required.
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Document Accountability Performance Test Plan — Front Check
NUCO-EI Cgon NDT System
Objective

To evaluate the accuracy of the NUCO-El Cgon Non-Destructive Testing (NDT) document
accountability system for the laboratory located in Building 724, and to determine if classified X-rays are
protected, stored, and marked in accordance with requirements.

System Description

NUCO-E!l Cgon personned advise that document accountability is maintained using a series of log books,
some of which have been reduced to microfilm. No master list or computer assistance is available.

Sampling Technique

NUCO-EI Cgon will provide the tota number of logbooks (both books and microfilmed logs) used to
maintain NDT #1 accountable holdings. OA will computer-generate a random sample of numbers, which
will then be used to select specific logbooks. Sample documents will then be determined by computer-
generating random numbers for each selected log book and identifying the specific accountable holding
each number represents.

Scenario

The inspection team will use the random sample of 100 Secret documents listed in the accountability
logbook system used by the NDT center in building 711. Selected documents will be reviewed &t their
storage locations, or at a central location as appropriate. Each will be checked to ensure that it isthe item
described in the accountability records. Additionally, documentation, markings, dates, titles, and pages will
be checked to determine compliance with DOE requirements. Each repository will aso be inspected for
compliance with DOE storage requirements.

Safety Plan
Not required.
Document Accountability Performance Test Plan — Back Check
NUCO-EI Cgjon NDT #1 System
Objective

To determine whether accountable classified X-rays on hand in the NUCO-EI Cgon NDT repositories are
in accountability, properly documented, marked, and stored.
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Scenario

Inspection team members will visit the document storage locations used by the Non Destructive Testing
Center located in building 711. Classified matter will be checked for proper marking and storage.
Additionally, a sample of 100 Secret documents will be selected from NDT location #1 holdings. Each will
be checked to ensure that it is properly described and reflected in accountability records.

Safety Plan
Not required.
Document Accountability Performance Test Plan — 100% Audit
WB Security Incorporated
Objective

To evaluate the accuracy of the WB Security Incorporated (WB) document accountability system, and to
determine if documents are marked in accordance with DOE requirements.

Scenario

The inspection team will review al accountable documents listed in the WB El Cgjon accountability
system. Documents will be reviewed at their storage locations. Each will be checked to ensure that it is
the item described in the accountability records. Documentation, markings, dates, titles, and pages will be
checked to determine compliance with DOE requirements. Additionally, each repository will be inspected
for compliance with DOE storage requirements, and to ensure al accountable documents have been
entered into the WB accountability system.

Safety Plan
Not required.
Material Accountability Performance Test Plan — Front Check
NUCO-El Cgjon Parts System
Objective

To determine if the NUCO-EI Cgjon Parts accountability system accurately reflects Secret parts on hand
and to ensure that all classified parts are protected in a manner consistent with DOE requirements.
System Description

Parts accountability is maintained using a computerized system. NUCO-EI Cgjon personnel advise that
computer enumeration of a master list of accountable parts can be generated. However, the system
cannot generate a random sample of documents.
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Sampling Technique

NUCO-E!I Cgon will provide the total number of accountable parts. OA will computer-generate a random
sample of 100 numbers, which will then be used to select specific sample documents from the system by
matching the random number to the computerized list of parts.

Scenario

The team will visit locations where each selected part is located to verify that the accountable parts are
actually on hand. Disassembly of major assembliesis not contemplated.

If time permits, team personnel will aso visit selected locations where any unaccountable classified parts
are located to ensure that all parts are stored or protected as required by applicable directives.

Safety Plan
Not required.
Material Accountability Performance Test Plan - Back Check
NUCO-E!l Cgon Parts System
Objective

To determine if the NUCO-EIl Cajon Parts accountability system accurately reflects Secret parts on hand
and to ensure that all classified parts are protected in a manner consistent with DOE requirements.

Scenario

The inspection team and site representatives will visit plant production and parts storage locations and
identify 100 Secret parts. Team and plant personnd will then check each to ensure it is properly described
and reflected in accountability records. Classified parts selected will also be checked for proper marking
and storage.

Team personnel will aso record pertinent information identifying accountable classified documents
controlled under the NUCO EI Cajon Parts System to be used as a back check of the effectiveness with
which the NUCO El Cgjon Parts System controls documents. Space for recording accountable
documents has been provided on the data sheets designed for recording pertinent NUCO El Cajon Parts
System information (See attached Performance Test for NUCO El Cgjon Parts System Document Back
Checks).

If time permits, team personnel will also visit selected locations where unaccountable classified parts are
located to ensure all parts are stored or protected as required by applicable directives.

Safety Plan

Not required.
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Classified Transmittal Performance Test Plan
USPS Recelpt/Transmittal
Objective

To determine if classified matter is transferred to and from the USPS at Warren Heights, California, in
accordance with requirements.

Scenario

Transfer procedures will be reviewed by tracking certified and registered mail from its receipt at the U.S.
Post Office until it reachesitsfina custodian within EI Cajon. Observation will include receipt from USPS
personndl; transportation to El Cgon; ddivery to DOE-SDO, NUCO-EI Cgon and WB Security; entry
into the appropriate accountability system; and custodian receipt procedures, as applicable. Should any
required actions not occur during the OA inspection, Site personnel will be asked to perform actions on
smulated classified matter.

Safety Plan
Not required.
Classified Transmittal Performance Test Plan
Site Transfers
Objective

To determine if classified matter is transmitted within the confines of the El Cgjon Plant in accordance
with DOE requirements, and to determine if classified information is receipted only to individuas with a
valid need to know.

Scenario

Inspection team members will observe NUCO-El Cgjon personnd receipting and internally distributing
classfied matter. Should any required actions not occur during the inspection, site personnel will be asked
to perform actions on simulated classified matter.

The ingpection team will interview El Cajon Plant employees and review operating procedures to ensure
that internd distribution and hand-carry procedures meet DOE requirements. A sampling of procedures
for transfer of classified documents will be reviewed and observed as such transactions occur during the
ingpection. If necessary, smulated documents will be placed in local distribution and tracked to determine
site procedures.

Special attention will be given to procedures for handcarrying classified matter off site. A sample briefing
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will be requested, local procedures will be reviewed, and records of hand-carry authorization will be
inspected.

Safety Plan

Not required.

Classified Document Destruction Performance Test Plan
Objective
To determine if classified documents are destroyed in accordance with DOE directives.
Scenario
Inspection team members will observe DOE-SDO, NUCO-EI Cgon, and WB Security El Cgon personnel
destroying classified matter, using routine local procedures. Should destruction of classified not be planned
during the inspection, site personnel will be asked to describe procedures or perform actions on smulated
classified matter.

Safety Plan

Not required.

Reproduction of Classified Documents Performance Test Plan
Objective
To determine if accountable classified documents are reproduced in accordance with DOE directives.
Scenario
Personnel normally charged with duplicating classified will be interviewed and observed reproducing
accountable classified documents. Should the reproduction of accountable classified not actually occur

during the inspection, site personnd will be asked to perform actions on simulated classified matter.

Facilities authorized for the reproduction of classified will also be inspected to ensure that they meet
requirements and are properly posted.

Special emphasis will be placed on reviewing NUCO-El Cgon Printing Plant procedures to ensure that all
DOE requirements for the safeguarding of classified information are implemented.

Safety Plan

Not required.
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APPENDIX B

FORMS AND WORKSHEETS

DOCUMENT REQUEST LIST

1. Table of organization/document control sections including names, telephone numbers, and
building/room numbers of CMPC managers, supervisors, and key CMPC staff.

2.Standard operating procedures or other loca guidance dealing with program management, physica
security of classified documents, control of classified documents (Top Secret and Secret, as
applicable), sensitive compartmented information facilities, special access programs, the security
infraction program, and Foreign Ownership, Control, or Influence (FOCI).

3.Site safeguards and security plan(s)

4.Operations security assessments and operations security reviews.

5. Vulnerability assessments.”

6. Survey reports and status of corrective actions.”

7. Self-assessment reports and subsequent corrective action reports.”

8. Infraction records for the past 24 months.

9. Documentation dealing with approved, pending or requested exceptions relating to the CMPC
program.

10. Classified mailing address. ™

11.  Number of classified document inventories performed over the last 18 months.

12.  Number of specia access programs, including those in the Sensitive Compartmented Information
Facilities (SCIFs) and out of the SCIFs; include the responsible individuas, number of documents,

and the responsible program office that can grant access.

13. All loca policies and procedures regarding access control to vaults and vault-type rooms that contain
classfied material.

14. Site map showing the locations of al vaults and vault-type rooms in which classified documents and
meaterial are stored.

Check in applicable facility files
Check Safeguards and Security Information Management System database.
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15. Description of alarm systems used to protect the vaults and vault-type rooms.

For Top Secret document accounts:

1

2.

Description of Top Secret control programs and names of responsible individuas.

Location of Top Secret repositories. (map if possible)

For Secret matter under traditional accountability:

1. Total number of lost/unaccounted for classified for al accounts.

2. List of each accountability system(s).

3. Number and types of classified materias, classification levels, and their production and storage
locations. Map/diagram of storage and production locations.

4. Number of document custodians and/or accountability center/stations (names, organizations,
locations, and phone numbers).

5. Accountability Center/Station access procedures.

B-2
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PLANNING MEETING TASK CHECKLIST

Review and analyze documentation

Identify Site security interests

Identify information program missions

| dentify appropriate threat level

Characterize the CMPC program

Identify questions, issues, and discrepancies

Resolve questions, issues, and discrepancies

Select subtopics and ingpection focus/emphasis
Coordinate and integrate with other topic teams

Select data collection activities

Prioritize data collection activities

Assign data collection tasks to team members

Schedule data collection activities

Pan data collection activities

Identify sample sizes and configurations for all activities
Select samples (as required)

Identify support requirements for site visit
Communicate and arrange interna support requirements
Communicate externa support requirements to site representatives/point(s) of contact
Prepare and submit inspection guide

Prepare and submit report outline input

Prepare and submit ingpection plan/action plan input
Prepare performance test/safety plans

Prepare and deliver management briefing input
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SAMPLING METHODOLOGY
Introduction

OA conducts inspections to assess the effectiveness of DOE safeguards and security programs.
Confidence in these assessments is influenced by perceptions of consistency, thoroughness, and fairnessin
conducting the inspections. The use of scientifically valid methods for gathering and interpreting
information strengthens the confidence in the results obtained.

In performing inspections of items or individuas (i.e., populations) at afacility, often it is necessary to
determine what proportion possesses a certain characteristic. For example, it may be necessary to
determine what proportion of classified documents is properly accounted for in afacility’ sinventory. In
most cases, 100 percent inspection of the population isimpractica. However, pertinent information can be
obtained by examining a portion, or sample, of the population and drawing inferences that extend to the
entire population. Properly used, statistical sampling alows these inferences to be drawn accurately.

OA has developed datistically vaid, practical procedures for gathering information during inspections. The
procedures specify methods and indicate the type of conclusions that can be drawn from the sample
results. The procedures also specify the sizes of the samples to be selected, and the techniques for
randomly selecting the samples.

The remainder of this appendix is organized as follows. Section 2.0 presents a general sampling
methodology that is applicable to most topics. In Section 3.0, OA’ s application of sampling methods to the
review of classified document and material accountability is discussed. This appendix focuses on sampling
techniques, which are only one of the activities conducted by OA to review a facility’ sinformation
Security program.

General Sampling Methodology Consider ations

Although OA comprehensive inspections are very broad, there are frequently too many itemsin agiven
population to permit a 100 percent ingpection because of the limited time and other resources available.
The tasks that must be addressed in conducting statistical sampling in OA inspections are: 1) defining the
populetion, 2) determining a sample size and leve of confidence, and 3) selecting random samples.

Defining the Population

In defining the population, a clear, complete, and accurate statement of the objectives of the statistical
sampling is essential. The population is then defined in accordance with these objectives. Defining the
population to be sampled is the first step in the sampling process.

It must be clear to the inspection team exactly which items belong to the population being sampled and, in
some complex cases, it may be appropriate to reconsider the statement of the objectives to ensure that no
ambiguities or gaps exist. |If the population is well defined, identifying the items that comprise the
population and specifying the data to be collected on these items are usually quite straightforward. If
difficulties are encountered in preparing alist of items or in defining data requirements, it is likely that
those difficulties can be traced back to population definition.
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Definition of the population forms the basis for sample selection. For example, if classified documents are
being inspected for proper markings, and the population is defined as dl classified documents at a
particular site, then a sample of classified documents would be selected for examination from this
population. In salecting this sample, it would be inappropriate to confine the sample to only one or afew
of the locations at the site where classified documents are held. Although confining the sampling would be
convenient, it would not permit generdizations to be made about the population of classified documents as
awhole. If asample were confined to only one or afew locations at the Site, then the population is only
those documents at these locations, and generalizations would apply only to this restricted population and
not to the defined population of al documents at the site.

Determining a Sample Size and Level of Confidence

The sample to be observed must be specified. This requires that the sample size be determined. Inturn,
sample size reflects the degree of precision that is desired in the results. Whenever inferences are made
on the basis of a sample, some uncertainty must be accepted, because only part of the population is being
measured or observed. Thus, the amount of error that can be tolerated without compromising the quality
of decisions or conclusions beyond acceptable limits should be kept to a minimum.

In determining sample sizes for a particular sample problem, confidence levels are associated with
statements made about the outcome of the sampling procedure. For example, statistical inferences made
at a 95 percent level of confidence are correct 95 percent of the time. Thus, if arandom sample of 200
items is selected and zero defects are observed, it can be stated with 95 percent confidence that the true
proportion of defectives in the population is at most 0.015 (1.5 percent). In this same case of a sample of
200 items and zero defects, it can aso be stated with 80 percent confidence that the true proportion of
defectives in the population is at most 0.008 (0.8 percent). Thus, alower level of confidence permits a
more reliable statement to be made about the population proportion, but at the price of an increased
chance of an incorrect statement—in this case, a5 percent chance of being wrong versus a 20 percent
chance of being wrong.

For facilities with large (more than 1,000) classfied document inventories, the population size (i.e,, the total
number of documents in the inventory) is not a maor determinant of sample size. In such cases, the
inspectors should select as large a sample as possible given the time and resource constraints of the
inspection. With large samples, the inspectors can develop more reliable estimates of the proportion of
defective items.

Selecting Random Samples

Statistical inferences are drawn from observations of random samples selected from populations. The
basic theory underlying statistical inferences requires that the samples from which inferences are drawn
be sdlected randomly to alow valid conclusions about the population as awhole. For example, if the
surveyed population of sensitive documents contains a finite number of documents, a random sample of
documents is selected so that the probability of individua documents being chosen as the sample is the
same as that for any other sample of the same size.

Two specific steps involved in selecting a random sample are enumerating the population units and
generating random numbers to match to the enumerated population. These steps are defined as follows:
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Enumerating. Theindividua itemsin the population being sampled are enumerated; i.e., they are
arranged in any convenient (or natural) order and assigned unique sequential numbers corresponding
to that order. For relatively small populations (on the order of afew hundred or less) this can be
done manually. For larger populations containing severa hundreds or thousands of items, the use of
computer systems is preferable for preparing and executing a sample selection process efficiently.

Matching Random Numbersto the Population. Any one of severa widdly available and well-
documented computer programs can be used to select a random sample from a population. These
programs produce alist of distinct random numbers within the range corresponding to the population
size. Computer programs for generating random numbers can be found on many computer systems.
However, not al populations have computer programs/systems that can be adapted to the sampling
process. Those facilities that maintain inventory records with computerized systems typically have
such programs in place for various administrative purposes and, with minor modifications, can
produce random sampling tools useful for the OA inspection process.

For large populations in which records are maintained on computer systems, a computer program can be
prepared to generate the random numbers and then match these with the population computer file to
produce alist of sampleitems. For example, if a population of classified documents to be surveyed is
composed of 100,000 documents and the document accountakility records are on a computer system, the
following procedure is an acceptable means of selecting a sample:

Number the records from 1 to 100,000; that is, create a computer file containing the individual
records consecutively numbered.

Use a computer program to generate 200 random numbers from the range 1 to 100,000 and match
this set of random numbers with the main file of records. The output of this smple routine is the list
of 200 documents comprising the sample.

An important point when dedling with computer inventoriesisthat it is not necessary to produce hardcopy
listings of entire populations. Computer files containing the information in the proper format either aready
exist or can be prepared (by minor modifications in many cases) from existing programs. To avoid
reducing the time available for ingpection activities, computer programs that will carry out the sample
selection process should be prepared or modified before the ingpection. Also, the computer programming
requirements should be identified during the planning stage of the ingpection.

Some procedures used to select samples, although “random-like,” cannot be considered to produce
random samples for the purposes of avalid gatistica methodology. For example, starting at the top of a
list of documents and selecting every 50th document until 200 are selected will not produce a statistically
valid random sample. Such a procedure may yield a biased sample. A random sample is produced only
by following well-defined and accepted procedures for generating random numbers to select members
from a population. If these procedures are followed, the resulting sample is truly random; otherwise, it is
not.
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Determining Confidence Intervals

Table B-1 provides sets of confidence intervals that can be used to estimate the percentages of
accountable and unaccountable documents in an inventory system. These confidence intervals can be
applied to the results of a“front check” document accountability performance test. Once the front check
document accountability performance test has been concluded, Table B-1 should be used to evaluate the
results. Thetable is used by locating the appropriate sample size block and then reading down the left side
of the table to the appropriate “Number of Defects.” The bracketed numbers at this point are the upper
and lower confidence limits for statements that can be made about the document population. For example,
if the sample size was 200 and two documents could not be located, then one can state with 95 percent
confidence that no more than 3.114 percent of the total accountable document inventory is unaccounted
for. Or one can state with 95 percent confidence that at least 0.178 percent of the total accountable
document inventory is unaccounted for. If the population in this example was 100,000 accountable
documents, this means that one can be 95 percent confident that at least 178 accountable documents are
unaccounted for in this system. Finaly, one can aso make the statement with 90 percent confidence that
the number of unaccounted-for documents in this system is somewhere between 0.178 percent and 3.114
percent, which means that there are between 178 and 3,114 unaccounted-for accountable documents.
Note that the level of confidence for this last statement dropped from the 95 percent used in the previous
two statements to 90 percent. Thisis because the statement that the number of unaccounted-for
documents is between 178 and 3,114 is a stronger statement than the other two, which are essentialy
“either, or” statements. The price paid Statistically for this stronger statement is alower level of
confidence.
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Table B-1. Ninety Percent Two-Sided Confidence Levels

for the Proportion of Defects

Number of Sample Size
Defects

100 125 150 175
0 (.00000, .02951) (.00000, .02368) (.00000, .01977) (.00000, .01697)
1 (.00051, .04656) (.00041, .03739) (.00034, .03123) (.00029, .02682)
2 (.00357, .06162) (.00285, .04951) (.00237, .04138) (.00203, .0354)
3 (.00823, .07571) (.00657, .06086) (.00547, .05088) (.00469, .04371)
4 (.021378, .08920) (.01200, .07173) (.00916, .05998) (.00784, .05154)
5 (.01991, .10225) (.01589, .08226) (.01322, .06881) (.01132, .05913)
6 (.02645, .11499) (.02111, .0924) (.01756, .07742) (.01503, .06654)
7 (.03331, .12746) (.02657, .10261) (.02210, .08586) (.01892, .07382)
8 (.04043, .13972) (.03224, .11251) (.02681, .09417) (.02295, .08097)
9 (.04776, .15180) (.03807, .12228) (.03165, .10236) (.02709, .08803)
10 (.05526, .16372) (.04404, .13192) (.03661, .11046) (.03133, .09500)

200 225 250 275
0 (.00000, .01487) (.00000, .01323) (.00000, .01191) (.00000, .01083)
1 (.00026, .02350) (.00023, .02091) (.00021, .01883) (.00019, .01713)
2 (.00178, .03114) (.00158, .02772) (.00142, .02497) (.00129, .02272)
3 (.00410, .03831) (.00364, .03410) (.00328, .03072) (.00298, .02795)
4 (.00686, .04518) (.00609, .04022) (.00548, .03624) (.00498, .03297)
5 (.00990, .05184) (.00880, .04615) (.00791, .04159) (.00719, .03785)
6 (.01314, .05835) (.01168, .05195) (.01020, .04682) (.00954, .04261)
7 (.01654, .06473) (.01469, .05764) (.01321, .05195) (.01201, .04728)
8 (.02006, .07101) (.01781, .06324) (.01602, .05700) (.01456, .05188)
9 (.02367, .07721) (.02102, .06876) (.01891, .06198) (.01718, .05641)
10 (.02737, .08334) (.02431, .07422) (.02186, .06690) (.01986, .06090)

300 325 350 375
0 (.00000, .0099%4) (.00000, .00918) (.00000, .00852) (.00000, .00796)
1 (.00017, .01571) (.00016, .01451) (.00015, .01348) (.00014, .01259)
2 (.00119, .02084) (.00109, .01924) (.00102, .01788) (.00095, .01669)
3 (.00273, .02564) (.00252, .02368) (.00234, .02200) (.00218, .02055)
4 (.00457, .03025) (.00421, .02794) (.00391, .02596) (.00365, .02424)
5 (.00659, .03472) (.00608, .03207) (.00565, .02980) (.00527, .02783)
6 (.00874, .03909) (.00807, .03611) (.00749, .03355) (.00699, .03133)
7 (.01100, .04338) (.01015, .04007) (.00942, .03724) (.00879, .03477)
8 (.01334, .04760) (.01231, .04398) (.01242, .04086) (.01066, .03816)
9 (.01574, .05177) (.01452, .04783) (.01348, .04444) (.01258, .04151)
10 (.01819, .05588) (.01679, .05163) (.01558, .04798) (.01454, .04481)
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TableB-1. (Continued)

Number of Sample Size
Defects
400 425 450 475
0 (.00000, .00746) (.00000, .00702) (.00000, .00664) (00000, .00629)
1 (.00013, .01180) (.00012, .01111) (.00011, .01050) (.00011, .00995)
2 (.00089, .01566) (.00084, .01474) (.00079, .01392) (.00075, .01319)
3 (.00205, .01927) (.00193, .01814) (.00182, .01714) (.00172, .01624)
4 (.00342, .02274) (.00322, .02141) (.00304, .02022) (.00288, .01917)
5 (.00494, .02610) (00465, .02458) (00439, .02322) (.00416, .02201)
6 (.00655, .02939) (.00617, .02767) (.00582, .02615) (.00551, .02478)
7 (.00824, .03262) (.00776, .03071) (.00732, .02902) (.00694, .02750)
8 (.00999, .03580) (.00940, .03371) (00888, .03185) (.00841, .03018)
9 (.01279, .03893) (.01209, .03666) (.01047, .03464) (.00992, .03283)
10 (.01362, .04204) (.01282, .03958) (.01210, .03740) (.01247, .03545)
500
0 (00000, .00597)
1 (.00010, .00945)
2 (.00071, .01254)
3 (.00164, .01543)
4 (.00274, .01821)
5 (.00395, .02091)
6 (.00524, .02355)
7 (.00659, .02613)
8 (.00799, .02868)
9 (.00942, .03120)
10 (.02089, .03369)
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DATA COLLECTION ASSIGNMENTS

Purpose:
Used to record data collection activities assigned each inspector during the inspection planning
process.

Data Entry:

Data collection activities listed pardléd those outlined in the CMPC Inspectors Guide. Room is
provided for listing additiona data collection activities or elaborating on listed items if specia needs are
encountered.

Columns are provided for listing up to four programs that are scheduled for inspection. Each column
heading should list the specific program (e.g., the DOE Operations Office classfied document
program, the contractor document program, contractor material program, security force document
program, €tc.).
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CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)
PLANNING SHEET

DATA COLLECTION ASSIGNMENTS

PERSONNEL ASSIGNMENTS

DATA COLLECTION ACTIVITY PROGRAM: PROGRAM: PROGRAM: PROGRAM:

PROGRAM MANAGEMENT

Organization & Planning

Foreign Ownership, Control,
or Influence

Security Infractions

CONTROL OF SECRET AND
CONFIDENTIAL DOCUMENTS

Generation

Review and Use

Accountability

Receipt & Transmittal

Reproduction

Destruction

Physical Protection & Storage

CONTROL OF TOP SECRET
DOCUMENTS

Classified Materia Marking

Classified Material Accountability

Physical Protection and Storage

SPECIAL PROGRAMS
Work for Others (WFO)

Sensitive Compartmented Information

Special Access Programs (SAP)

COMSEC Accounts/Materials
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DATA COLLECTION ACTIVITY

PERSONNEL ASSIGNMENTS

PROGRAM:

PROGRAM:

PROGRAM:

PROGRAM:

OTHER AREASAND ASSIGNMENTS
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LIST OF EXCEPTIONS
Purpose:
Designed to record any exceptions from DOE requirements that have been granted to the program,
and to identify the level at which the exception was granted. This information isimportant in
characterizing the program and determining if exceptions were granted at an appropriate level.

Data Entry:

Entry of subtopical areawill assist ingpectors in quickly identifying any exceptions, which pertain to
the specific programmatic area they are reviewing.

A typica sheet might be filled out as follows:

CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

PLANNING SHEET

LIST OF EXCEPTIONS

PROGRAM: El Cajon Documents Page1of 1
SUBTOPICAL NATURE OF EXCEPTION DATE OF APPROVED
AREA APPROVAL BY
Destruction Permits use of central collection areaand 8/9/91 San Diego Operations
destruction by guards who gather documents Office

from centra collection room.

Physical Protection Allowsfor use of locally developed forms 12/1/87 DOE/OSS
versus Standard Forms 700.
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CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

PLANNING SHEET

LIST OF EXCEPTIONS

PROGRAM: Page _ of _
SUBTOPICAL NATURE OF DATE OF APPROVED
AREA EXCEPTION APPROVAL BY

B-14
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PREVIOUSLY IDENTIFIED DEFICIENCIES

Purpose:

Record of deficiencies identified during previous reviews of the program to be inspected. Servesasa
quick reference to ensure that the inspection being planned will address all areas of weakness and
ensure that all identified weaknesses were adequately addressed, corrected, and validated.

Data Entry:

Space is provided for noting deficiencies identified during documentation reviews and interviews with
gte personnel, DOE supervisory agencies, and DOE Headquarters organizations, etc.

Exer cise caution when using thisform, as data entry may result in the form becoming

classified.

A typica sheet might be filled out as follows:

(CAUTION: MAY BE CLASSIFIED WHEN FILLED IN)

CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

PLANNING SHEET

PREVIOUSLY IDENTIFIED DEFICIENCIES

PROGRAM: EI Cajon Documents Page 1 of 1
DEFICIENCY DATE FOUND CORRECTIVE EDC VALIDATED
FOUND BY ACTION BY
No unique 1/14/91 OA All accountable documents 11/1/91 | No Validation Noted
document numbers will have a unique number
assigned
FOCI forms not 1/14/91 OA Subcontractor forms send DOE/OSS Vist 8/1/91
submitted SDFO
Destructionresidue | 1/14/91 OA New shredder ordered 9/30/91 No Validation Noted
too large
Infractions not 8/22/90 SDFO | Quarterly reports being Complete | OA I1&E 1/14/91
reported submitted
No accountability 3/1/90 SDFO | New accountability system Complete | SD Operations Office
system adopted sitewide Survey 8/22/90
(CAUTION: MAY BE CLASSIFIED WHEN FILLED IN)
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(CAUTION: MAY BE CLASSIFIED WHEN FILLED IN)
CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)
PLANNING SHEET

PREVIOUSLY IDENTIFIED DEFICIENCIES

PROGRAM: Page of

DEFICIENCY DATE FOUND CORRECTIVE EDC VALIDATED
FOUND BY ACTION BY
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MAIL ROOM
(Short Form)
Purpose:
An abbreviated reminder of points to be covered when reviewing receipt and transmittal of classified
documents between the U.S. Postal Service and the site mail room, operations of the mail room, and
interna distribution procedures. A longer version of the form is aso provided.

Data Entry:

Space is provided for recording notes on inspection data points applicable to mail room operations
pertaining to classified documents. Entries should be self-explanatory.

Ensure proper protection and handling if completed forms contain any classified information.
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CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

DATA COLLECTION SHEET

MAIL ROOM

Location: Operated by:

Accountability (Receipt and Transmittal, Pick up and Delivery):

Delivery Procedures from U.S. Post Office:

Delivery Proceduresto U.S. Post Office:

Physical Protection Between Post Office and Site:

Access Controls:

Storage (in Mail Room):

Physical Protection During Internal Delivery:

Other Comments:
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REPRODUCTION AND GRAPHIC ARTS
Purpose:

A reminder of points to be covered when reviewing reproduction of classified documentsin aformal
reproduction or graphic arts facility.

Data Entry:

Space is provided for recording notes on ingpection data points applicable to reproduction of classified
documents at such facilities. Entries should be self-explanatory.

Ensure proper protection and handling if completed forms contain information that would make them
classified.
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CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

DATA COLLECTION SHEET

REPRODUCTION AND GRAPHIC ARTS

Accountability (Receipt, Processing, Delivery):

Storage:

Production Area/Access Controls:

Classified Work Area/Machinery Markings:

Documentation/Accountability of Products:

Overruns;

Sanitization of Machines/Materials:

Other Comments:
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COPY MACHINES
(Short Form)
Purpose:
An abbreviated remainder of points to be covered when reviewing reproduction of classified
lo:I(())rr;rt:qr?mts on office copy machines. A longer version is available under “Copy Machines, Long

Data Entry:

Space is provided for recording notes on inspection data points applicable to reproduction of classified
documents on office copy machines. Entries should be self -explanatory.

Ensure proper protection and handling if completed forms contain any classified information.
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CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

DATA COLLECTION SHEET

COPY MACHINES

L ocation: Responsible Organization:

Permission from Originator:

Internal Control Procedures:

Authorization/Procedures Posted?

Machine in Security Area?

Access Controls During Copying:

Sanitization Procedures:
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SELF-ASSESSMENT PROGRAM
Purpose:
A reminder of points to be covered when reviewing security self-inspection programs.
Data Entry:

Space is provided for recording notes on ingpection data points applicable to facility security self-
inspection programs. Entries should be salf -explanatory.
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CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

DATA COLLECTION SHEET

SELF-ASSESSMENT PROGRAM

Program Management Responsibility:

Program Directives:

Program Procedures:

Program Resources:

Program Scope/Coverings:

Tracking/Validation of Previous Deficiencies:

Program Findings Versus OA Results:

Program Records:
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SECURITY INFRACTION PROGRAM
Purpose:
A reminder of points to be covered when reviewing the security infraction program.
Data Entry:

Space is provided for recording inspection data applicable to the security infraction program. Entries
should be sdf-explanatory.

Ensure proper protection and handling if complete forms contain information of a persona nature,
which would be covered by under “right to privacy” status.
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CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

DATA COLLECTION SHEET

SECURITY INFRACTION PROGRAM

Location:

Program Procedures/Directives:

Responsible Organization:

Internal Reporting:

Investigation:

Appropriate Management Involvement?

Disciplinary Schedule?

Appropriate (Disciplinary) Action?

Trend Analysis?

Corrective/Preventive Actions:

Required Reports Submitted?

Other Comments:
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DESTRUCTION FACILITY
Purpose:

A reminder of points to be covered when reviewing programs and facilities for the destruction of
classfied matter.

Data Entry:

Space is provided for recording notes on inspection data points applicable to policy, procedures, and
facilities pertaining to facility destruction programs. Entries should be salf-explanatory.
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CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

Location:

DATA COLLECTION SHEET

DESTRUCTION FACILITY

Responsible Organi zation:

Accountability (Upon Receipt):

Approved Destruction Personnel ?

Type of Machinery (Approved?):

Residue Size:

Storage (Prior to Destruction):

Records of Destruction:

Other Comments:
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TOP SECRET DOCUMENTS
Purpose:
A reminder of points to be covered when reviewing Top Secret programs.
Data Entry:

Space is provided for recording notes on inspection data points applicable to Top Secret document
accounts. Entries should be self -explanatory.
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CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

DATA COLLECTION SHEET

TOP SECRET DOCUMENTS

Account Size: Nurrber Checked: Front Back Personnel (TSCO, TS Classifier):

Authentication:

Markings/Cover Sheets:

Inventories:

Destruction:

Receipt/Transmittal:

Reproduction:

Other Comments:
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SPECIAL ACCESS PROGRAM
Purpose:
A reminder of points to be covered when reviewing special access programs.
Data Entry:

Space is provided for recording notes on inspection data points applicable to specia access program
document accounts. Entries should be self -explanatory.

Ensure proper protection and handling if completed forms contain information that would make them
classified.
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CLASSIFIED MATTER PROTECTION AND CONTROL (CMPC)

DATA COLLECTION SHEET

SPECIAL ACCESS PROGRAM

Applicable Control Requirements (DOE, Sponsor):

Account Size: Number Checked: Front Back

Markings:

Storage:

Access Controls:

Inventories/Audits:

Receipt/Transmittal Procedures:

Reproduction:

Destruction:

Other Comments:
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SUMMARY ANALYSIS WORKSHEET

This worksheet is intended to be used by an inspector, if desired, to help organize conclusions reached
during data collection and analysis. A checkmark indicating a rating of Effective Performance (E), Needs
Improvement (N), or Significant Weakness (W) for each subtopic area reviewed may result in portraying
apicture of the total survey program environment that is not otherwise evident. The worksheet may be
completed by an individua inspector or indicate the collective conclusions of al topic team members.

FACILITY INSPECTED: DATE:
SUBTOPIC E N w REMARKS
MANAGEMENT PROGRAM
Planning

Security Organization

Self-Assessment Program

FOCI

CLASSFIED MATTER
PROTECTION AND CONTROL

Accessto Classified Matter

Need-to-Know and Clearance

Access Authorization Changes

Control of Secret and Confidential
Documents

Preparation

Receiving/Transmitting

Review and Use

Reproduction

Destruction

Document Accountability

Control of Top Secret Documents

Classifiers

Marking and Documentation

Destruction

Forms

Reproduction

Transmission

Reporting Problems

Classification Appraisas
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SUBTOPIC

REMARKS

Conduct

Records

Corrective Actions

SECURITY INFRACTIONS

Procedures

Notification

Reporting

Records

Disciplinary Guidelines

Disciplinary Actions

Corrective Actions
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